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O6 aTom pykoBoacTBe

3TO PYyKOBOACTBO MPEACTABIISIET OCHOBHbIE KOHIIETIIMY O€30ITaCHOCTH CUCTEMBI B .
OHO oXBaThBaeT OOMIMPHYIO YacTh JOKYMEHTAIMU 00 ayTeHTH(PUKAIMOHHBIX MeXa-
Hu3Max, foctymHbeix B GNU/Linux, Takux kak NIS wiu LDAP. B pykoBoicTBe Takxke
OCBEIIAIOTCST TAKKE BOITPOCH OE30MACHOCTH KaK CIUCKH KOHTPOJIS JOCTYIA, IIH]-
poBaHue U oOHapyxkeHue BTopxxeHusl. B Tpetbeit yactu "CereBas 6e3omacHOCTh” Bb
y3HaeTe Kak 00e30MacuTh CBOM KOMITHIOTED C IOMOIIBIO OpaHaMayepa, MacKapaauHra,
a Tak ke KaKk HaCTPOUTb BUPTyaJIbHyI0 YyacTHYIO ceTh (VPN). D10 pykoBoacTBO pac-
CKa3bIBaeT Takxke 00 ucronb3oBanuu [10 st obecrieueHrst 6e30MacHOCTU TOCTYITHO-
ro B cucreme: AppArmor (¢ nomouisio Hero Bl Moxete HacTpauBats goctyn A 11O
K (paitnam).

MHorue rjiaBbl B 9TOM PyKOBOJCTBE COJIEPKAT CCBUIKU Ha PECYPCHI C JOMOJIHUTEIbHOM
JOKyMeHTaluel. Bece 3Tu pecypchl U OpUriHaIbHAs TOKYMEHTAIMsI, JOCTYITHBI KaK B
CUCTEME, TaK U B CETH.

JloKyMeHTaIwIo, IOCTYIHYIO [T Barero mpoaykTa, MOKHO HAWTH Ha CTpaHHIIE:
http://www.suse.com/documentation, aTak ke B CISAYIOLIMX pa3jesax.

1 IlocTynHas AOKyMeHTauusd

Ms! npepocrasisiem HTML u PDF-Bepcuu Hamumx KHUT Ha pasHblX s3bikax. Qi gas-
HOTO JICTpHUOYTHBA TOCTYITHHI CIIeyONe PyKOBOACTBA AJIS MOJIb30BaTeNed U aiMHU-
HUCTPaTOPOB:

Beryruienue (TBerymuienue)
PykoBoacTBO 1mar 3a marom nposseneT Bac yepe3 ycraHoBky ¢ DVD wiu u3 ISO-
obpasa, 1acT KpaTKoe BBejieHHe B OKpyxkeHus padodero croia GNOME u KDE,
BKJIIOYAsl HEKOTOpbIE KJloueBble npuiioxkeHus. Takxke nosHakomur c¢ LibreOffice
Y €ro MOJIYJISIMH IJIS1 CO3JIaHUsI TEKCTa CO CIIOKHBIM (popMaTUpOBaHUEM, PabOTHI ¢
9JIEKTPOHHBIMH TaOIUIIAMHY WITH CO3AHVS TpachiKH U IIPe3eHTAIHI.

Copepxanue (TCOHGp)KaHI/Ie)
Haér obriee moHuMaHue padOThI , 3aTPArUBasi 33a4K MPOJABUHYTOIO CUCTEMHO-
ro aJMMHUCTpHpoBaHus. Ero MaTepuain npeqHa3HaueH B MIEPBYIO ouepe/ib IS CU-
CTEMHBIX aIMHUHICTPATOPOB M JOMAIITHUX I0JIb30BaTe e, 00IaaloNX Oa30BbI-
MU HaBBIKAMU aJIMUHUCTpUpOBaHUs1. COEepKUT NeTabHyI0 HH(OPMAIIUIO O TIPO-


http://www.suse.com/documentation

Xii

JBUHYTBIX BapuaHTaX pa3BepTbIBaHMA, aAMUHUCTPUPOBAaHUS, B3aUMOJEUCTBUS
KJTIOYEBBIX KOMITOHEHTOB M HACTPOWKE PAa3JIMYHBIX CETEBBIX U (PaHIOBBIX CIIYXKO .

PykoBojcTBO 1o 6e3omacuocT (CTp. 1)
OnwuchIBaIOTCSI OCHOBHBIE TTOHATHS CUCTEMBI O€30IaCHOCTH, OXBATHIBAIOIIEH KaK
JIOKAJIbHBIE, TAK U CETeBble acleKThl. [Ioka3bIBaeTCs, KaK MCIOIb30BaTh TaKKe
YTHIATH U151 0OECTIeYeHHsI CETeBOI OE30IMacHOCTH, Kak AppArmor (KoTopast mo3-
BOJISIET OIPE/IENIUTh K KaKUM (pailyiaM 3alaHHasi mporpamma OyaeT UMeTh JOCTYI
Ha 3aMiCh, YTCHUE WM BHITIOJIHEHE) WIN CUCTEMA ayIHTa, KOTOpast TIIATEIHHO
coOupaeT MH(POPMAIIMIO O COOBITHSIX, TaK MJIM MHAYe CBS3aHHBIX C 00eCTieueHueM
HaJyIeKaniero ypoBHs 0e30MacHOCTH CHCTEMBI.

System Analysis and Tuning Guide (TSystem Analysis and Tuning Guide)
PyKOBOJCTBO aIMMHKCTPATOPA 10 OOHAPYKEHUIO TIPOOJIeM, HX pa3pellieHre U Ofl-
TUMU3aLMs paboThl. B HeM Haiiaercs uHGOpManus O TOM, Kak POBEPHUTH U OIl-
TUMHU3UPOBATh Pa0OTY CUCTEMBI C TIOMOIIIBIO CIIEIUATBHBIX HHCTPYMEHTOB, (-
(bexTHBHO yrpaBnATh ee pecypcamu. Takxke B HEM cofiepKHUTCs 0030p OOIIHX
npo6JIeM U UX pelleHuil, a TAKKe JOTOHUTE bHbIE CIIPABOYHbIE MATEPUATIBI U
0030p JIOCTYITHBIX PECYpCOB.

Bupryammsammsa ¢ KVM (TBupryamzaims ¢ KVM)
JlaHHOE PYKOBOACTBO IMpeAsiaraeT KpaTkoe OMUCaHNe HACTPOIKY U yIipaBJie-
HUs cucTeMoi Bupryaym3anuu Ha 6aze KVM (Kernel-based Virtual Machine)
B . Takxke nmokaspiBaercs, Kak ynpasisate VM Guest ¢ momoripio Libvirt u
QEMU.

BonbmmacTBo HTML-Bepcuii pyKOBOJICTB B YCTAHOBJIEHHOW CUCTEME MOXKHO HAWTH
o agpecy /usr/share/doc/manual Wik B CIIPAaBOYHOM IIEHTPE UCIIOIB3yEeMO-
ro oKpyxeHus pabodero crona. [Tocnenane 0OHOBIEHUS JOKYMEHTAIUH JIOCTYITHBI TIO
aapecy http://www.novell.com/documentation, rje MOXHO 3arpy3uTh B
PDF nnu HTML-Bepcuu pyKOBOACTB J1j11 KOHKPETHOTO IIPOIYKTA.

2 ObpatHas cBA3b

HekoTtopble U3 JOCTYIHBIX KaHAJIOB OOPATHO# CBSI3H:

OmmOKy 1 3aIPOCH 00 YITyUIIeHUSIX
YroObI cOOOIIUTH 00 OMIMOKE MM OTIIPABUTH 3aIpoC 00 YIIy4dIlIeHUH, MOKa-
NyiicTa, ucmonb3yiite https://bugzilla.novell. com/. YToOs c000-

PykoBoacTtso no 6e3onacHoOCTu


http://www.novell.com/documentation
https://bugzilla.novell.com/

IIUTh O HAWJICHHOW OIMKMOKE B IOKYMEHTAIIUU OTIPaBbTe OTUET JJI1 KOMIIOHEHTA
Documentation (JJokyMeHTaIMs) COOTBETCTBYIOIIETO MPOIYKTa.

Ecnm BB 1710X0 3HAKOMBI C Bugzilla, TO IJId BaC MOT'YT OKa3aTbCA IMOJIE3HBIMU 9TU
CTaTbu:

e http://ru.opensuse.orqg/
openSUSE : CoobmuTh_06_omubke

* http://ru.opensuse.org/
openSUSE : CoobumuThs_06_omubke_FAQ

KommenTapun nonb3oBareneit
MBbI XOTHM YCITBIIIATH BaIllll KOMMEHTapUH U MPeIoKeHUsT 00 3TOM pyKOBOJI-
CTBE U APYroil JOKyMEHTALIUH, IIOCTABJISIEMON C JaHHBIM MTpoayKToM. Hcmoss-
3yiiTe TOJIe BBOJIA B HIDKHEH YacTH Ha KaXXJOH CTPaHUIIB OHJIAiH-TOKYMEHTAITNH
WK TIepeluTe 1o ceblike http: //www.novell.com/documentation/
feedback.html 1 ocTaBbTe CBO KOMMEHTAPHIA.

3 YcnoBHble 0603HayeHUs

B 1aHHOM pyKOBOJCTBE MCHOJIB3YIOTCS CIEAYIOIIME TUIIOrpa)CKUe CoTJIalleHus :
* /etc/passwd: UIMeHa KaTtaioros u ¢aiion

* 3aDONHHTENL: 3aMEeHA 3aIONHHTEIb Ha (DAKTUYECKOe 3HaUeHUe

* PATH: nepemeHHas okpyxenuss PATH

* 1s, ——help: KOMaH[Ibl, OILIKAXA U TAPAMETPBI

* User: NOJIb30BATEIN WINA IPYIIITHI

* Alt, Alt + F1: x1aBuma iy kiiaBuaTypHast KOMOMHAIWST; HA3BaHU ST KJIABHII ITOKa3a-
HbI B BEpXHEM PErucTpe, Kak Ha KJIaBUatype

* @aiin, Daiin > Coxpanumsv Kak: MyHKTbl MEHIO, KHOIKU

o Tanuyrowue nunzéunvt (L'nasa [Tunzéunvt, TIpyroe pyKoBOACTBO): 3TO CChUIKA HA
IJIaBY B IPYTOM PYKOBOJICTBE.
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4 O co3paHumn 3TOro pykoBoacTBa

Dra kHura 6bu1a co3nana B Novdoc, ocHoBan Ha DocBook (cmorpute http://
www . docbook . org). Ucxonusie XML-aiinsl mpoBepsioTCs: IpOrpaMmon
xmllint, obpaboranBaioTcs xsltproc u npeodpasopeiBanTcsa B XSL-FO ¢
UCIIOJIb30BAHMEM CIICIMAIM3UPOBAHHON Bepcry Tabmmil ctiieit Hopmana Youmma
(Norman Walsh). Koneunsiit PDF-aiin ordopmatuposan yepe3 XEP ot RenderX.
WHCTpYMEHTHI C OTKPHITHIM MCXOJHBIM KOIOM U Cpejia, UCTIOIb3yeMast Il CO3/IaHuUs
3TOTr0 PyKOBOJICTBA, JOCTYITHHI B ITakeTe susedoc, MOCTaBIseMOM B COCTaBE .

5 UcxonoHbIiN KOO

HcxonHblii Kog HaxoauTcs B OTKpbIToM goctyre. [o crnenyomemy agpecy
JOCTYITHBI CCBUIKY Ha 3arpy3Ky U JOIOJHUTEbHAA uHGopMmauusd http: //
ru.opensuse.oryg/UCcxOOHBIE_KOI.

6 bnaropapHocTu

PazpaboTurku Linux cOTpyIHHYAIOT C OTPOMHBIM YHCJIOM JI0OPOBOJIBLIEB IO BCEMY
MHUPY, YTOOBI CITIOCOOCTBOBATH Pa3BUTHIO Linux. MBI 6J1arojaHsl UM 3a IIPHJIOKEHHBIE
YCHJISI — 3TOT AUCTPUOYTHB He CyliecTBOBaN Obl Oe3 HuX. Kpome Toro, Mel 61aroza-
pum Ppanka 3arma (Frank Zappa) u [TaBap (Pawar). Ocobas 6;1aroqapHoCTb, KOHEY-
HO ke, Boipaxaetcs Jlunycy Topsanbacy (Linus Torvalds).

Cnacubo BceM KTO MPUHAIT YIaCTHE B IOATOTOBKE MEPEBOAA JAHHOI'O pPyKOBOACTBA:

Anexcannp VlBaHos
hrafn@hrafn.me

Aunexcannp Haymos
alexander_naumov@opensuse.org

Amnppeint Kaperiun
egdfree@opensuse.org

AnTOH YepkacoB
linux-oid@opensuse.org
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Bopuc Baccepman
natabor2004 @gmail.com

Bukrop [Jyouniok
victor.dubiniuk@gmail.com

Hunap Banees
kOda@opensuse.org

IMTaBen Acraxos
pastakhov@yandex.ru

Have a lot of fun!

Bamra komanga SUSE
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Bbe3onacHOCTb u
KOH(ponaeHUNanbHOCTb

OpHoit u3 TaBHBIX XapakrepucTuk UNIX/Linux cuctem sBIsieTcsi BO3MOXKHOCTh 00-
CJIy)KUBATh HECKOJIBKO T0JIb30BaTENEll (MHOIOMOJIb30BATENbCKUE CUCTEMBI), & TaK Ke
MIPEIOCTABIISITH UM BO3MOXKHOCTB BHITIOJHATH HECKOJBKO 32249 OTHOBPEMEHHO (MHO-
ro3ajavHocTs). bonee Toro, oneparyoHHas cucteMa npo3paysa Juis cetu. ITomb3oBa-
TEJIM 9acTo JaXe He 3HAIOT, HaXOATCS JIU MCIIOJIb3yeMble UMH IAHHBIE U ITPOTPAMMEI
Ha JIOKJIBHOM KOMITbIOTEPE MUY JJOCTYITHBI YEPe3 CETb.

Tak Kak cucTeMbl MHOTOIIOJIb30BATENLCKHUE, JaHHbIE PA3HBIX MOJIb30BaTENeN T0JIKHBI
XPaHUTBCS pa3/ieNIbHO, & TAK ke JTOJDKHA OBITh oOecreueHa ux 6€30MacHOCTh U TIpH-
BaTHOCTh. Be3oracHocTh JaHHBIX ObliIa BaKHA JIake ellle [0 TOro, Kak MOsBHJIach BO3-
MOXHOCTh OOBEIMHATH KOMIIBIOTEPH Yepe3 ceTh. HaMHoro 6osbinee 6ecrokoicTBO
BBI3bIBAET HECAHKIIMOHUPOBAHHBIN JOCTYI K MH(OPMAIIUK, HEXENU ee TIOTepsl WK Ja-
K€ N0JIOMKa HocuTellsl MH(opMaluy (HarpuMep KeCTKOro AUCKa).

IroT paznen pokycupyercst Ha mpodaeMax KOH(PHUISHITNATLHOCTH 1 Ha criocodax 3a-
IIUTHI JINUHBIX MOJIb30BATEIbCKUX JaHHbIX. KOHIENMs 6e30MacHOCTU BKIIIOYAET B Ce-
051 peryJisipHO OOHOBIISIEMYIO, PabOUYI0 U ITPOBEPSIEMYIO PE3EPBHYIO KOIIUIO, X PaHSIITy-
1ocsi B 6e3onacHoM Mecte. bes aTix mep Bam npusercst noTpaTuTh MHOTO BPEMEHH,
BO3Bpallas MH(POPMaLIo— IIPUTOM HE TOJIbKO B CIydae IMOJIOMKH WiId AedeKTa Ho-
CHTeJIs, HO U B CITy4ae HECAaHKLIMOHUPOBAHHOTO JOCTYTIA.
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1.1 JlokanbHas n ceteBas
6e30nacHOCTb

B03MOKHBI HECKOJIBKO CIIOCOOOB TOCTYIIA K JAHHBIM:

¢ JIMYHOC 06].[[6HI/IC C JIIOAbMH, UMEIOIINM HYKHYIO I/IH(l)OpMaLII/IIO WJIA OOCTYII K JaH-
HBbIM Ha KOMITBIOTEPE

* HampsMyIo, IyTeM (PU3UIECKOTo JOCTYIA K TEPMUHATY
* yYepe3 MOCJeI0BaTeNIbHbIN HHTepderic
* JICHONB3YsI CETEBOE COSTMHEHNE

B KaxI10M U3 9THX CIIOCOOOB IMOJTB30BATENb HOJDKEH IPOUTH IMPOBEPKY HOITUHHOCTH
nepes TeM, Kak MOJy4UT JOCTYII K 3allpalllMBaeMbIM UM pecypcaM Wid AaHHbIM. Ha
BeO-cepBep MOKET HaKJIABIBATHCSI MEHbIIIEe OrPAHINYESHUI, HO B JTIOOOM citydae Bel
BPSIL JIM 3aXOTUTE, YTOOBI OH JIaBajl aHOHUMHOMY MOJIB30BATENO JOCTYH K Bammm
JIMYHBIM JAHHBIM.

B npuBeieHHOM BBIIIIE CITMCKE CaMblii MIEPBbIN CIIOCOO UCIOJIb3YeT HauOoIbIlee KOJIH-
YeCTBO MEXJIMUHOCTHOTO B3aUMOJEHUCTBUSA (HapuMep, Koraa Bel cBs3bIBaeTech C co-
TpyAHUKOM OaHKa, Bam TpeOyeTcs HoATBepauTh, YTO BH sBJIsIeTeCh BIaesbIeM cue-
ta). Bac monpocsar npenocraButh nommnuck, [IMH-kox wim maposib, 4ToObl YA0CTOBE-
puthes, uTo Bl TOT, 32 KOro ceds BhiaeTe. B HEKOTOPBIX CIydasix IMPOCTOrO YIIOMH-
HaHUS y>Ke U3BECTHBIX BaM (hparMeHToB 1 KycOukoB UH(OPMALIUU JOCTATOYHO, YTO-
OBl PACIIOJIOKUTH K cede OCBEIOMIICHHOTO YeJIOBEKa U BBIBEAATH ee IeMKoM. Hudero
He T10JJ03pEeBAIOIIIYI0 )KEPTBY MOXKHO MOJBECTH IIOCTENIEHHOMY PAaCKPBITHIO BCe OOJIb-
mmx 00beMoB MH(popManmu. Cpe XakepoB 3TO HA3BIBAETCS COUUANLHOL UHICEHEPU-
eti. ETMHCTBEHHOU 3alIUTON OT 3TOTO SIBJIIETCA MOArOTOBKA JIIOAEN U OCO3HAHHOE pac-
npegenenue nHpopmauuu. Ilepen B310MOM KOMITBIOTEPHOM CUCTEMBI aTaKyIOLIME Ya-
CTO TIBITAIOTCS MCTIOJIB30BATh CEKpeTapei, 00CIy KMBAIOIIHIA MTepcoHaT KOMITAHUN TN
Jaxe YWIEHOB CeMeil ee COTPYIHMKOB. Bo MHOIuX cily4asx o TakOf OCHOBaHHOM Ha CO-
L1aJIbHOI MHKEHEPUHU aTaKe CTAHOBUTCS U3BECTHO rOpasfio MO3XKe.

YenoBek, KeJIaomuil NOTyYUTh HECAHKIIMOHUPOBAHHBIN IOCTYTI K Bammm JaHHbBIM,
MOJKET TaK>Ke MOMBITATLCSA MCIOIb30BaTh TPAJUIIMOHHBIA CIIOCO0 MPSAMOTo TOCTYyIa
K Bamremy kommbiotepy. 13 3Toro ciemyer, 4to cuctemMa JA0JKHA OBITh 3allUIIEeHa OT
JIIOOBIX MAHWITYJISIAHA, ¥ HAKTO HE MOT yIAJTUTh, U3MEHUTD WJTH MTOBPEIUTh €€ KOMIIO-
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HEHTBL. DTO OTHOCUTCS U K PE3ePBHBIM KOIHMSIM, U JIAXe K CeTeBbIM KabessaM u Kabe-
JIM rUTaHus. Takke HeOOXOIUMO 00E30IIaCUTh ITAIl 3arpy3KH, IIOCKOJIBKY CYIIECTBY-
€T HECKOJIBKO IIMPOKO PacIpOCTPAHEHHBIX KJIABUATYPHBIX KOMOWHAIIMI, CIIOCOOHBIX
BBI3BATh HECTAHIAPHOE TIOBEJEHHE. 3aMTUTE Ce0sT OT STOTO, YCTAHOBUB MApOJI Ha
BIOS u cucremHblii 3arpy3uukK.

YcrpoiicTBa, NOAKIIOYAEMBIE K 10CIEA0BATENBHBIM NOPTAM IIOBCEMECTHO UCIOJIb3Y-
I0TCS 10 CUX 10p. B oTimume oT cereBbIXx MHTEP(MENCOB, OHU HE UCTIONB3YIOT CETEBBIX
MIPOTOKOJIOB /TS B3AMMOJIEHCTBHS C CHCTEMOH K KOTOPOH MoK odYeHsl. s oOMeHa
JaHHBIMH MEX]y YCTPONWCTBAMH HMCIOJIB3YETCs1 OOBIYHBIA Kabesb niu NHPPaKpacHbI
TIOPT, TI0 KOTOPOMY B 00€ CTOPOHBI TTepe/laloTcsi 0ObIYHbIe CUMBOJIEL. Kabennb sBisercs
caMbIM c1a0BIM 3BEHOM TaKOH CUCTEMBI: IIepe/laBaeMble 10 HEMY JaHHBIE MOTYT OBITh
niepexBayveHsbl MyTeM MOJKII0YEHHUs K 3TOMY Kabeso 0ObIYHOTO CTaporo MpUHTepa.
Kpome npuHTepa 114 nepexsara MOKHO UCIIOJIBb30BATh BCE YTO YTOJHO, B 3aBUCHMO-
CTU OT TEXHUUYECKOH OCHAIIEHHOCTU aTaKYIOILETO.

UreHue JOKaIBHOTO (haiiia TpedyeT JONONMHUTENBHBIX IPABUII IOCTYIIA B CPABHEHUN
C OTKPBITUEM CETEBOTO MOAKJIIOUEHUS K JpyroMy Kommblotepy. CyliecTByeT 4eTkoe
pasrpaHuYeHre MeXIy JTOKAIBHON U CETeBOU OE30MIaCHOCTBIO U YepTa MPOXOIUT TaM,
r]e JaHHBIe MHKATICYJIMPYIOTCS B MAKETHI JUTS OTHPABKU KyIa-Tuoo.

1.1.1 JlokanbHasa 6e30nMacHOCTb

JlokanbHast 6e30MacHOCTh HAUMHAETCS ¢ (PUBMUYECKOTO OKPYKEHHSI TOTO MecTa, Te
yCTaHOBJIEH Barir kommblotep. Y cTaHaBIMBaiTe CBOI0 MAIlIMHY B MeCTe, Oe30MacHOCTh
KOTOPOT'O COOTBETCTBYET Barim moTpeOHOCTSIM U OkuAaHusIM. [ TaBHas 3a1a4a Jio-
KaJIbHOM 0e30MacHOCTH — pas3fielieHre MoJIb30BaTeliell TAKUM 00pa3oM, YTOObI HU
OJIMH U3 HUX HE CMOT MCIOJIb30BaTh MPUBWIETUY WX UISHTU(UKAIIMOHHbIE TaHHbIC
napyroro. to HauOoJee ooIee MPaBUIIO, KOTOPOe HEOOXOIUMO COOMI0IATh, U OHO
0COOEHHO KacaeTcs MOoJb30BaTeNsl root, 00IaAa0IIero NpUBUICTUAMU CHCTEMHO-
r0 aJMMHUCTPATOpa. root MOXeT paboTaTh OT UMEHH JII0OOro APYroro JOKaJIbHOTO
T0JIb30BATE/IS1 HE BBOJIS €r0 MapoJis M YMTATH JTI0ObIe JIOKaIbHbIe (Daiiibl.

1.1.1.1 Maponun

Linux-cucrema He XpaHUT NAPOJIM B TEKCTOBOM BHJIE, UCTIONB3Y S I UX BaJIUIAIMN
MPOCTOE CpaBHEHHE BBEIEHHOTO TEKCTA C COXpaHEHHBIM 00pasiioM. Ecim 651 31O OBI-
JIO TaK, TO BCE aKKAYHTBI CUCTEMBI ObLTH OBl ITOJ] yIPO30#i IIPH MOJTyYSHUH KEM-THO0
JIOCTYyIIa K COOTBETCTBYIOLIEMY (paiiny. VIMEHHO MOITOMY BCe COXpaHEHHbIEe apoJn
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3aMQpoBaHsl, Iepe]] CpaBHEHNEM BBEICHHBIN TEKCT Takke MK pyercs, ocie 4ero
CpPaBHHBAIOTCS JBE 3alIM(PPOBAHHBIX CTPOKH. DTOT MeTox OyzeT Oosree 6e30MacHBIM
TOJIBKO B TOM CIydae, ecliv 3aii¢ppOBaHHBIN MapOJib HE MOXKET ObITh BOCCTAHOBJICH B
OPHUI'MHAJILHYIO TEKCTOBYIO CTPOKY.

3TO IOCTUTAETCS MPY IIOMOIIH AJITOPUTMA OCOOOTO POJa, TaK JKe HA3BIBAEMOTO (.120-
PUMMOM C ROMALHBIM X00OM, TIOCKOJIBKY OH paOOTaeT TOJIBKO B OJJHOM HallpaBJICHHH.
3J10yMBILIEHHUK, 3a0/1y4uB Bail naposb B 3am¢poBaHHOM BUjiE, HE CMOKET BOC-
CTaHOBUTb €r0 UCMOJIB3YS1 STOT AITOPUTM MOBTOPHO. BMecTo aTOro emy npuuercs mne-
pebupats Bce BO3MOKHBIE KOMOMHAIIMN CHMBOJIOB JI0 T€X IOP, IIOKA OH HE TOJYUT
KOMOHMHAIIWIO, KOTOpasi Mocje MmugppoBaHIs COBIANET C 3aIli(pOBAHHBIM MAPOJIEM.
[Tpu pymHe maposs B BOCEMb CUMBOJIOB €My IIpUIIeTCs epedpaTh 3HAYNTEIBLHOE KO-
JIMYECTBO TAKMX KOMOWHAIIHH.

B cemuaecsTHIX TOgaX MPOIIOro BeKa YTBEPXKAATIOCh, UTO JaHHBIN MeTo[ Oe30macHee
JPYTHX, TOCKOJIBKY aIrOpUTM paboTa JI0BOJFHO MEJIEHHO U Ha IH(ppOBaHUE OIHO-
To MapoJisi TpeboBaIoCch HECKOIBKO ceKyHA. OMHAKO B HACTOSIIEEe BPEMsT KOMITHIOTe-
PbI CTAJIM OCTATOYHO MOIIHBIMY JUIsI IIM(PPOBAHKUS COTEH THICSY MM JaXe MUJIAO-
HOB TapoJieii B ceKyHay. [loaTomy naxe 3ammgpoBaHHBIE TAPOJIHA HE TOJKHBI OBITh
JOCTYIHBI OOBIYHOMY IT0JIb30BaTENIO (OOBIYHBIE TTOJIB30BATENN HE JOKHBI UMETh J0-
cryma K (paiiny /etc/shadow). Eme 6osee BaKHBIM sIBJISIETCS] HEBOZMOXKHOCTD yra-
JaTh MapoJb B CIyvae, eciu (pailsl maposiel 1ocTyreH no omuoke. CiaeqoBaTesbHo,
«TIepeBoj» Mapois Buja «tantalize» B «t@nt@ 11z3» He MoBbIIaeT YpOBHSA Oe30mac-
HOCTH.

HenocraTouHo 3aMeHTh HECKOJIBKUX OYKB B CJIOBE TIOXOXKUMY Ha HUX I pamu (Ha-
nojoOue 3anmcH «tantalize» kak «t@nt@ 11z3»). [Iporpammbl, UCTIONB3YIONIHE CJIOBA-
P TS B3JIOMA MapOoJiell, TakKe MOTYT ITPOU3BOIUTH TaKMe 3aMeHbl. ['opa3no Jrydmmit
CII0c00 — COCTAaBUTH CJIOBO HE MMEIOIIee CMBIC/Ia HH AJIs1 Koro, Kpome Bac simuHo, Ha-
MpUMep U3 TIePBHIX OYKB MPEIIOKESHUS WM Ha3BaHWs KHUTH. Bo3bMeM K mprmMepy
(pazy o kaure «Mms Poszbr» YMOepTo ko - «The Name of the Rose» by Umberto
Eco. B pe3ynbraTe nomyuutcs cienyomuii 6e3onacHbii mapoiib: « TNotRbUE9». Ha-
MPOTHUB, Maposu Harogooue «beerbuddy» umm «jasmine76» MOTYT OBITh JIETKO MOJO-
OpaHbl KeM-JI00, KTO 3HaeT Bac X0Th HEMHOTO.

1.1.1.2 MNMpouecc 3arpy3ku

HacrpoiiTe cBOIO cucTeMy Tak, 4TOOBI ee Helb3s1 ObLIO 3arpy3UTh C TUCKETHI UK KOM-
MaKT-AUCKA - MO0 (PU3MUYECKU YIAJIMB STH YCTPOUCTRa, inbo paspenmus B BIOS 3a-
TPY3KY TOJBKO C KECTKOTO ITUCKA M YCTaHOBUB Mapoik Ha BIOS. Linux-crcremst
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00BIYHO 3aITyCKAIOTCS MPH TTOMOIIM CUCTEMHOTO 3arpy34rKa, O3BOJISIOIIETO mepe-
JaTh JTOTIOJTHUTENILHBIE TTapaMeTphl 3arpykaeMomy sApy. 3a0JI0KUPYHTE 3Ty BO3MOX-
HOCTb 7151 TOCTOPOHHUX, YCTAHOBUB JIOTIOJTHUTENIbHBIH NapoJib B ¢aiiie /boot /
grub/menu.lst (nasa 6, The Boot Loader GRUB (TConepxkanue)). 910 HEOOXO-
MO JUTs1 0€30MACHOCTH Balllel CUCTEMBI: IOCKOJIBKY IO CTApTYeT C MPUBUJICTHSIMU
root, CYIIEeCTBYeT BOBMOKHOCTD TOTYYUTh MPUBWIIETUM rOOt MIPU CTAPTE CUCTEMBI.

1.1.1.3 lNpaBa poctyna K channam

OCHOBHBIM MPABIJIOM SIBJISIETCSI YCTAHOBKA MAaKCUMAJTBHO CTPOTHX MPUBHIIETHI 10~
CTaTOYHBIX JJIS1 BBITIOJIHEHUS] KOHKPETHOM 3a1aun. Hanpumep, HeT HUKaKol HeoOXo-
JMMOCTH MCIIOJIb30BaTh MOJIb30BaTeNsl YOOt I YTCHUS M OTIIPABKU SJICKTPOHHOM
nouthl. JII000# Gar MOYTOBOYM MPOrpaMMbl MOXKHO KCIIONB30BATh IJISl ATAKH, KOTOpast
OyJeT Npou3BeeHa C MpaBaMy JA0CTyIIa STON MporpaMmsl. M31oxeHHOe BbIlIe paBy-
JIO CBOJIUT K MUHUMYMY MOTEHIIUABHBII YPOH, HAHECEHHBII CUCTEMe MOI00HON aTa-
KOH.

ITpaBa goctyna ko BceM hailyiaM BXOSIIIM B COCTaB AUCTpUOYTHBA OBUTH BBIOpa-
HBI OYCHB TIIATENIBHO. [IpH ycTaHOBKE JOMONMHUTEIBLHOTO MIPOrPAMMHOT0 odecrede-
HUSI WK OpyTruX (HailyioB CUCTEMHBIA aMUHICTPATOP JOJKEH ObITh OYeHb BHIMATE-
JIeH, 0COOCHHO TPH YCTaHOBKE OUTOB focTymna. OMBITHRE CHCTEMHBIE aIMUHUCTPa-
TOPBI YEJISIONIe BHUMaHKe Oe30MacHOCTH CUCTEMBI, BCET/Ia MCIOIB3YIOT OMITHI0 — 1
KOMaH[pl 1 s JJIs IOJTyYeHHs JOTIOJHUTENIbHOUN nH(popMalruu o aiiiax u ooHapyxe-
HUY HEBEPHO 3a[JaHHBIX MpUBIIernid. HernpaBuiibHO yCTaHOBJIEHHBIE OUTHI IOCTYIIA He
MIPOCTO TIO3BOJISIIOT U3MEHSATh WK yIaNsTh (paitsiel. MoanduimpoBanHbie (aitibl MO-
T'yT OBITH BHIIOJHEHBI MTOJIb30BATENIEM YOOt WU, ECJIM 3TO KOH(PUTyparmoHHbIe (ai-
JIBL, TIPOTPaMMa MOKET HCIOIB30BaTh TU (haliibl C IPUBUIETUSMH roOOt, YTO 3Ha-
YHUTENIHHO YBEJIMUYKMBAET YSA3BUMOCTh cUCTeMBbl. [1000HbBIe aTaky HOCAT Ha3BaHUE "Ky-
KYIIKWHO SIAII0", TOCKOJIbKY TIpOrpaMma (sIiiio) BHIMOMHSIETCS (TIOSIBJISIETCS] HA CBET
U3 CKOPJIYIIbl) Y JPYrOro Mojib3oBaTesis (MTULbI), B TOUHOCTH KaK KyKYIIKa JypayuT
OCTaJIbHBIX MTHII, TTOJOPACHIBAsI UM CBOM SIAIIA.

Cucrema BKJIIOYaeT B ceOs (paiiibl permissions, permissions.easy,
permissions.secure M permissions.paranoid, paClioJ0XEeHHbIE B IU-
pekTopuu /et c. DTu ailiibl HyKHBI JJI5 33/1aHUS OCOOBIX MTPUBUIICTUH, TAKUX KaK
paspelieHne BCeM IOJIb30BATENIsIM H3MEHTh TUPEKTOPUH U YCTAaHOBKA OUTa setuser
ID (miporpammel ¢ 6utom setuser ID 3amyckaioTcsi He ¢ NPUBUIIETHSMHE OJIb30BaTe-
JI51, & C IPUBIJICTUSIME BJIA/IENbIIa IJAHHOH IIPOTPAMMBL, B OOJIBIIMHCTE CITyIaeB UM
ABJIAeTCs root). AIMUHUCTPATOP CUCTEMBI MOXKET UCIIOJIB30BaTh dailll /etc/
permissions.local s yCTAaHOBKHM COOCTBEHHBIX HACTPOEK.
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UYrtoObl 3a/1aTh KaKMe U3 BHIIICHEPEYHUCIICHHBIX (haiIOB UCIIOIb3YIOTCS IPOrpaMma-
MU KOH(UTYpaIyy 11 YCTAHOBKY OUTOB JOCTYIIA, BRIOEPHTE MYHKT JIokaavHas Oe3-
onacrHocmu B cekuum bezonachocme u noavizosameau YaST. [Ins nonydeHus gomoii-
HUTEJIbHOW MH(pOpMaIuy 00paTUTECh K KOMMEHTapusaM /etc/permissions wim
CIPaBOYHOMY PYKOBOJCTBY 110 KoMaHJe chmod (man chmod).

1.1.1.4 barn nepenonHeHus 6ycpepa n CTPOKM
doopmaTta

CrnemtyeT ObITh 0COOEHHO OCTOPOKHBIM B CIydae, eciiv IporpaMmme HeoOXoaumMo oopa-
0aThIBaTh JIAHHBIE, IOCTYITHBIC MOJIb30BATEIIO ISl U3MEHEHHUSL. DTO MPABUIIO apeco-
BaHO B MIEPBYIO OUepe/ib pa3pabOTUNKy IPOrPaMMBL, a HE PSAOBBIM ITOJIb30BATEIISIM.
Pa3paboTurk qomkeH ObITh YBEPEH, UTO €ro MPUIOKEeHHe KOPPEKTHO 00OpadaThiBaeT
JaHHbIC W He THITAETCS UX COXPAHUTH B yYaCTKH MaMATH HEJOCTATOYHOTO pa3Mepa.
[ToMuMO 3TOTO, MPUIIOKEHHUE JIOJIKHO MPOBEPSITh IIETIOCTHOCTD IAHHBIX, UCTIOJB3Y ST
onpezeNeHHbIe 1T 9TUX Tiesiel HHTepgEnCH.

Iepenoanenue dOyghepa MOKeET POUZONTH, €CITU pealibHbIA pa3Mep Oydepa naMsaTu He
YUYMTHIBAETCS TIpH 3anuck B Oydep. Bo3amoxkHa cutyanus, KOrjaa 3T JaHHbie (CO31aH-
HBIE TI0JIb30BATENIEM) UCIIONB3YIOT TPeOYIOT OOJIBIIIE MAMSITH, YeM ee JOCTYITHO B 0Y-
(epe. B pesyabrare rmpu HEKOTOPHIX 0OCTOATEIHCTBAX BMECTO OOBIYHON 00pabOTKH
BBEJICHHBIX ITOJIb30BATENIeM JaHHBIX MX YaCTh, 3aIlFICAaHHAS 32 Ipeieltsl Oydepa, Mo-
KeT OBITh BBITOJHEHA. DTO MOXKET OBbITh MCIIOJIb30BAHO TS BBHIMOJHEHHSI KOJIA, 3a/1aH-
HOTO TIOJIb30BAaTeNIeM, a He IPOrpaMMHCTOM. Takoi 6ar MOXeT IMETh OUeHb Cephe3-
HbIE [TOCJIEICTBUS, OCOOSHHO ITPY BBITIOJHEHUH TIPOrPaMM C OCOOBIMH TPaBaMH JJOCTY-
na (cm Pazpen 1.1.1.3, «[IpaBa nocrymna k gaiinam» (ctp. 5)).

Bazu ghopmama cmpoku HEMHOTO OTJIMYAIOTCS, HO CYTh MX MO-NIPEKHEMY B TOM, YTO
BBO/I TI0JIb30BATEJIS CIIOCOOCH BBECTH MPOrpamMMy B 3a0tykIeHrne. B GosbimHCcTBE
CIIyJaeB 3TH OIMIMOKH MOTYT OBITh UCIIOIb30BAHBI IS IIPOTPaMM, 00JIaJal0IIMMHU 0CO-
ObiMu TipuBHIIerusIMu —setuid u setgid — Takum 0Opa3oM, JIJIS 3aIIUThl CUCTEMBI 1
JaHHBIX BBl MOXeTe OTMEHHUTh COOTBETCTBYIOIINE MPUBIJIETHH [UTs Tiporpamm. [ToBTo-
pHUMCsl, IONUTHKA TIPEJOCTABIICHUST HAMMEHBIIINX BO3MOKHBIX TIPUBUJIETHH SIBIISIETCS
Haunyuiei (cM. Pazgen 1.1.1.3, «IIpaBa goctyna k daitnam» (ctp. 5)).

[Mockonbky Oaru nepenonHeHus Oydepa u cTpoku popMaTa OTHOCATCSH K 00paboTKe
TMOJIb30BaTEIbCKMX JAHHBIX, OHM MOTYT OBITh MCIOJIb30BaHbI HE TOJIBKO TOJIb30BaTe-
JieM, UMEIOIIIUM JIOKAJIbHBIN JOCTYI. MHOKECTBO U3BECTHBIX OArOB MOKHO ObLIO BOC-
MPOM3BECTH KaK JIOKAJILHO, TaK U IO CETH (HaNpuMep, UCIOIb3Ys1 OCOOBIM 00pa3oM
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chopMHpOBaHHYIO cChUIKY). COOTBETCTBEHHO, Oaru CTpoku hopMata U MepernoTHeH s
Oydepa crenyeT KiIaccuUIMPOBaTh KaK OTHOCSIINECS U K JIOKAJBHON U K CETeBOU
0e30MacHOCTH.

1.1.1.5 Bupychbl

Bomnpekn pacnpocTpaHeHHOMY MHEHHIO, CYIIECTBYIOT BUPYCHl paOOTaIOIIHe 110
Linux. OgHako, ©3BECTHBIE BUPYCHI ObIIM HAIIMCAHB CBOMMH aBTOPAMH B Ka4eCTBe
00KA3aMenbCmea KoHyenyuu, 9To TEXHUKa padoTaeT 1o Ha3HavyeHuio. [Jo HacTosImero
BpPEMEHH HHU OJJMH U3 3THX BUPYCOB He ObL1 OOHAPYKEH B OUKOLL npupooe.

Bupych He MOTYT CyIIECTBOBAaTh U PACIIPOCTPAHATHCS O€3 CBOETO X035IMHa. X035~
HOM MOJXKET OBITh ITPOrpaMMa HJIH BaKHOE X PaHHJIUIIE CUCTEMBI, TAKOE KaK OCHOB-
Hasl 3arpy304Hasi 3aHCh, IS 3aMFCH B KOTOPYIO KOJ BUPYCa AOJDKEH HMETh COOTBET-
CTBYIOIIME NPUBUJIETUU. baronapsi CBOUM MHOTOIOJIb30BATEILCKUM BO3MOKHOCTSIM,
Linux mo3BosisieT orpaHA4YMTh JAOCTYII HA 3aMTUCh K MpeIeJIeHHbIM (paitiam (3To oco-
OeHHO BaXHO JUTs (paiiyioB cuctembl). Takim oOpa3om, eciii Bbl UMeeTe PUBBIYKY
paboTaTh C IPUBUJIETUSMH rOOt, BB YBEJIMUMBACTE [ITAHCH CUCTEMBI OBITH 3apaskeH-
HOW BUpycoM. M HanpoTHB, ClieIOBaHUE YIIOMSIHYTOMY BbILLE PUHIUITY HAMMEHbIITNX
BO3MOKHBIX IPUBHJIETUH, 3HAYNTEILHO CHIKAET TAKYI0 BOBMOKHOCTB.

Kpome Toro, HUKOrja He TOpOIUTECH 3aIlyCKaTh IPOrpaMMy, CKaYaHHYIO C [IEPBOTrO
ToMaBIIerocsi UHTepHeT-caiita. RPM makeTs! cofepxaTh Kpunrorpapudeckyio noj-
TIVCh, KaK 3HAK TOTO, YTO OHH OBLTA COOPAHHI C JOJUKHBIM BHUMaHHeM. Hamrare Bu-
PYCOB SIBJISIETCS TUIMYHBIM MPU3HAKOM TOTO, YTO aAMUHKUCTPATOP WM MOJIb30BATEND
He 00JIaJal0T TOCTATOYHBIMU 3HAHWSIMU O OG€30MacHOCTH, TIOCKOJIBKY FIM YAAJIOCH MOA-
BEPrHYTh PUCKY CUCTEMY, M3HAYAIBHO CIIPOSKTUPOBAHHYIO C BHICOKMM YPOBHEM 0e3-
OIaCHOCTH.

He cnenyer mytaTe BUpYCHI C UEPBAMU, IPUHAAIEKAIIUMY UCKITIOUUTENBHO K MUDY
ceteil. OT/IMYME COCTOUT B TOM, UTO YEPBIO HE HYKEH XO3SIMH JJIs1 PaclipOCTpaHEHHUS.

1.1.2 CeTeBast 6e30nacHOCTb

CeTteBas 6€30MaCHOCTb BaXKHA /IS 3ALMTHI OT aTaK, HCTOYHUK KOTOPBIX HAXOTUTCS 3a
npejenamu ceTr. TUIMYHASA [TPOLIeAypa BX04a B CUCTEMY, TPeOYIOIas i aBTOpH3a-
LM MMEHH TI0JIb30BaTelIsl U MapoJis, BCe TaK XKe ABJIsIeTCs] 00bEKTOM JIOKAIBHOM Oe3-

OIACHOCTH. B yacTHOM cilydae yJaJeHHOro BXOJa B CHCTEMY CJIEyeT OTMeYaTh JBa
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acriekta 6e3omacHocTy. Bee, 4To MpOUCXOAUT 1O BXOJa B CUCTEMY, OTHOCUTCS K CeTe-
BOU 0€30TaCHOCTH, a BCE, YTO MPOUCXOINT MOCIIe — K JIOKATbHOM.

1.1.2.1 Cucrema X Window 1 aBropu3sauus B X

Kak yrmomuHasoch B caMOM Havalie, ceTeBast IpO3pavyHOCTh - OJJHA U3 [IEHTPATbHBIX
xapakTepucTuk cucreM cemeiictBa UNIX. X, okonHas cuctema UNIX cucrem, nosib-
3yeTcsI TOH COOEHHOCTBIO /IS IOCTHKEHHUsI JOBOJIbHO BHYIIUTELHOTO 3hdekTa. C
MOMOIIIBI0 X aOCOIIOTHO HECTIOKHO MOAKIIIOYUTHCS K YIAICHHOMY KOMIIBIOTEPY U 3a-
MyCTUTh TTPOrpaMmy ¢ rpadudeckuM MHTepdericoM, KoTopast 3aTeM OyIeT OTHpaBJie-
Ha IO ceTH 1 oToOpakeHa Ha Baiiem koMnbloTepe.

Korna kimmenty X tpeGyeTcst 0ToOpa3uTh yIATEHHO UCTIONB3YsI X cepBep, MOCIIeTHIN
JOJIKEH 3alUIIaTh CBOU PECypChl (3KpaH) OT HECAaHKIIMOHMPOBAHHOTO AocTyna. Tou-
Hee, KIIMEeHTCKas IiporpaMMa JOJDKHA 00JIaaTh CTPOTo 3aJaHHBIMU TIPaBaMU JOCTYTIA.
C nmomorpio cucteMbl X Window 3T0 MOKeT ObITh peaM30BaHO JIByMsI CIOCOOAMMU:
JIOCTYII, OCHOBAaHHBIM HA XOCTE WM JIOCTYI, OCHOBaHHbIN Ha cookie. [TepBblii mosara-
ercs Ha [P agpec xocra, rie 3amyieHa KJIMeHTcKas mporpamMma. s yrpaBieHus um
ucrosb3yercs mporpamma xhost. xhost coxpansier IP anpeca nMeommx 10CTym K-
€HTOB, B 0a3y maHHbIX X cepBepa. OnHako nmonaratbes Ha [P agpeca ans aBropusa-
VY He CIIMIIKOM Oe3omacHo. K mpumepy, eciti Ha KJIIMEHTCKOM KOMITHIOTEpE padoTaeT
ellle OJIMH TMOJIb30BATENb, TO OH TAKXKe MOJYYHT JIOCTYH K X cepBepy — TOYHO TaKke,
Kak Jo0oH, KTo mprcBouT cede IP aToro kommbiotepa. BenencTere W3noKeHHBIX BHI-
IIIe HEJIOCTATKOB TOT METO/ He Oy/IeT AeTaabHO OMKMCAaH B JAHHOM PYKOBOICTBE, OI-
Hako BbI MOXeTe BOCIIONB30BaThCs man xhost Uit HOTydeHus 0ojee MogpoOHON
vHpopmanuu.

B ciyuae ynpasieHus JOCTYIIOM IIpY IOMOLIU cookie, TeHepupyeTcs: CTPOKa CUM-
BOJIOB, U3BECTHAs TOJIBKO X CEpPBEPYy M aBTOPU30BAHHOMY IT0JIb30BaTENI0, TOZOOHO
mo60i uaeHTuUKaMOHHON KapTe. JTa cookie coxpaHseTcs rnocie JoruHa B (aii-
Je .Xauthority B ZOMalIHeM KaTajuore Moib30BaTeNsa U JOCTYIHA JIoooMy X
KJIMEHTY, JeJIalolleMy BOCIIOJb30BaThesl X CepBEpOM ULl OTOOpakeHus okHa. Paiin
.Xauthority MoxeT ObITb HCCIIEIOBAH MOJIb30BATENIEM IIPH TIOMOIIH YTHIUTHI
xauth. Ecnu Bel nepeumenyete . Xauthority, wm yaanure 3ToT (haiin u3 Bameit
JOMaITHEl AUPEKTOPHH, TO OOJIbIIIE HE CMOXETEe OTKPHITh HOBBIX OKOH MM X KJIMEH-
TOB.

SSH (6e3onacHas 06010uKa) MOKET OBITh HCHOJIB30BaHA TSI TTOJTHOTO MIH(pOBAHUS
CETEeBOro COeUHEHUs ¥ IPO3pavHoil nepeaapecanuu ero X cepepy, 6e3 BMelaTesb-
CTBa MOJIb30BATeNs B MeXaHu3M I poBanust. Takxke 1o HasbBaeTcsa X forwarding.
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X forwarding mocturaercss MuTanen X ceppepa Ha CepBepHOI CTOpPOHE U yCTa-
HOBKoi1 iepeMerHoit DISPLAY mist o6osouky Ha yianieHHOM KoMnbiotepe. Bob-
e nHpopmarm o SSH MoxHo HalTh B riiaBe I'nasa 12, SSH: bezonacrnas paboma 6
cemu (ctp. 161).

NPEAYNPEXAEHUE

Ecnu Bbl He cumTaeTe 6e30nacHbIM yaaneHHbIin KOMMboTeP, K KOTOPOMY MoA-
KnmoyaeTech, He ucnonbayite X forwarding. Byoyyn BKIHOYEHHbIM, OH NO3BO-
naeT aBTopu3osaTtbcs Ucnonb3ys Bawe SSH coeanHeHns ans NpoHWKHOBe-
HUA Ha Baw X cepeep v MPoM3BECTN PasnnyHble MaHUMYNALMKU (YTEHVE Nnn
CHUpdoWHS, Hanpumep Toro, YTo Bbl NeyataeTe Ha knasunatype).

1.1.2.2 barn nepenonHeHus 6ycpepa v CTPOKHM
cdopmara

Kax obcyxnanoce B Paznen 1.1.1.4, «baru nepenonnenus 6ydepa 1 CTpokn
(opmara» (ctp. 6), 6aru nepenoHeHus Oydepa u cTpoku popMaTa JOTKHBI
KJIACCU(HIIPOBATHCS, KAK MMEIOIINE OTHOIIEHNE 1 K JIOKAIbHOM, ¥ K CETeBOH 0e3-
onacHocTy. [TogoGHO JOKaTFHOMY BapUaHTy, eperoiHeHre 0ydepa B CETEBBIX MPO-
rpamMMax MperuMyIIeCTBEHHO MOKET OBbITh UCIIOIB30BAHO 3I0OYMBIIIEHHUKOM JJIS T10-
JIydeHus IpuBWIeruil root. Jlaxe eciu 3Ta MOMBITKA He OyeT yCHelHa, aTaKyIonmi
MOJXET MCIIOJIb30BaTh Oar Jyis MOJyYeHHs OCTYyIa K HeMPUBUJIETHPOBAHHOMY JIOKAJIb-
HOMY aKKayHTY U JaJIbHEHIIero MoucKa APYrux ys3BUMOCTEN, KOTOPBIE BO3MOKHO
HPUCYTCTBYIOT B CUCTEME.

Hcnonb3oBanue 6aros nepenosHenus Oydepa v cTpoku ¢opMara o cetd — Hanbo-
JIee 4acTO BCTPevalollasAcs pa3sHOBUIHOCTD YAAJIEHHbIX aTakK. DKCIUIOUTH — IpOrpam-
MBI, HCTIOJIb3YIOIINE BHOBb Hali/IeHHbIE YSI3BUMOCTH — YacTo MyOJIMKYIOTCS B TOYTO-
BBIX PACCBUIKAX MOCBAIIEHHBIX O6e30MmacHOCTH. OHM MOTYT OBITH MICIIOB30BAHBI IS
TIONBITKY IPOHUKHOBEHHUS B CHCTeMY Oe3 3HAHWSI OAPOOHOCTEN KOHKPETHOM YSI3BU-
MocTH. ONbIT MHOTHUX JIET JOKa3aJl, YTO JOCTYITHOCTb KOZIa 9KCIJIOUTOB IIOMOIJIa OIle-
PaIMOHHBIM CHCTEMaM CTaTh OoJiee 6e30MacHBIMH, OUYEBUTHO OJIaroJapst TOMy, 4To
MMEHHO OHU MPHUHYKAAI0T CO3aTesIell OMepaliOHHBIX CHCTEM HCIIPABIIATh IPOOIEMBI
B CBOMX ITporpammax. B cBo60JHOM NporpaMMHOM OOecieYeHNH KaX/Iblid, KTO IMeeT
JOCTYII K UCXOJHBIM KOJiaM ( IIOCTaBJISAETCA CO BCEMU JOCTYITHBIMU UCXOJHBIMU KOJa-
MH) ¥ KQX[blil, KTO HAUJET YSA3BUMOCTb U KOJ, €€ IKCILTyaTUPYIOIUii, MOTYT IPeJI0-
KUTD TIATYM IJIs1 NCTIPABJICHHUS COOTBETCTBYIONIETO Oara.
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1.1.2.3 OTKa3 B 06cnyxuvsaHum

Llemnbio aTaky THa oTka3 B obcmyxuBanun (DoS) sBiseTcs 6J0KUpoBaHe porpam-
MbI-CEepBepa WM BCEi CUCTEMBI, YTO MOXET ObITh JOCTUTHYTO Pa3HBIMH ITYTSIMU: T10-
BBIIIIEHHOW Harpy3Koil Ha cepBep, yepKaHWeM eTo B COCTOSIHUM 3aHATOCTH ITyTeM OT-
MpPaBKM MAKETOB C MyCOPOM WJIM UCIIOJIb30BaHUEM IeperionHenus ero oycdepa. Ya-
I1le BCETro eIMHCTBEHHOM Liesbio DoS ataky sBiseTcs npekpaiieHne 00cTy KUBaHUS
cepsepoM. Tem He MeHee, MOCKOJIbKY CepBep CTAHOBUTCS HEAOCTYITHBIM, MOSIBIIAETCS
BO3MOXKHOCTb TAK:KE UCIIOJIb30BATh APYTHe BUIbI aTaK: «uen06ex nocepeoure» (Ipo-
cinymmBanue, nepexsaT TCP coepunenus, cnyusr) u nogmena DNS.

1.1.2.4 «<HenoBek nocepeaunHe»

JoOas ceTeBast aTaka, Ipy KOTOPOW aTaKyIOIIUI HAXOJUTCS MEK]y B3aMMOJEUCTBYIO-
IVIMH YCTPONCTBAMM, HA3bIBAETCS aTaKOW THIIA «4e108eK nocepedure» (a man-in-the-
middle). O6mum Mexy HUMU SIBJISIETCS TO, YTO JKepTBa aTaKH OOBIYHO HUYETO HE TO0-
no3peBaet. CyIecTByeT MHOTO BApPHAHTOB — HAIIPUMep, aTAKYIOIIM MOXET MPUHSTh
3aIpoc Ha COeJMHEHME U 3aTeM MepeHanpaBUTh ero agpecary. B pesysibrare kepTBa
HerpeTHAMEPEHHO YCTaHABJIMBACT COSIMHEHUE HE C TEM KOMITBIOTEPOM, TTOCKOJIBKY
Jpyrasi CTOpOHa BefIeT ceOsl Kak KOMIThIOTEp, C KOTOPHIM M3HAYATLHO MPEIoIaraioch
CO€EIMHEHNE.

IIpocreiiias popMa ataku «4yeJOBEK MocepearHe» Ha3bIBaeTcs cHughghep (aTakyio-
IIUH «TIPOCTO» MPOCIYIIMBAET MPOXOASIMIA ceTeBol Tpadduk). B kauecTse Gosiee
CJIO’KHOTO BHJIA, aTaKW «4eJIOBEK MOCepeInHEe» MOXKET MOMPOOOBaTh MIePeXBaTUTh yKe
YCTaHOBJIEHHOE cOoeIMHEeHne (3To HasbiBaeTcs hijacking). [ls 9Toro arakymoiiemy
HEoOXOMMO HEKOTOPOEe BpeMsI aHAJIM3UPOBATH MAKETH HEKOTOPOE BPEMsI, YTOOHI eMy
yJanoch MpeackKasarth nocienoparenbHocTh ynces TCP npuHagiexammx coeanxe-
Huo. Korga arakyiomuii okoHYaTenbHO OepeT Ha ceOst polib LeJIeBOM MaIIUHbL, KepT-
BBl Y3HAIOT 3TO, MIOCKOJIBKY OHH TMOJYYaloT COOOIIEHHe TOBOpsIIiee O MpeKpalieHn!
COEIMHEHUs U3-32 OMMOKH. PaKT CyIeCTBOBAHUS He 3alIUIIIEHHBIX OT MepexBara Imy-
TeM IIH(POBAHUS TPOTOKOJIOB (IIPOU3BOSIINX TOJIBKO OOBIUHYIO ITPOLIEAYPY ABTOPH-
3aIMY TP YCTAaHOBJICHUY COEMHEHNsT) TOJBKO YIIPOINAET 3a1avy 3JI0yMBIIUICHHHKA.

Cnygpunz (spoofing) 3To aTaka Mpy KOTOPOW B MAKETaxX MOAMEHSIOTCS TIePBOHAYAITb-
Hble JaHHble, 00bIuHO IP agpec. Hanbosee akTrBHBIE (hOPMBI aTaKH MOJIAranTcs Ha
PacchUIKy TaKUX MOAJEIbHBIX TAKeTOB (Ha Linux-maivHe, 3T0 MOXET OBITh CIEJIaHO
TOJIBKO CyNeprnoJib3oBaresieM (root)).
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MHorue U3 ynoMsHyThIX aTak UCIOb3YI0TCA B coyetanuu ¢ DoS. Ecnu arakylomuii
BUIWUT BO3MOKHOCTh BHE3AITHO TTOJIOKUTB ONPEAENIeHHBIN XOCT, Jake Ha KOPOTKHI
MIPOMEXYTOK BPEMEHH, 3TO MOKET IIOMOYb €My B ITPOBEJCHNM aKTUBHOM aTaky, T.K.
3TOT XOCT He OyzieT BMeIMBaThcs B TpaMK HEKOTOPOE BpeMsl.

1.1.2.5 NMNoameHa DNS

IMogmena DNS (Takske Ha3blBaeMast aTakoi KaMUHCKOro) npousBoaUTCS IyTeM IO-
BpEXJEHMS 1IeTIOCTHOCTH JaHHBIX B Keme DNS cepsepa. OtBevast Ha 3anpocsi DNS
cepBepa NOAMEHEHHBIMU ITAKETAMU, MOXKHO 3aCTABUTD €r0 M0CTaTh ONpPE/IC/ICHHbIE
JaHHBIE KepTBe, KOTOopas 3allpallliBaeT HH(GOpMaLMIO ¢ 3TOro cepBepa. MHorue 13
CEepBEPOB JIOBEPSIIOT APYTHM XOCTaM, OCHOBBIBasICh Ha UMeHax uu IP agpecax. Ata-
KyIOIeMy HeoOXOIUMBI 3HAHUSL O CTPYKTYpe JOBEPUTEIIBHBIX OTHOIICHUH MEXIy XO-
CTaMHu, JUTSI TOTO, YTOOBI 3aMaCKHUPOBATHCS MO aBTOPUTETHBIN X0ocT. OOBIYHO IS 110-
JIy4eHus 3Toil MH(pOpMaLMU aHAIM3UPYIOTCS HEKOTOPBIE MTaKeThl, IIOJyYEHHBIE OT Cep-
Bepa. [ToMrMo 3TOTrO, aTaKyloIIeMy 4acTO HEOOXOANMa XOPOIIO CTUIAaHUPOBaHHAS T10
BpemeHu DoS araka Ha cepBep umMeH. 11 3auThl UCTOIB3YiTe 3aM(POBAHHBIE CO-
€/IMHEHMUsI C ITPOBEPKOM MOUIMHHOCTU XOCTa, K KOTOPOMY IPOUCXOJUT MOAKIIOUYEHHE.

1.1.2.6 Yepsu

HecmoTpst Ha oueBUIIHYIO pa3HUILy, YepBel yacTo MyTaloT ¢ BUpycaMu. B otimuue ot
BUpYCa, YepBIO JJIs1 paCIPOCTPaHEHNUs He TPeOyeTCsl 3apakeHre HaX O sIIeiicsT Ha XO-
cre porpammsl. OHU CIIENMATM3UPYIOTCS. HA MAKCUMAJILHO OBICTPOM pacIipocTpaHe-
HHUU B CETEBBIX CTPYKTypax. YepBu npouuioro, Takue Kak Ramen, Lion u Adore uc-
T0JIb30BAJIA U3BECTHBIE JABIPBI OE30MACHOCTH CEPBEPHBIX MPOrpaMM, TaKHMX Kak bind8
1 IprNG. 3ammTuThCS OT YepBell OTHOCUTENBHO JIeTKO. [1pH ycioBru 9T0 MEXK Iy 00-
HapyKeHHeM IpoOieMbl B 6e3011aCHOCTH U MOMEHTOM, KOT/1a YepBb JOCTUrHeT Ba-
IIIETO cepBepa, IOJKHO MPOUTH HEKOTOPOE BPeMsl, IAHCH TIOTyYUTh OOHOBJICHHYIO
BEPCHIO TPOrpaMMBI JO 3TOrO MOMEHTA BeCbMa BBICOKH. [103TOMY BaskHO peryJsisipHO
YCTaHABIMBATH OOHOBJICHHS OE30IIaCHOCTH.

1.2 O6Lwwme coBeTbl U XUTPOCTU
6e3onacHoCcTH

Jnst cobmoaeHus 6e30MacHOCTH BaHO NPUIEPKUBAThCS ONPEJEIeHHBIX MPaBUIL.
CrefyoImuii ClIMCOK MTPaBHUII MOKET OBITH B3SIT 32 OCHOBY:

BesonacHocTb 1 KOHGUAEHUMANBHOCTb
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o TlpuHuMaiiTe 1 YCTaHABJIMBANWTE MAKEThI, COACPKAIKe OOHOBJIEHHs Oe30MaCHOCTH

MaKCHUMaJIbHO 6])ICTp0 .

o Crnemure 3a MocjieTHAMH TpodsieMaMu 6€30MacHOCTH:

* opensuse-security-announce@opensuse.org 3TO HOYTOBAs
paccbutka SUSE nocBsiieHHast HOBOCTSIM 0e30MacHOCTH. DTOT UCTOYHUK
npesiaraeT U3 MepBbIX pyK UHMOpMAIHIO 00 OOHOBJIEHUSX MTAKETOB U HO-
BBIX yYaCTHHKAX KOMaHJIbl OE€30MACHOCTH U3 YKMCJIa aKTHBHBIX KOHTPHOBIO-
TopoB. Ha 3Ty pacceuiky Bbl MoxeTe noamnucaTbest Ha crpanuie http://
en.opensuse.org/Communicate/Mailinglists.

* bBromnerens 6e3onacHocti SUSE nmocTyneH B BHe HOBOCTHOM JieH-
TBL 10 agpecy http://www.novell.com/linux/security/
suse_security.xml.

* bugtrag@securityfocus.com 0Ha U3 CAMBIX U3BECTHBIX PACCHLIOK
MOCBSIIEHHBIX 6€30MacHOCTH. PeKoMeH TyeTcsl CIeUTh 32 9TON PacChUIKOM,
B KOTOpYIO rpuxoaut oT 15 no 20 coobiennii B aeHb. [TogpoOHee o Heit
MOJKHO y3HaTh 31ech http://www.securityfocus.com.

OO6cyxnaiite oObIe MHTEpecyolre Bac mpobiembl 6e30nacHOCTH B Halllel pac-
CBUIKE Opensuse—-security@opensuse.org.

CoriacHO MpaBwIy UCIOJIb30BaHKUSI HAMMEHBIUX HEOOXOIUMBIX ISl paOOTHI IpaB
JOCTyIa, u30eraiTe BHIMOJHEHHS CBOMX €XETHEBHBIX 3a1a4 OT MOJIb30BaTe s
root. DTO yMeHbIIAET PUCK TONYyYEHH «KYKYIIKUHOTO Silia» WM BUPYCa U 3a-
maer Bac ot Bammx coOCTBEHHBIX OIIMOOK.

Io BO3MOKHOCTH BCera UCHONB3yiTe 3am(poBaHHOE COSMHEHUE IJIsT pabOThI
Ha yzaanenHoil mamae. Micionb3oBanue ssh (secure shell) B kauecTBe 3ameHbI
telnet, ftp, rsh,u rlogin AOKHO CTaTh MOBCEIHEBHOM npaKTHKOfI.

Mz6eraiite METOO0B aYTeHTI/Idt')I/IKaLII/II/I OCHOBAHHBIX MCKJIIOYUTEILHO Ha I[P aapecax.

[TeITaiiTech copepkaTh B AKTyaIbHOM COCTOSIHUM CAMBble BaKHBIC ITAKETHI CUCTE-

MBI, OTHOCSIIIIUECS K CETU U MOJITUIINTECh Ha COOTBETCTBYIOIINE PACCHUIKU Oe3-
OIACHOCTH, YTOOBI IOJTy4YaTh YBEIOMJICHHsI O HOBHIX BepcUsX 3THX nporpamm (bind,
postfix, ssh, etc.) DTo ke KacaeTcs MporpaMm, OTHOCSIIIMXCS K JIOKaJIbHOM Oe30rmac-
HOCTH.
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opensuse-security-announce@opensuse.org
http://en.opensuse.org/Communicate/Mailinglists
http://en.opensuse.org/Communicate/Mailinglists
http://www.novell.com/linux/security/suse_security.xml
http://www.novell.com/linux/security/suse_security.xml
bugtraq@securityfocus.com
http://www.securityfocus.com
opensuse-security@opensuse.org

N3menure ¢aitn /etc/permissions pjis oNTUMHU3AIMU MTPaB JOCTYIA K Cy-
IIeCTBEHHBIM 151 Oe3omacHocTH Bameli cucremsl daitnam. Ecu Bot ynanure y
HporpamMmsl OUT setuid BIIOJIHE MOXET OKa3aThCsl, YTO OHA HE CMOXeET padoTaTh
TaK, Kak 3agymaHo. C Apyroi CTOpOHBI B OOJBIIMHCTBE CIIyJdaeB Takasl Mporpamma
JI0JKHA CUMTAThCS TIOTEHIMAIbHOM MPOo0JIeMoii it 6e301acCHOCTU. DTO MPAaBUIIO
TaKXe MPUMEHUMO K JOCTYITHBIM JIs1 BCEX Ha 3aIUCh TUPEKTOPUAM U (ailam.

3anpeTnTe aOCOMOTHO BCE CETEBBIE CEPBICH, KOTOPHIE HE SBISIOTCS HEOOXOAUMBI-
MU 1151 paboThl Baiiiero cepsepa. 910 caenaer Bariry cucteMy MeHee ysI3BUMOM.
OTKpBITHE TTOPTH ¢ cokeTamu B cTatyce LISTEN, MoXHO 0OHAPYKHUTH TIpOrpaM-
Moil net stat. Yro Kacaercsl onuui, peKOMEHAyeTCsl UCHOJIb30BaTh net stat —
ap WM netstat —anp. Onuus —p No3BOJsET y3HATh, KAKOM MPOLECC 3aHUMAET
MOPT MO/ KAKUM UMEHEM.

CpaBHuBaiiTe pe3yabTaThl net stat ¢ pesyabTaTamu paOOThI BHEIIIHETO CKaHepa
noproB. [IJis 3TOro NpekpacHo NoAoier nmap, KOTopas He TOJIbKO IPOBEPUT MOP-
Thl Baitiero Kommsiotepa, a Takxke cleaeT HEeKOTOpbIe 3aKJII0UEHH O ClTyk0ax, Ko-
TOpBIE X UCHOJB3YIOT. OTHaKO CKAHMPOBAHKE MTOPTOB MOXET OBITh MHTEPITPETHUPO-
BAHO KaK aKT arpeccyy, II03TOMY He IPOU3BOJUTE ero 6e3 BeioMa aAMUHUCTpaTopa
cucreMbl. M HaKOHell MOMHUTE, YTO BaKHO CKAHUPOBATh He Tosbko TCP noptel, HO
u UDP noprsl (onuuu —s S u —sU).

JLJis HaIe’KHOTO KOHTPOJISI LIEIOCTHOCTH (paiisioB Barteli cuctemMbl UCTIONb3YiiTe
nporpammy ATIDE (Advanced Intrusion Detection Environment), noctymnayio B . Bo
u30exaHue nojuenky 3amudpyiirte coznannyio AIDE 6a3y nanHbix. Bonee Toro,
XpaHUTE Pe3epBHYI0 KOMHMIO STOH 0a3bl JAHHHIX OAANBINE OT CBOET0 KOMITBIOTEPA,
Ha BHEIIHEM HEeJJOCTYITHOM IO CETH HOCHUTEIE.

ByabTe BHUMATEIbHBI IIPY YCTAHOBKE CTOPOHHETO MPOrpaMMHOI0 00eceyeHusl,
3BecTHEH city4ail, KOra Xakep BCTPOMIT TPOSIHCKOTO KOHSI B apXMB MaKeTa C Mpo-
IpaMMOM, K CUACTBIO 3TO OBICTPO OOHAPYKUIH. Y CTaHABIMBANTe OMHAPHBIC MTAKEThI
TOJIBKO B Cllydae eciii y Bac HeT COMHeHH B caiite ¢ KOTOporo Bel ux ckavam.

RPM naxketst SUSE nogmucanst gpg. Kimod, ucons3oBanusii SUSE miis mommuicu:
ID:9C800ACA 2000-10-19 SUSE Package Signing Key <build@suse.de>

Key fingerprint = 79C1 79B2 E1C8 20C1 890F 9994 A84E DAE8 9C80 OACA

Komanpa rpm ——checksig package. rpm noka3sBaeT BEpHA JI1 KOHTPOJIb-
Hasi CyMMa ¥ TIOJITIKCh MaKeTa, KOTOpbIid Bel coOnpaeTech yCTaHOBUTH. Bbl MoXkeTe

BesonacHocTb 1 KOHGUAEHUMANBHOCTb
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HaiTy Kmou Ha nepeoM CD auctpuOyTrBa U Ha GOJIBIIMHCTBE CEPBEPOB KJII0YEH 10
BCEMY MUpY.

* PerynsipHo mpoBepsiiiTe GeKaribl MOJb30BaTEIbCKUX M CHCTEMHBIX (bailyioB. YuTHTE,
4To ecyi Bl He mpoBepuTe paboTOCIIOCOOHOCTh IPOU3BEICHHOTO OeKaria, OH MO-
JKET OKa3aThCsl OECIIOJIE3HBIM B KPUTHUECKOM CUTYAIIUH.

i HpOBepHﬁTe Jioru. HpI/I BO3MOXKHOCTH HAIMIIUTE HEOOJIBIION CKPHUIIT AJIs1 TIOUCKa
IO JO3PUTEJIbHBIX 3arncei. Bo3MoXHO 3TO He Takas YK IIpOCTasd 3agava. B xon1e
KOHIIOB, TOJIbBKO Bam N3BECTHO, KAKUE 3aITMCH MMOJO3PUTEJIbHDBI, 4 KAKUE - HET.

* Hcnonp3yiiTe t cp_wrapper A OTpaHUYCHHUsS AOCTYIIA K ONpeIeIeHHbIM CITy K-
6am Bamei mamvHbl 1 ynipaBieHus [P agpecamu, KOTOpbIM pa3perieHo MoIKIIo-
YeHHe K KOHKpeTHbIM ciysk0am. [IJ1s1 moapo6Hoi nHpOopMaIum 0 t cp_wrapper
00paTUTECh K CIIPAaBOYHOMY PyKOBOJICTBY To tcpd m hosts_access (man 8 tcpd,
man hosts_access).

» Ucnoms3zyiite SuSEfirewall ans ycunenus 6e3onacHocTr odecrieunBaeMon t cpd
(tcp_wrapper).

» Co3naBaiiTe CBOM Mepbl E30MACHOCTHU TaK, YTOOB OHU ObUTH U3OBITOUHBIMU: COO0-
IIEHKE, BHIBOIMMOE IBAKIBI, JIyUIIE, YeM OTCYTCTBUE COOOIIEHHUS BOOOIIIE.

* Ecnu Bel uicionp3yete ruOepHAIMIO C COXpaHEHHEM Ha JIUCK, PACCMOTPHTE BO3-
MOKHOCTb I(ppoBaHus haiiia ruOepHaIMK ¢ TIOMOIIBIO CKpunTa configure—
suspend-encryption.sh. DTa nporpaMmma co3iaer K04, KONUPYET ero B
/etc/suspend.key uusMensier /etc/suspend. conf s mudpoBaHus
(haiina rubGepHaIun.

1.3 Ucnonb3oBaHue LleHTpanbHOro
agpeca onst coobL,.eHnn o
6e3onacHocTn

Eciu Bot o6HapyxuTe mpodeMy CBsI3aHHYI0 ¢ 6€30MacHOCThI0 (MOXKaNyHCTa, CHavaa
[IPOBEPbTE HATMYKE OOHOBJIEHUH [JTs1 COOTBETCTBYIOILETO MAKETa), HAITUIIMTE UMERT
security@suse.de. [loxanyiicra, BKIIOUYMTE TOAPOOHOE OMUCAHUE MTPOOJIEMBbI

Y HOMEp BepcHu cooTBeTCTRYlomIero nmakera. SUSE npuinier Bam oTBeT HacTOMBKO
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security@suse.de

OBICTPO, HACKOJIbKO TO BO3MOXHO. MBI peKOMeH1yeM ¢ poBaTh COOOIIEHHUS TTPU
nomotu pgp. Pgp kmou SUSE:

ID:3D25D3D9 1999-03-06 SUSE Security Team <security@suse.de>
Key fingerprint = 73 5F 2E 99 DF DB 94 C4 8F 5A A3 AE AF 22 F2 D5

DTOT KJ0Y TaKKe TOCTYIEH IS 3arpy3KHu 1o ajapecy http://www.suse.com/
support/security/contact.html.

BesonacHocTb 1 KOHOUAEHUNANBHOCTb 15


http://www.suse.com/support/security/contact.html
http://www.suse.com/support/security/contact.html




YacTtb |. AyTeHTUdpunKaums






ABTOpM3auus C NOMOLLbIO
PAM

ITpu aBTopuzanuu Linux ucnonssyer PAM (pluggable authentication modules - moj-
KJI0YaeMble MO/ aBTOPHU3alMH) B Ka4eCTBE MPOCIONKN ME:K/Ly M0Ib30BaTeNIeM

1 npwioxenneM. Moaym PAM pocTynHs! 17151 Bcel CUCTEMBI, [TOTOMY OHH MOTYT
OBITD 3aIPOIIEHBI IOOBIM NPUJIOKEHHUEM. DTa IJIaBa ONUCHIBAET MEXaHU3M PabOThI U
HACTPOIKY MOJYJIEH aBTOPU3ALIMH.

2.1 Yto takoe PAM?

CurCcTeMHBIM aJIMUHUCTPATOPaM U ITPOrpaMMHUCTaM 4acTo TpeOyeTcsl OrpaHuIUTh J0-
CTYIT K HEKOTOPHIM YaCTsIM CUCTEMBbI HJIH (DYHKIHSAM KOHKPETHOrO mpuioxeHus. Ec-
s Ob1 He ObuT0 PAM, npuiioxkeHus1 HeOOXOIUMO ObLIIO OBl aJalITUPOBATh K KaXKIOMY
HOBOMY MexaHu3my aBTopuzaimu: LDAP, Samba, Kerberos. Takas aganraims takxe
TpeboBasiach ObI TIPH MOSBJIEHUH JIIOOOTO JAPYroro MeXaHu3Ma aBTOpU3alUK. JTa MPo-
Heaypa TpeOyeT 3HaUNTeIbHBIX BPEMEHHbBIX PECYpCOB U MOjIBepxkeHa onmokaM. EauH-
CTBEHHBIH MyTh JJIs1 YCTPAHEHUS STUX HEJOCTATKOB - BBIJICIUTh aBTOPU3AIMOHHBIN
MEXaHU3M U3 IPUIOKEHHSI U eJIeTUPOBATh ABTOPU3ALINIO IIEHTPATN30BAHHO YIIPaB-
JsseMbIM MojtyJ1siM. Tlocie 3Toro, mpu HeOOXOJUMOCTH MCIOIB30BaTh HOBYIO CXEMY
ayTeHTU(UKAINY, ee JOCTATOYHO aIaNTHPOBATh WM HAIIMCATH MOAXOISAIIUN MOOY1b
PAM 1114 3TOM CXEMBL.

Konnemusa PAM Brinouaer B ce0s:

* Mooyau PAM, KOoTOpbIe MPEACTABISIIOT cOO0N HAbOp pa3neliaeMbIX OUOIMOTEK TSI
HCIIOJIB30BAHUS OITpe/ie/IeHHBIMU MEXaHU3MAMU aBTOPHU3ALIHH.

AsTopmnaaums ¢ nomolpro PAM
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* Cmek mody.1eii ¢ omHUM U 6oniee Moayisimu PAM.

* Cayacoy PAM, xotopoi TpedyeTcst aBTOpU3aLs C UCTIONb30BAaHNEM MOYJIeH
PAM wunu creka Mmomyseid. Kak mpaBuiio, B KaueCcTBe UMEHH CITy:KObl UCITONb3YeTCs
MMsI COOTBETCTBYIOIIETO MPYJIOKEHHS - HaIlpuMep, Login mm su. UMs ciyxO6bl
other 3ape3epBUpPOBaHO IS IPABUII TI0 YMOJIYAHHUIO.

* ApeymeHmol MOOYAsl, C TIOMOILBIO KOTOPBIX MOKHO YIPABJSTh BBITIOJIHEHHEM KOH-
KpeTHOro Momyiss PAM.

* MexaHu3Mm, onpeAessIoIInI pe3y. 1bmanm BbIIIOTHEHUsI KOHKpeTHOro Moayisi PAM.
[TonoxuTeNbHBIN pe3yJIbTaT TPUBOAUT K BHIITOJIHEHUIO ClieAyoIiero Moyt PAM.
Crnioco6 06paboTKU OTPUIIATEILHOIO 3HAUCHHSI 3aBUCUT OT KOH(PUIYpAIMH: OT «HE
BaXXHO, MPOJIOJIKUTH» 10 «IIPEKPATUTh HEMEJIEHHO» W TMTPOMEXYTOYHBIX 3HAYECHUT.

2.2 CTpyKTypa channa
KoHdpurypauuu PAM

Ectp nBa criocoba koudurypamuu PAM:

Kondurypanms ¢ ncnonp3oBanrem ogHoro ¢aiina (/etc/pam. conf)
Hacrpoiiku kaxmoli ciryxObl XpaHsites B /etc/pam. conf. OpHako, U3 coob-
paXkeHU COMPOBOXKACHNA U 103a0KINTH, JaHHAS CXeMa KOH(UTYpauy He Uc-
MOJIb3YeTCS B .

Kongurypanus ¢ ucnons3oBanueM qupekropuu (/etc/pam.d/)
Kaxmas ciyx6a (wiu mporpamMma), KOTOpast UCIOJb3yeT Mexanusm PAM, xpaHut
CBOI1 (haiiyT HacCTpoeK B AupeKkTopuy /etc/pam.d/. Hanpumep, ciayxba sshd
Haxoputcs B ailie /etc/pam.d/sshd.

daiinel B /etc/pam.d/ onpeaensiioT Monyu PAM ucnonb3yeMsle [11s1 aBTOpU3a-
1un. Kaxapiid (paiin COCTOUT U3 CTPOK, ONPEACAININX CIy ROy U Kakaas CTPOKa CO-
JEepKUT 10 YeTHIPeX KOMIIOHEHTOB:

TYPE
CONTROL
MODULE_PATH
MODULE_ARGS
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TU KOMITOHEHTHI UMEIOT CliefyIolee 3HaUeHue:

TYPE
Onpenensier Tvn ¢y x0bl. Moaymin PAM o6pabaTsiBaioTcst Kak cTeku. Pazmnd-
HBIE TUIIbl MOJTYJICH MCHOJB3YIOTCS JUIs pa3HbIX Liesieil. Hanpumep oauH Moaysib
MIPOM3BOJUT IPOBEPKY NapoJisi, BTOPOil - pa3MeIleHHs], C KOTOPOro 3arpolleH J10-
CTYII, U €Ille OJJUH CYMTHIBAET OTHOCSIIMECS K MOJb30BaTeN0 HacTporku. PAM
M3BECTHO O YETHIPEX Pa3IMYHBbIX THIAX MOIYJIEH:

auth
[TpoBepsieT MOATMHHOCTD MOJIB30BATEN S, OOBIYHO 3aIpalirBasi naposs. OaHa-
KO [UTsI 9TOTO TaKKe MOKHO UCIOJIB30BaTh KAPTY-KJIIOY WA OMOMETPIUYECKUE
JaHHBIE (HApUMEp CKaHUPOBAHUE OTIIEYATKOB MAJIBIEB WIN PaLyKHOH 000-
JIOUKM TJjia3a).

account
Moy 3TOro THIA MPOBEPSIIOT, €CTh JIM Y MOJIb30BaTe sl 0OIIre MpUBUIIe-
TUY IS IOCTYTIA K 3alpalluBaeMoi ciryxoe. Hamprmep, monodHas mpoBepka
JIOJI’KHA BBITIOJHSITCS /IS 3aIPEeTa BXOJa B CUCTEMY I0JIb30BaTelIE C UCTEK-
1M CPOKOM JIEHCTBUS aKKayHTA.

password
[enpio tTaHHOTO THUTIA MOJYJIEH SIBJISIETCSI pa3pellieHre Ha N3MEHEHNE aBTOPH-
3aI[IOHHOTO TOKEHA. B GOJIBIIMHCTBE CITyYaeB UM SIBJISIETCSI IAPOJIb.

session
Momynu 3TOro THIa OTBEYaloT 32 yIpaBJIeHUE W KOH(PUTYpaIIHIO MOIb30Ba-
TeJIbCKUX ceccuil. OHM 3aIlyCKaloTCs 10 aBTOPU3ALIMH U TIOCIIe Hee IS yue-
Ta MOMBITOK BXOJIa B CUCTEMY ¥ KOH(UTYpAIVH MOJIb30BATEILCKOTO OKPYXKe-
HUA (MOYTOBBIX AKKAYHTOB, IOMAIIHUX AUPEKTOPUH, OTPAaHIUUEHUNA CUCTEMBI
U T.J.)

CONTROL
Vnpasnser noseaeHreM PAM monyis. s Kaxaoro u3 MoyJjieid BO3MOXHbBI
cnenyomue (pyaru yrnpapieHus:

required

Monyiib ¢ 3TUM (hJ1aroM J0JIKEH ObITh YCIeIHO 00padoTaH AJIsl MPOJOJIKe-
HIISI aBTOpU3anuu. B cirydae oTkasza mopyis ¢ piarom required obpaba-
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ThIBAIOTCSA OCTaJIbHBIE MOAYJIA C 9TUM q)HaFOM N TOJIBKO ITOCJIE 3TOI'0 I10JIb30-
BaTEJIb MOJy4YaeT COO6H.[6HI/I€ (0] H@y,Ha‘lHOﬁ TMOMBITKE aBTOPU3ALINN.

requisite
Mogaynu ¢ 3TuM (harom Toxe JOJKHBI ObITh 00padOTaHBI YCIIEIIHO, TaK XKe
Kak y Montysi ¢ pyarom required. OfHaKo B cilydae Hey1auu MOYJIb C
9TUM (pJ1aroM HeMeAJICHHO COOOIIAET MOJb30BaTeN0 00 0TKa3e, U OCTAIbHbIE
MOJYJIA He BBITIOJHSIOTCS. B cilydae ycrnexa npyrve Moy oOpadaThiBaioT-
sl TIOC/Ie1oBaTeNbHO, TaK K€ KaK U B cllyyae MoAyJiel ¢ ¢iaroM required.
®nar requisite MOXeT ObITh UCITOJIL30BAH JIJIs1 6A30BOM MPOBEPKU HAJIU-
YUl ONpeIeIeHHBIX YCJIOBUI HEOOXOUMBIX /11 KOPPEKTHOM aBTOPU3AIIUM.

sufficient
[Mocne ycnenHoro 3aBepiieHust paboOTHl MOIYJISI C THM (hJIaroM, 3arpoCHB-
I11ee aBTOPU3ALMIO PUIOKEHUE MOTy4yaeT HeMeAJIeHHOe CooOIIeHre 00 ycrie-
Xe ¥ JajbHeimas o6padoTka MOyJIel peKpaniaeTcs, Py YCJIOBUH, YTO BCe
NpepIAyIre MOgyIu ¢ pjiaroM required BHINOIHEHH ycnemHo. OTka3
Monys ¢ piarom sufficient He UMeeT NPSIMbIX MOCTECTBUII - Bce TO-
CJIe/IyIoIIre MOYJIU BHITIONHSIOTCA B OOBIYHOM TOPSIIIKE.

optional
VYcnelmHoe BBINOMHEHUE UK OTKa3 MOLYJIs C 3TUM (hbJIaroM He UMeeT Mpsi-
MBIX HIOCJIC/ICTBHI. DTO MOXKET ObITh TOJIE3HO JUIsS MOJLYJIeH, KOTOpbIE MPOCTO
0TOOpaXaloT yBeIOMJIeHHE (HAaIlpUMep, YBEIOMJIAIOT TOJIb30BaTeN sl O HOBOM
COOOIIEHUN), He TIPeIPUHAMAsT HUKAKKX JabHEeHIINX JeHCTBHUM.

include
[Tpu ycranoBKke 3Toro hiara aiii, ykazaHHBIN B KAUeCTBE apryMeHTa, BCTaB-
JISIETCS B JAHHOE MECTO.

MODULE_PATH
Conep:xut nosHOoe UM aiia moxyiast PAM. Ero He TpeGyeTcst yka3bBaTh SIB-
HO, €CJIM MOJYJIb HAXOIUTCS B JUPEKTOPHH 10 yMOTYaHuo /1ib/security
(s 64-6uTHBIX TWIATGOPM, IOAAEPKUBACMBIX , B TUpeKTOpun /1ib64/
security).

MODULE_ARGS
ConepXuT pasieieHHbII MpoOeIaMu CIIMCOK O TSI YIPABICHUS MOIYJIEM
PAM, takue kak debug (BKJIOYaeT OTAaAKy) Wik nullok (MO3BOJSIET UCTIONb-
30BaTh IyCThIE MAPOJIN).
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Kpowme 3toro, cymiecTBy1oT riodaiibHbie (haiiibl HacTpoek it Moaysieit PAM B au-
pekTopuu /etc/security, KOTOpble ONPeesisioT TOYHOE IOBEAEHUE ITUX MOIY-
Jielt (puMepamu siBJstioTes aiibl pam_env. conf u time. conf). Kaxnoe npu-
JIOKEHHUE, KOTOPOe UCIIOJb3yeT MOy b PAM, B 1eHCTBUTEIHLHOCTH BhI3bIBAET HEKO-
Topbiit Habop pyHkuuit PAM, KoTopbie 00padaThiBalOT MH(GOPMALIHIO B PA3TIMIHBIX
(paitnax KoH(UrypalMK 1 BO3BPAILLAIOT PE3YJIbTAT 3AIPOCUBILEMY €T0 IPUIOKEHUIO.

st oberyeHuist Co30aHus U Hoiepxkku Moayieid PAM, Obin co3mansl odrue fe-
¢onTHbIE (hailyibl KOH(UTYpaLIMKU AJIs1 TUIIOB MOAyJieit auth, account, password
U session. OHM u3BiedeHbl u3 KoHpurypauuu PAM mjs Kaxgoro npuioxeHus.
OO6HOBIeHUS TI00ATBHBIX MOJyJIel KoHduryparmu PAM B common—* pacripoctpa-
HSIIOTCS TAKMM 00pa30oM Ha (aiiiel koHpuryparw PAM, v anMuHECTpaTOpy HE Tpe-
OyeTcst OOHOBJIATH Kax bl (paiin koHpurypamnuu PAM 1o oTAe bHOCTH.

I'noGanbHble dhaiiisl KoHdurypamu PAM o6cTyKHBaIOTCS C TTIOMOIIBIO YTHUTATHI
pam-config. DTa yTWINTAa aBTOMATUYECKH JI00ABIISAET HOBbIE MOJIYJ A B KOH(DUTY-
pario, M3MEHsIsI KOH(PHUTYPaLUIo CYIIECTBYIOMNX MOIYJIEH WM yaajseT MOLYyIn (VI
OIMIMH) U3 KOH(pUryparwu. PydHbie u3MeHeHus Ipy 00CTy KUBAHUM KOH(PUTYpaluu
PAM cBeneHs K MUHUMYMY WM He TpeOyIoTCs BOBCe.

MPUMEYAHMUE: CmeluaHHble 64-6MTHbIe U 32-6UTHbIE UHCTANNSLUN

Mpw ncnonb3oBaHwm 64-6UTHOI ONEPaALIMOHHOW CUCTEMbI BO3MOXHO TakXe
BK/IKOYaTb OKPYXeHUe ans 3anycka 32-6uTHbIX NpunoxeHnii. B atom cnyyae
ybeawntech, 4to Bbl yctaHoBunm obe Bepcun PAM moaynei.

2.3 KoHdourypauumsa sshd ¢
ucnonb3osaHuem PAM

B kauectBe npumepa paccmotpuM KoHgwuryparwio PAM ans sshd:

Tpumep 2.1 Kongpueypauus PAM 0as sshd (/etc/pam.d/sshd)

#SPAM-1.0 o
auth requisite pam_nologin.so (2]
auth include common-auth ©

account requisite pam_nologin.so (2]
account include common-account ©
password include common-password (3]
session required pam_loginuid.so (4]
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session include common-session ©

O  OObaBISET BEpCHIO 3TOTO KOH(pUryparmoHHoro (aiina - PAM 1.0. Dto mpocto
COTJIallIeHHe, HO €0 MOKHO UCIIOJIb30BaTh B OyAyIIeM JUIsl IPOBEPKY BEPCHU.

® TIIposepsier, cymectByer i /etc/nologin. Ecnum aa - norun pasperieH Tob-
KO TOJIb30BATEN0 rOOt.

©  Ccpitaercs Ha KOH(UTYPALIMOHHBIE (DAIIIBI YETHIPEX TUTIOB MOAYJIEH: common—
auth, common-account, common-password U common-session.
St yetsipe aiina cogepxar Aed o THbIE HACTPOUKH ISl KaXI0TO THUIA MOJIY-
TSl

O  VcranarnmuBaet aTpuOyT uid 4715 Tiporrecca, KOTOPBIH MPOIIEN AaBTOPU3AIIHIO.

Bxumouast 3tu ¢pafiirel BMecToO 100aBIIeHHS KakJOro MOAYJIS IO OTAEIBHOCTH B COOT-
BETCTBYIOLIYI0 KoHpuryparmio PAM, Bl apToMaTHyecku nosy4yaere 0OHOBIISIEMYIO
KoH(purypauuio PAM B ciydae, eciiv aJMUHUCTPATOP CMEHUT J1e(DOJITHbIE HACTPOU-
ku. Panee nocine usmenenuii B PAM win nociie yCTaHOBKY HOBOTO MPUJIOKeHUs1 Bam
MIPUXOIMIOCH OBl U3MEHATh KOH(PHUTYpaioHHbIE (Patiibl I BCeX MPUIIOKEHUH BpYyd-
Hywo. Celtuac HacTpoiika PAM mpou3BoguTCs IIEHTPATN30BAHHO U BCe U3MEHEHUS aB-
TOMAaTHYECKH HacJIeylI0TCsl KOH(MHTYypanuen Kaxaoi cryx0osl PAM.

IMepBblit nogkmoyaeMslil paitn (common-auth) BEI3BIBAET TPU MOLYJIS TUIA auth:
pam_env.so, pam_gnome_keyring.son pam_unix?2.so.Cwm. [Ipumep 2.2,
«JlecponTHas koHpuUrypaus cekuu auth (common-auth)» (ctp. 24).

Tpumep 2.2 Jlecponmnas kougpueypayus cexyuu auth (common-auth)

auth required pam_env.so o
auth optional pam_gnome_keyring.so (2]
auth required pam_unix2.so (3]

O pam_env.so3arpykaer /etc/security/pam_env.conf s ycTaHOB-
KM TIEPEMEHHBIX OKPYKEHHsI B COOTBETCTBUHY CO 3HAYEHHSIMU B 3TOM (haiiie. OH
MOXKET OBITh UCIIOTB30BAH Il YCTAHOBKU KOPPEKTHOTO 3HAYSHUS TIePEMEHHON
DISPLAY, MOCKOJBKY MOIYJIO Pam_env W3BECTHO, OTKYa IPOU3BOJUTCS JIO-
THH.

®  DTOT MOIYJb aBTOMaTHYeCKH pa3dyiokupyeT kitoun GNOME npu Heo6xomumo-
CTU.

©® pam_unix2, mpoBepseT JOrMH U apoJib MOJIb30BATENS, UCIONB3YS /et c/
passwdu /etc/shadow.

Becb crek Moaysieit auth obpabatsiBaercs 1o noxydeHus sshd siodoi nagopma-
1K O pe3yJibTare aBropusaiyi. [I0CKOIbKY BCe MOIYJIM CTEKA MMEIOT YIPABIISIOIINIA
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(nar requi red, OHU JOKHBI OBITH YCIIEITHO 0OpabOTaHbI 10 motydeHus sshd co-
obmieHus 06 ycnexe. Eciu oquH u3 MoJyJiell BEpHET OTPULIATEIIbHbIN Pe3yJIbTaT, BECh
CTeK MojyJieit Oyer oOpadoTaH 0 KOHIIA M TOJIBKO 3aTeM sshd OyaeT yBegomiieH 00
OTPHULIATENILHOM pe3yJIbTaTe.

[Mocne ycrnenmHoro 3aBepiieHus Bcex MofyJiel Tuma auth Oyaetr o6paboTaHo cieny-
fomiee Beipaxkenue. B Hamem ciydae [pumep 2.3, «[ledonthas konduryparms cek-
K account (common-account)» (crp. 25). common—account couep-

JKUT BCETO OJIMH MOJYJIb, pam_unix2. Ecim pam_unix?2 cooOmUT, YTO MOJB30-
BaTeJb cymiecTByet, sshd Oyner yBegomieH 06 3ToM u Oyaer 00paboTaH Clie YOI
cTeKk MofyJei (password), nokazansslii B [Ipumep 2.4, «[ledontHas kondurypa-
1Msl ceKlMu password (common-password)» (cTp. 25).

Tpumep 2.3 eponmnas kondueypayust cexuuu account (Common-account)

account required pam_unix2.so

Tpumep 2.4 lecpoamnas xongueypayusi cexuuu password (common-password)

password requisite pam_pwcheck.so nullok cracklib
password optional pam_gnome_keyring.so use_authtok
password required pam_unix2.so use_authtok nullok

Wrak, xoHpuryparmss PAM s sshd BkimodaeT B ces1 TOsIbKO BhIpaskeHue include,
cepltamoneecs Ha JeoNTHYI0 KOH(UTypalMio MoLyJlel pas sword, KoTopas Haxo-
JUTCA B common-—password. DTU MOAYJU JO/KHbI 3aBEPIIUTLCS YCIIEIIHO (YIIpaB-
Jsonye yard requisite u required) npu 3ampoce NPUIOKEHUEM CMEHbI TO-
KEeHa aBTOpU3aLMH.

V3meHeHne mapoJist WM Ipyroro TOKeHa aBTOpU3aIuy TpeOyeT MPOoBEepKH Oe3-
onacHocTu. OHa IPOU3BOJUTCS IIPU MOMOLIY MOy pam_pwcheck. Moayib
pam_unix2 HCHOIB3YEMBIH Jajiee, MOAXBATHIBACT JTI0ObIe HOBBIC M CTaphle APOIH Y
pam_pwcheck, Tak YTO HOJIb30BATENIO He TpedyeTCs MOBTOPHAS aBTOPH3ALHs T10-
cJie CMeHBI MapoJist. DTa mporeaypa JeaeT HeBO3MOKHBIM 00X0/1 IIPOBEPOK, IPOU3BO-
JUMBIX MofysieM pam_pwcheck. B ciyudae, eciu Hy)KHO HACTPOUTb TUIIBI account
WM auth Ha OIOKMPOBKY aKKayHTOB IOCJIE UCTEUSHHUSI CPOKA JISHCTBUS MapoJis, MO-
Iyl pa s sword TOKe JOJIKHBI ObITh NCIIOJIb30BaHBL.

Tpumep 2.5 /epoamnas kongdpueypayust cexyuu session (comnon-session)

session required pam_limits.so
session required pam_unix2.so
session optional pam_apparmor.so
session optional pam_umask.so
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session optional pam_gnome_keyring.so auto_start only_if=gdm, 1xdm

[MocnemHYME BBI3BIBAIOTCST MOJIYJIM TUMA Session (BCTpoeHHbIe B (pait common—
session) i HACTPOUKH CECCHH I0JIb30BaTelIsl B COOTBETCTBUU C KOHKPETHBIM
noJib3oBateneM. Moayab pam_limits 3arpyxkaer ¢ain /etc/security/
limits.conf, KOTOPBII MOXKET ONpe/essiTh OrPAHUYCHHSI Ha KCIIOIb30BaHKE OITpe-
JeJIeHHBIX PecypcoB cucteMbl. Moayiib pam_unix2 obpabaTeiBaeTcst CHOBa. Mo-
OyJib pam_umask MOXeT ObITh HCIIOJb30BaH /sl ONpe/iesieHrs MaCK1 OUTOB I0CTY-
na co3aaBaeMbix (paityio. [TockoNbKy 9TOT MOAYJIb 3aJiaH ¢ (pyarom opt ional, oT-
Ka3 9TOro MOJLYJIsl He MOBJIMSIET Ha YCIICHIHOE BBIMOJIHEHUE BCEro CTeKa MOJyJIel cec-
cru. Moty se s s 1on BHBHBAIOTCA BO BTOPOU pa3 IMPH BHIXOJIE MOJIb30BATENS U3
CHCTEMBI.

2.4 HacTtpouka mogynen PAM

Hexotopsie u3 Monyseit PAM MosxHO KoH(pUTyprupoBaTh. Pailyibl HACTPOEK Haxo-
JATCS B JUPEKTOpUr /etc/security. DTa ceKuys KpaTko OMUCHIBAET (hailiibl
KOH(UTypaly UMeIoLIre OTHOIIeHe K mpumepy ¢ sshd — pam_env.conf u
limits.conf.

2.4.1 pam_env.conf

pam_env.conf MoXeT ObITh HCIIOJIB30BaH ISl ONpe/IesieHUs] CTAHAAPTHOTO
TMOJIb30BATENIbCKOTO OKPYKEHUSI, KOTOPOE YCTAHABIMBAETCS MTPU BHI30BE MOJYJISI
pam_env. OH NIO3BOJISIET YCTAHOBUTH TIEpEMEHHbBIE OKPYKEHHUSI UCTIONB3YSI CIIeAyIO-
AN CUHTAKCHUC:

VARIABLE [DEFAULT=value] [OVERRIDE=value]

VARIABLE
VM nepeMeHHON OKpYKEHUS.

[DEFAULT=<value>]
3HavyeHue Mo yMOJIYaHUIO value, KOTOPOe XOUeT YCTAaHOBUTh aJMUHUCTPATOP.

[OVERRIDE=<value>]
3HaveHusl, KOTOpbie MOTYT OBITh 3aMpOIIIEHBl M YCTAHOBJICHBI pam_env, mnepe-
KpbIBas AedoITHOE 3HAUEHHE.

PykoBoacTteo no 6e3onacHocT



TUNUYHBIA IPUMEP UCTIOJIB30BaHUS pam_env — U3MEHEHUE [IepeMEHHOI
DISPLAY, KOTOpasl U3MEHSETCS B ClIydyae yJAJEHHOTO BXOJA B CUCTEMY. DTO OINUCa-
Ho B [Ipumep 2.6, «pam_env.conf» (ctp. 27).

Tpumep 2.6 pam_env.conf

REMOTEHOST DEFAULT=localhost OVERRIDE=@{PAM_RHOST}
DISPLAY DEFAULT=${REMOTEHOST}:0.0 OVERRIDE=${DISPLAY}

[lepBas cTpoka ycTaHaBnvMBaeT 3HaueHHe nepeMeHHor REMOTEHOST B
localhost, KOTOpPOE UCTIOIB3YETCHA, ECIIM pPam_env He MOXET ONPENETUTD
Ipyroe 3HadyeHue. B cBow odepens, nepeMeHHass DI SPLAY COAEpXKUT 3HAUCHHE
REMOTEHOST. [IonoJHUTENBHYIO HH(POPMAITUIO MOKHO HAUTH B KOMMEHTApHUsX K
(aiiny /etc/security/pam_env.conf.

2.4.2 pam_mount.conf

3agavya pam_mount — NPUMOHTUPOBATH JOMAIIIHIE KaTaJIOTH MOIb30BaTes el BO
BpeMsl BXOJa B CICTEMY U OTMOHTHUPOBATh UX BO BpeMsl BHIXO/a. DTOT MOIYJIb HC-
TIOJIB3YETCS JUIsl OKPYKEHUsI, B KOTOPOM LIEHTPaJIbHBIN (PailsIOBbIN cepBep XpaHUT BCe
JOMaITHUe AUPEKTOPUH MOJIb30BaTeNed. VIcmonb3ys 3TOT MeTo] HeT HeOOOAUMOCTH
MOHTHPOBATh /home NOJHOCTBIO, ¢ JOMAIIHUMU AUPEKTOPUAMHU BCEX 10JIb30BaTeE-
nei. BMecTo 3TOro MOHTHpPYETCs TOJNBKO JIOMAIITHHUI KAaTaJIOT TOTO TT0JIb30BATENsI, KO-
TOPBII HAXOAUTCS B MPOIIECCE BXO/A B CHCTEMY.

[Nocne ycraHoBKM pam_mount, mabioH ¢gaiina pam_mount . conf . xml g0CTy-
NeH B /etc/security. Onucanue pa3MyHbIX €ro 3JIEeMEHTOB MOKHO HAWTH B
CIPAaBOYHOM cucTeMe man 5 pam_mount.conf.

BazoBylo HaCTPOMKY 3TOr0 MOJYJISI MOKHO IMPOU3BecTH ¢ oMoinbio YaST. Bride-
pure Cemesvie caydcovt > Ynencmeo 6 domerne Windows > Hacmpoiiku sxcnepma
4yTOOBI TI00aBUTH (hAJIOBHIN cepBep; mojapodHee cmotpute Paznen “Configuring
Clients” (T'nasa 15, Samba, TConepxanmue).

2.4.3 limits.conf

OrpaHWYeHus 1S TI0JIb30BATEIsl WJIM IPYIITbI MOTYT ObITh YCTAHOBJICHBI B (parisie
limits.conf, KOTOpbI NCHOIB3YyETCs MoayJleM pam_limits. Drot aitn no3-
BOJISIET YCTAHOBUTD JKECTKHME OIPaHUYEHUsI, HapyIlleHHe KOTOPBIX He HOMyCKaeTcs, 1
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MSATKHE OTpaHUUYEHHUs], KOTOPbIe MOKHO HAPYIIUTh BpeMeHHO. [TopobHyo nHdpop-
MAIHMIO O CUHTAKCUCE U OMIUAX MOKHO HaWTH B KOMMEHTapHsIX K aitny /etc/
security/limits.conf.

2.5 Hactponka PAM npu nomoLuu
pam-config

Yrumura pam—conf ig nomoxer Bam HacTpouts rio0aibHble (haiiisl KOHpUTYpa-
i PAM (/etc/pam.d/common—*—-pc), a TAKKe HECKOJBKO IPYTUX MPHIIOKe-
HUH. [[7151 0TOOpakeHus CITUCKA MOIEPKUBAEMBIX MOYJIEH UCMIONB3YHTE KOMaHIy
pam-config —--list-modules. Komanga pam-config ucnonb3yercs amis
conpoBoxaeHus (aitioB koHpuryparmu PAM. C ee OMOIIIBI0 MOKHO JOOABIIATH
Moaynu B Baiy kondurypanmuu PAM, yaanars ux, uim MoaugUIIpoBaTh UX OMIIUU.
[Mpu m3MeHeHVH r106aTbHBIX (haiioB KoHpurypanuun PAM He TpeGyeTcs pydHas Ha-
crpoiika PAM a1 KakAa0ro OTAEIbHOTO MPUIIOKEHHSI.

[Tpocroit npumep ucnonbzoBanus pam—conf ig BBIMISANAT TaK:

1 ABTOoMaTuHuyeckoe co3aanne HoBo# kKoHdurypamuu PAM B ctuie Unix.
Hagaiite mpy oMoy pam-config co3maanmM MpocTenITyio KOH(pUTyparmio, KOTo-
pyto Bel cmoxete paciputs nosxe. Komanna pam-config —--create co-
31aeT nmpoctyio KoHgwuryparwio ajs apropusanuu B UNIX. CymectBytomye aii-
JIbl KOH(UTypanuu OyayT Mepe3arrcanbl, a X pe3epBHbIC KON COXPAHEHBI Kak
* .pam-config-backup.

2 Jlo6aBieHne HOBOro MeTOa apTOpuU3anuu. [[oOaBieHue HOBOTO METO/A aB-
topusaiuu (Harpumep, LDAP) B Bam crek moayJeit PAM cBoautcs k mpocToit
KoMaHJe pam—config —--add —--1ldap. [Ipu Heooxomumoctu LDAP nobas-
JIfieTcs BO Bce common—*—pc (ailisl kongurypauun PAM.

3 BkJurouenne oTiag04YHO nHg opManun Ui TecTUpoBaHus. YtoOs yoe-
IUTHCS B paGOTOCTIOCOOHOCTH HOBOM MPOIIEIyPhl aBTOPU3ALINH, BKJIIOUNM OTJIAJKY
11 Bcex onepatui, cBss3aHHbix ¢ PAM. C nomortpio Komanapl pam-config —-—
add --ldap-debug oTiagKy MOXHO BKJIIOYHUTH AJis1 Beex onepatmii PAM cBs-
3aHHbIX ¢ LDAP. Otnagounyio nuagopmaluio MOXKHO HailTu B dailne /var/log/
messages.

4 IIposepka koHdurypanun. Ilepen oKOHYATETbHBIM 3aITyCKOM HOBOW KOH(H-
rypaimu PAM, npoBepbTe, COOEPXKUT JIM OHA BCE HACTPOIKH, KOTOpble Bbl x0Te-
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nu B Hee noGaBuTh. Komanna pam—config —-—query —-module oToOpakaer
THUIT ¥ TapaMeTpsl AJ1s 3arpaimrBaemMoro Mmoayiss PAM.

5 Ortkmouenue oTaagoyHoil uacpopmamun. Teneps, KOrga Mbl OKOHYATETHHO
YIOBJIETBOPEHBI KOH(UTYpALIMEH, OTKITIOUNM OTNaAKy. Komanna pam-config
-—delete --ldap-debug orxnouaer omiaaky g LDAP apropuzanuu. Ec-
J1 Bel BKITIOYaIM OT/IaAKy 71 IPYTUX MOAYJIeH, UCHOJIb3YiiTe aHAIOTMYHbIE KO-
MaH/Ibl, 4TOOBI BBIKJIIOUUTH U UX.

[MoapobHyto uHbOpMALIUIO 0 KOMaHAe pam—config U ee ONIUAX MOXHO MOJYYUTh
B CIIPABOYHOM PYKOBOZCTBE O KOMaHe pam—config (8).

2.6 PyyHasi HacTponka PAM

Ecnu Bel npeanounraete co3naBath 1 MojAepKuBath (aiiibl KoHgurypaimu PAM
BPYUHYIO, yOeauTech, uto pam—config 3amnperieHa ajis 3Tux (aiios.

Korna Bsl cozpaere daitiisl koHduryparuu PAM ¢ HyJ1s UCTIONBb3YSl KOMaHIy pam-—
config —--create, oHa cO3JaeT CUMBOJMYECKUE CChUIKH € (pailioB common— *
Ha (paitnel common— *—pc. YaaneHue 3TUX CUMBOJIMYECKUX CChUIOK 3(P(HEeKTHB-
HO JUTs OTKJTIOUeHus1 pam-config, Tak Kak pam-config onepupyeTt TOJIbKO (haiiamu
common— *-pc 1 3TU ¢ailjibl He U3MEHATCS IPU OTCYTCTBUM CUMBOJIMYECKUX CChI-
JIOK.

2.7 NanbHenwWwne UHCTPYKLUN

[Tocne ycraHOBKYM crcTeMBbl B TUpekTopun /usr/share/doc/packages/pam
MOHO HaWTH OTOJTHUTENBHYIO JOKYMEHTAIIHIO:

README
B 3r1oii iupekropun ectb oommii aiin README. TognupekTopusi modules
cogepxut paitnel README n1s1 noctynHbix Moayeir PAM.

Linux-PAM. PyKOBOJCTBO CUCTEMHOTO aIMUHUCTPATOPA
ITOT IOKYMEHT COIEPKUT BCE, YTO CUCTEMHBIN aAMUHUCTPATOP JOJKEH 3HATh O
PAM. B Hem 00cyxaaeTcs IMUPOKUI CIIEKTP TeM, OT CUHTaKCKca KOH(UTY pariy-
OHHBIX (DarJIOB JI0 acleKTOB Oe3omnacHocT PAM.
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PykoBoacTBO A7 co3nateneit monyneit Linux-PAM
DTOT TOKYMEHT 0000IIaeT JaHHYI0 TeEMY C TOUKH 3peHHs pa3padOTUYMKa, OMUCHI-
Basi, Kak co3/iaBath Moayau PAM cooTBeTCTBYIOIIME CTaHAAPTAM.

Linux-PAM. PykoBoJICTBO pa3pa0oTUrKa MpUIIOKEeHUR
DTOT JOKYMEHT COJEPKUT BCE, UTO HYKHO Pa3pabOTUUKY, KOTOPBIA XOUeT HC-
MoJIb30BaTh OMOIMOTEK PAM B CBOEM IMPUJIOKEHWH.

CrnpaBouHoe pykoBoacTBo PAM
PAM, kak u KaxJblil U3 €ro MOJIyJIeil, MOCTaBISIETCs CO CIIPABOYHBIM PYKOBO/I-
CTBOM, MPEJOCTABJISAIONIMM HETIOX0H 0030p (hyHKIIMOHAILHOCTH COOTBETCTBYIO-
IIEro KOMITOHEHTA.
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NUcnonb3oBaHue NIS

IMockonbky MHOKecTBO UNIX crcTeM MCIonb3yIoT 00IIHe CETEBbIE Pecypchl, BO3HUK-
J1a He0OXOUMOCTh OOIIel NASHTU(UKALIK OIB30BaTesIel U IPYII Ha BCEX KOMITBIO-
Tepax BHYTpH ceTu. CeTh TOJKHA OBITh MPO3PAYHON sl TOJIb30BATENEeH: X OKPYKe-
HIE He IOJDKHO 3aBUCETh OT TOr0 KOMITBIOTEpa, KOTOPHIN OHHU HCTIONB3YIOT B JAHHBIN
MOMEHT. DTOr0 MOXHO JIOCTUTHYTh HCTob3ys cykOs NIS u NFS. NFS pacnpene-
JseT (ailJIoBble CUCTEMBI 110 CETU U ocyxkaercs B I'nasa 14, Sharing File Systems with
NFS (TConepxanue).

NIS (Network Information Service, MHdopmaimonHast ciryx0a ceTr) MOXKHO OIUCATh
KaK CXOXKYI0 ¢ 6a30¥ JaHHBIX CIIyk0y, KOTOpas MPeAOCTaBIISET JOCTYII 110 CETH K CO-
nepxumomy aiioB /etc/passwd, /etc/shadown /etc/group. NIS Takxke
MOXET ObITh UCIIONB30BaHA JJIS1 IPYTUX Iiejiel (Harpumep, sl JOCTYIa K COlepKu-
MoMy (ailJioB /etc/hosts Wi /etc/services), OIHAKO JAHHOE PUMEHEHNE
31ech He paccmarpuBaercs. NIS yacto HasbiBaloT YP, MOCKOJIBKY OHa paboTaeT Kak
«yellow pages - KENTble CTPAHUIIBI» CETH.

3.1 Hactpoinka NIS cepBepoB

s pacnpoctpaHenus nagopmanuu NIS o cetr, He0OX0qMMa MHCTAJUISLIMS OJJHOTO
cepBepa (21a6H020) ISt OOCITY KUBaHUS BCEX KIMEHTOB WK oqunHeHHbIX NIS cepse-
POB, 3aIpaIMBAIOIMX 3Ty MH(OPMALIMIO Y IJIABHOTO U JOCTABJISIONIUX €€ CBOMM KJIU-
eHTaM.

* Jlnsa Hactpoiiku oquoro NIS cepsepa B cBoeii cetu oOparurtech k Pazmen 3.1.1,
«Hacrpoiika rinaBHoro cepsepa NIS» (ctp. 32).

McnonbsosaHne NIS
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* Ecnu Bamemy rnasHomy NIS cepBepy HEOOXOIMMO MOCTABIISATH JaHHBIE MOJI-
YUHEHHbIM CepBEpaM, HACTpOlTe ero Kak onvcano B Pasnen 3.1.1, «Hacrpoii-
Ka rnaBHoro cepepa NIS» (ctp. 32), a 3aTeM ycTaHOBUTE NMOAYNHEHHBIE
cepBepa B nofceTsx coriacHo Pazgen 3.1.2, «Hacrpoiika mogunHennoro NIS-
cepBepa» (ctp. 37).

3.1.1 Hactpowka rnasHoro cepsepa NIS

Iyist HacTpoiiku riaBHoro cepBepa NIS B Bameii cetu:

1 IIpoeepste, ycraHoBeH i Moaysb YaST st nacrpoiiku NIS cepeepa. st ato-
ro 3amyctute YaST u BoiOepute [Ipozpammmoe obecneuenue > Ynpasnenue npo-
epammmvim obecneueruem. Ilonure makeT yast2-nis—server U yCTAHOBUTE
ero ecim Tpedyercsl.

2 3anycrure YaST > Cemesvie cayoicool > Cepsep NIS.

3 Eciu Bam Hyxen Bcero oaun NIS-cepBep B ceTH WM 9T0 OyIET [IaBHBIN cepBep
11 mogurHeHHBIX NIS-cepBepoB, BeIOEpUTE Y cmanoska u Hacmpoiika 2naeHoeo
NIS-cepsepa. YaST ycTaHOBHUT TpeOyeMble TAKETHI.

NOJOCKA3KA

Ecnn nporpammbl NIS-cepBepa yxe yctaHoBneHbl Ha Bawem koMnbioTe-
pe, 3anyctute cos3naHue rnasHoro cepeepa NIS Haxas Coagatk rnaBHbii
NIS-cepsep.
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PucyHok 3.1 Hacmpoiixa NIS-cepsepa

B Network Information Service (NIS) Server Setup

Select whether to configure the NIS server as a master or a slave or not to configure a NIS server. more

Current status: Mo WIS Software is installed,

Help

Mo NIS Server is configured.

Select what you want to do
© Install and set up an NIS Master Server
Install and set up an NIS Slave Server

Do nothing and leave set up

Abort Back | Mext |

4 Vxaxwurte ocCHOBHbIE HacTpoiiku NIS:

4a

4b

4c

4d

Bseaure nmsa nomena NIS.

Vkaxure, I0JDKEH JIK 3TOT y3eJ1 ObITh Takke 1 NIS-KkJmeHToOM (IT03BOJIATh
T10JIb30BATEJISIM BXOJUTh B CUCTEMY U MOJIy4aTh JaHHbIE OT NIS-cepBepa)
BBIOpaB dmom yzen maxoice sieasiemcs NIS-kauenmonm.

Ecmu nannbiii NIS-cepeep 10/KeH BBINOTHATH (DYHKLIUY IJIABHOTO AJIS MOJ-
ynHeHHbIX NIS-cepBepoB B APYrux MOACETsIX, BeiOepute Ecme deiicmayro-
wiuii noouuHerHwlli cepsep NIS.

Onmust Bvicmpoe pacnpedenerue omoodpadxceruli ojie3Ha TOJIbKO B KOMOU-
Hatuu ¢ Ecmb Odeticmeyroujuii noouurenuwili cepeep NIS. OHa yckopsieT re-
penady oToOpakeHU OAUYNHEHHBIM CepBEpaM.

B]:I6CpI/ITC P aspewunio U3MeHeHue napoxzeﬂ, €CJIM XOTHUTE IIO3BOJIUTD ITOJIb-

3o0BaTessiM B Barieit cetu (1 JIOKasbHBIM, U yrpasiseMbiM NIS-cepse-
POM) M3MeHATH cBor Iapony Ha NIS-cepsepe (¢ moMoIIpio KOMaH/IB

McnonbsosaHne NIS
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4e

yppasswd). Ee aktuBauus nenaet JOCTYIHBIME ONIu Paspeuums u3-
menerue GECOS noaeii n Pazpeuums usmerenue 000A04KU X004 8 CU-
cmemy. «GECOS» o3Havaer, 4To MoJib30BaTeIM CMOTYT TaKke U3MEHSTh
CBOM HACTPOWKY UMEH M a/IpecoB KOMaHI0H ypchfn. «O6omouka» mo3Bo-
JIUTH TIOJIL30BATENISIM U3MEHSATH CBOIO 00OJIOUKY MO YMOJTYAHHIO KOMaH 101
ypchsh (Hanpumep, i nepexmodenus ¢ bash Ha sh). Hoast o6omouka
MOXeT ObITh BHIOpaHa TOJIbKO U3 3amucei daiina /etc/shells.

Bribepure Omipwimes nopm 6 oparnomayspe arodsl YaST u3MeHMT HACTPOi-
KM OpaHamayapa it padotsl NIS-cepsepa.

PucyHok 3.2 Hacmpoiixa 2nasnozo cepsepa

7Y Master Server Setup

Enter a NIS domain. more

NIS Domain Name

example.com|

This host is also a NIS client

[ Active Slave NIS sever exists
Fast Map distribution (rpc. ypxfrd)

Changing of passwords

Allow changes to passwords

Open Port in Eirewall

Firewall pott is closed

Cither global settings ...

Help Abort Back Next

4f Beoiiigure U3 9TOrO IUAJIOra IIPY MOMOIIM KHONKY Janee win Haxmure [Ipo-

yue 2100a.1vHble HllCWlpOZZKM IUIA UBMEHEHHM A JOMOJHUTEIbHBIX HACTPOCK.

IIpouue 2n06anviivle HaCMpOTiKy TIO3BOJISIIOT U3MEHUTh UCXOIHBIM KaTajlor
NIS-cepsepa (110 ymonuanuio /et c). Takxke, Ha 3TOI CTpaHULIE MOKHO
00beTUHUTD TApoITH. YeKOOKC JOIKEH ObITh OTMEUeH, ecliv Bbl XoTuTe co-
31maTh 6a3y JaHHBIX MTOJIL30BATENIEH U3 CUCTEMHBIX (DaiIoB ayTeHTH(HKA-
muu: /etc/passwd, /etc/shadowu /etc/group. Takke 3amaitu
MHHUMAJIbHBIE HIEHTA(DUKATOPHI MTOJH30BATEINS M TPYIIITHL, KOTOPHIE MOTYT
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ObITh ipeyiokensl NIS. Haxxmute OK A1 NOATBEpKISHNSI HACTPOEK M BO3-
BpaTa Ha MPEeAbI Iy SKpaH.

PucyHok 3.3 Hsmenenue oupexmopuu u cunxporusauus gpaiinos ¢ NIS-
cepeepom

& NIS Master Server Details Setup

You can change NIS server source dirsctory (usually Yetc). more

P Sourcs directory
ete |

Merge passwords

Minimum UID:  Minimum GID

Help Cancel | ok |

5 Ecmu Bui BeiOpamu omuio Ecmeb deiicmeyrouuti noouunernulii cepéep NIS, BBemuTe
MMeHa TIOJYMHEHHBIX XOCTOB U Haxkmute /Janee. Ecnv HeT - 3TOT miar OyaeT npormy-
IIeH.

6 asee MOSBUTCS IUAJIOr HACTPOMKHM 0a3bl JaHHBIX. YKaxute Omoopaxicenusl, 4a-
ctu 6a3bl JaHHBIX, KOTOpBIe OyayT nepenansl NIS-cepeepom kimeHTy. Kak npasu-

JI0, HaCTpOfIKPI IO YMOJTYaHUIO BIIOJIHE aICKBATHBI. Haxwmurte ,Zlaﬂee.

7 BriGepurte 0oTOOpakeHus, JOCTYIHbIE KIMEHTY 1 HakMuTe Janee 1Jis IPOJOIIKe-
HUSI.

McnonbsosaHne NIS
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PucyHok 3.4 Ycmarioska omobpadicenuii NIS-cepsepa

& NIS Server Maps Setup

With this dialog, adjust which maps will be available

Maps
[ ethers
group
hosts
netgrp
networks
passwd
printcap
protocols
pe
senices

EO0C00C0OE®ROO0O

shadow

Help Abart Back DNext

8 Vkaxwure, KakuM XocTam pasperiieHo ooparieHue k NIS-cepsepy. Bol MmoxeTe 10-
0aBJIATh, PeIaKTUPOBATh, WX YIAIATH XOCTHL. OmpeienuTe 3 KakuxX ceTell MOKHO
nochlIaTh 3ampockl K NIS-cepeepy. O0buHO 310 Bama BHyTpeHHss ceTb. B aTom
ciyJae, HeoOXOVMBI CIIEYIONINE TBE 3aTICH:

255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

IMepBas 3amuck pa3pemaer CoeAMHEHNE ¢ TEKYIIEro X0CTa, KOTOPHIA SBIISAETCS
NIS-cepBepom. Bropasi pa3peiaer Bcem XOCTaM MOChIIaTh 3allpoChl K CEpBEpY.
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PucyHok 3.5 Ycmanoska yznoe zanpoca cepséepa NIS

& NIS Server Query Hosts Setup

Please enter which hosts are allowed to query the NIS sewver. more

Netmask Network
255000 127000

Add Edit| Delete

Help Abort Back || FEinish |

9 HaxmuTte 3asepuiums Ui COXpaHEHHS U3MEHEHHUI U BHIXO/IA U3 AUAJIOra KOH(U-
TypalyiH.

3.1.2 Hactpouka nogumHeHHoro NIS-
cepBepa

UToOBI HACTPOUTH AOTIOTHUTEIILHBIE noOuUHEeHHble cepsepbl B Batieil ceTr:
1 3amyctute YaST > Cemesvie cayocovt > Cepeep NIS.

2 BuiGepurte Ycemanoeka u nacmpoiika noduunernnozo NIS-cepsepa v Haxmute Ja-
nee.

McnonbsosaHne NIS
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NOJOCKA3KA

Ecnn nporpammbl NIS-cepsepa yxe yctaHoBneHbl Ha Bawem komnbioTepe,
3anycTuTe co3naHue rnasHoro cepeepa NIS Haxas Cosgars rnog4uMHeH-
Hei NIS cepsep.

3 Tlpouseeaute HacTpoiiky noguunenHoro NIS-cepsepa:

3a Bseaure nomen NIS.
3b Bgeeaure ums xocra wim IP afapec riiaBHOTO cepeepa.

3c Buibepute Imom yzea maxaice sieasiemcs NIS-kauenmom, ecii XOTuTe pas-
PEIINTh BXOJ MOJIb30BaTEN el Ha 3TOT CepBep.

3d Usmenure HacTpoiku Opanamayapa OmKpuiine nopm é Oparomayspe.
3e Haxwmure Janee.

4 Vxaxwure, KaKUM XOCTaM paspelrieHo oopamieHue k NIS-cepepy. Brl Mmoxere m0-
0aBJIATh, PEAAKTUPOBATD, WU YIAIATH XOCTHL. ONpesieuTe Bee CeTH, 3aIpOCH U3
KoTopbix K NIS-cepBepy paspeiuensl. Eciiu oHM pa3pelieHsl OT Bcex ceTeid, hc-
TIOJIB3YHTE CIIEAYIONIYI0 KOH(UTYypaluio:

255.0.0.0 127.0.0.0
0.0.0.0 0.0.0.0

INepsas 3amuch paspelaeT coeJUHEHNe ¢ TEKYIIEro XocTa, KOTOPBIi ABIgeTCa
NIS-cepepom. Bropast pa3peraeTr BceM XocTaM MOChUIaTh 3aIPOCH K CEpPBEpY.

5 Haxwmure 3asepuiums, 4roOb COXPAHUTh U3MEHEHHSI U BBIATY U3 IMAJIOra KOH(H-
rypaluu.

3.2 HacTtponka NIS-knueHTOB

s ucnionb3oBanust NIS Ha paboyeli cTaHIIUK:

1 Banycrure YaST > Cemesvie cayoicovl > Kauenm NIS.
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2 Buibepure Hcnoavzoeams NIS.

3 Bsenute nomeH NIS. 0ObIYHO 9TO MMsI JOMEHa, NpeloCTaleHHOl Bam agMuHucTpa-
TopoM wiH cratudeckuii IP aapec, nonyuyennsiit no DHCP. [1ns ungopmarimu o
DHCP oGparurecs k I'masa 12, DHCP (TCopnepxanue).

PucyHok 3.6 Ycmanoska domena u aopeca NIS-cepsepa

. Configuration of NIS client

Enter your NIS domain, such as example.com, and the NIS semver's address, such as nis.example.com or 10.20.... more

Do not use NIS
O Use NIS

NIS client
Metconfig NIS Policy
Default Policy ~

NIS Domain:

‘exampla com |

Addresses of NIS servers:

[192.168.1.113 |

Broadcast Find

Additional NIS Domains
Edit

[l Cpen Port in Firewall Firewall Details

Firewall port is open on all interfaces
B Start Automounter

Expert

Help Abort Back Einish

4 Bpeaure agpeca Bamux NIS-cepBepos, pasaenss ux npodenamu. Ecim anpec NIS-
cepeepa Bam HemsBecteH, Haxkmute Haiimu, 4To0bl HaliTh anpeca NIS-cepBepoB B
Bamewm nomene ¢ momoripio YaST. Bpems morcka 3aBucHt ot BenuuHbl Bareit
JIOKanbHOU cetu. [llupoxoseujamenvruui 3anpamusaeT NIS-cepsep B JIOKaIbHOR
CETH M0CJIe TOrO KaK yKa3aHHBIE CEPBEPbI HE OTBETHIIN.

5 B 3aBucumocTu oT Bameii IokaTbHOIN WHCTAUIAINAN, BO3MOXHO Bam motpebyercs
automounter. [Tpyu BBIOOpE TOM OMIMKU JOMOJHUTEIBHOE IIPOrpaMMHOe obecrieye-
HUe OyIeT yCTaHOBJICHO ITPYA HEOOXOAUMOCTH.

6 Eciu Bl He X0TUTE MPeIOCTaBIIATh APYTHM XOCTaM MH(POPMALHIO O TOM, KaKOK

cepBep UCTOJIb3yeTcs: BaliM KIMeHToM, OTKpOITe HaCTpOUKU Dkcnepm U 3ampe-
tate Omeeuams yoareHHvim y3nram. Beropas Cromannwlii cepsep, KIMEHTY OyaeT
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pas3peLIeHo NoJIyyaTh OTBETH OT CEpBEpa Yepe3 HENPUBUIETMPOBAaHHbIA NOPT. [id
JanbHentel nHpopMaImy oopaTuTech K man ypbind.

7 Haxwure 3aseputums, 9T00bI COXPaHUTh UX U BepHYThCs B LleHTp YnpaBnenus
YaST. Koudurypamus Bamero NIS-knnenra 3aBepieHa.
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LDAP — CepBuc
ANPEKTOpUN

O6uieryeHHBIN poTOKOI JlocTyna K Karaigoram (LDAP) — 3to Habop poTOKOJIOB,
CO3JaHHBIA I I0CTYyIA U NoJep)KaHus UH(POPMaLMOHHBIX KaTanoros. LDAP mo-
JKET UCIIOJIb30BAThC AJIS1 Pa3IMUHbIX LeJIel, HalpuMep, yIpaBjieHUe MoJIb30BaTe/IsIMU
U IpyNIamMy, YIIpaBJeHHe CUCTEMHOU KOH(pUTypalyel Wi yrpasjieHue agpecamu. B
9TOM pasjeJie JaeTcsl KpaTkoe onucanue kak padoraet OpenLDAP u kak ynpapisth
mauaeiMu LDAP ¢ momonisio YaST.

B ceTeBOM OKpYKEHUM BaKHO COXPAHUTH LIEHHYI0 MH(POPMALIMIO CTPYKTYPHUPOBAHHON
¥ OBICTPO JAOCTYIHOMN. DTO MOXET OBITh CIENTAHO C IOMOIIBIO TAKOTO CEepBHca KaTao-
OB, KaK OOIIMe XKeJNThle CTPAHUIIBI, XpaHsIye NH(POPMAIMIO JOCTYITHOH B OTJINYHO
CTPYKTYPHUPOBaHHOM (hopMe, IPUCITIOCOOTIEHHON 151 OBICTPOTO MOKICKA.

B npeansHOM Citydae, IIEHTPaJIbHBIA CEPBEp XPAHUT JaHHBIEC B KaTaJlore U pacrpese-
JISIeT MX BCEM KJIMEHTaM IO ONpeJe]IeHHOMY [IPOTOKOIY. JlaHHbIE CTPYKTYPUPOBaHHI B
TaKOM BHJIe, KOTOPHII O3BOJISIET IUPOKOMY KPYT'y IPHIOKEHUHN MOTYyYUTh JOCTYI K
HUM. Takum 06pa3oM, oTHagaeT HeOOXOANMOCTb B XpPaHEHWH KJIMEHTOM KaX/I0ro Ka-
JieHaps1 WM 6a3bl IEKTPOHHOM TIOUTHI - BMECTO 9TOTO OYJET JOCTYIIeH IeHTpaIbHbIA
penozuTopuil. Microsnp3oBaHUE OTKPBHITOrO U CTaHAAPTU3UPOBAHHOIO [TPOTOKOJA, KAK
LDAP, rapantupyeT BO3MOKHOCTb [10JIy4eHUs AOCTyIa K MH(pOpMaLuu 1Jid pa3iind-
HBIX [TPUJIOKEHUH.

Karajior B 5TOM KOHTEKCTE — 3TO THII Oa3bl JAaHHBbIX, ONTUMU3UPOBAHHOIO HA YTEHUA
" ITOUCK:

 JlenaeT BOZMOXHBIM MHOKECTBEHHBIN JOCTYI [IJIs1 YT€HUSsI, JOCTYII Ha 3aIliCh Orpa-
HUYEH HEOOJIBIIMM YUCIIOM MOAMMUKAINKA, CAETaHHBIX aqMUHUCTpaTOpoM. OObIY-
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Hble 6a3bl JAHHBIX ONTUMHU3UPOBAHBI ISl JOCTYIA K GOJIBIIOMY 00beMy BO3MOXKHBIX
JAHHBIX 32 KOPOTKHI IPOMEKYTOK BPEMEHH.

* TTocKOIBKY AOCTYIT Ha 3aIKUCh MOXET OBITh BHITOJHEH B O'PAHHUYCHHOM BHUJIE, Cep-
BHC KaTaJIOrOB HCIIOJIL3YETCS MO OOJIbIIer YacTh JIIsl aJMUHUCTPUPOBAHNS HEU3-
MeHsIeMOH, cTaTiueckor nH(opmaruu. [Tpu pabote ¢ 4acTo MEHSIIOIUMUCS JaH-
HBIMH, 0OCOOCHHO C TAKUMU HaOOpaMH JJAHHBIX, KaK, HAIpuMep, OAHKOBCKHE cue-
Ta, COTJIACOBAHHOCTD IaHHBIX UMEET NepBOCTeNeHHOe 3HaueHne. Eciu cymma nosmk-
Ha ObITh BHIUTEHA U3 OIHOTO CUeTa JiJIs TOOABJIEHHs K IPyroMy, TO TaKue orepa-
LMY TOJKHBI IPOMCXOUTh OJHOBPEMEHHO, B TEUCHUE OJJHOU MPAH3AKUUU, ITOOBI
rapaHTHPOBATh KOPPEKTHOCTh MOTYYEHHBIX JAHHBIX. TpaguilMOHHbIE PEIISIIIMOH-
Hble 0a3bl JAHHBIX OOBIYHO UMEIOT OUEHD CHJILHBIA aKIEHT Ha LIEJOCTHOCTH JAHHBIX,
TaKOM Kak MOANEPKKA CChIJIOUHOM IeJIOCTHOCTH TpaH3akiuil. C IPyroil CTOPOHHI,
KPaTKOCPOYHbIE HECOOTBETCTBHUSI, Kak MpaBuiio, puemiemsl 1151 LDAP. Taxk, ya-
CTO HET HeOOXOJJMMOCTH B TAKUX JKECTKUX TPEOOBAHUM K COTIACOBAHHOCTH JTAHHBIX.

Jlu3aiin cepBuca Karanoros, kak LDAP, He noppasymeBaeT OAAEPKKU CJIOKHBIX MO-
IrdrKanyii 1 MEXaHN3MOB 3alpocoB. Bee mputokeHns, odpamiaiomiecs K SToMy
CEpBUCY, JOJIKHBI MOJTYYaTh JOCTYI K HYKHBIM JAHHBIM JIETKO U OBICTPO.

4.1 LDAP npotus NIS

Anmunuctpatopbl Unix-cUcTeM TPaaULMOHHO Hcnofb3yloT cepuc NIS (Network
Information Service, UHopManimoHHas ciyx0a ceTn) Ui pa3pelieHus UMeH U
MPeJOCTaBJIEHUs JaHHBIX MO ceT. JJaHHbIe KOH(UTypaluuu coaepxarcs B aid-

Jlax group, hosts, mail, netgroup, networks, passwd, printcap,
protocols, rpc M services B Karajore /et c, KOTOpble IPeJOCTaBIIAIOTCS
BCEM I10JIb30BATEIISIM B CeTH. DT (hailsibl MOTYT TIOJJICPIKUBAThCS €3 0COOBIX YCH-
JIMIA, TaK KaK OHU COCTOSIT U3 IPOCTOro TekcTa. O6paboTKa GOJBIIOrO KOJTMIeCTBa
JaHHBIX, OIHAKO, CTAHOBUTCS BCe OoJiee 1 OoJiee CIIOKHON U3-32 OTCYTCTBUS CTPYKTY-
pupoBanus. NIS paspadareBaics mist Unix miatdopM u, MOTOMY, HE OYeHb ITOJXO0-
JUT JJIs1 LEHTPAIU30BAHHOTO YIPAaBJICHUS B FETEPOr€HHBIX CETSIX.

B orimuue ot NIS, cepuc LDAP ne orpanuyen Tonbko cetsimu UNIX. CepBepbl
Windows (#auunas ¢ 2000) nonaepxusaior LDAP, kak cepsuc karanoros. [Ipuknan-
HblE 3aJja4H, OIMCAHHBIE BBIIIIE, TOMOJHUTEIBHO MOAAEPKUBAIOTCS B He-Unix ceTsx.

IMpunumn LDAP MoxeT ObITh IPUMEHEH K CTPYKTYpE JOOBIX JaHHBIX, KOTOPast MO-
KeT LEHTPAIM30BaHHO aMUHUCTPUPOBAThCs. IIpuMephl HECKOIbKUX MPUIIOKEHUIL:
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* IIpumeneHue B kauecTBe 3aMeHsbl cepBuca NIS
¢ [lepenanpasnenue moutsl (postfix, sendmail)

* AJpecHble KHUTH JIJIsI TAKUX TTOYTOBHIX KJIMEeHToB, kKak Mozilla, Evolution u
Outlook

* AJIMMHHCTPHPOBaHUE 30HbI, HATIUCAHHOM A1 cepBepa uMeH Bind9
* AyTteHTHUKaLus N0JIb30BaTENE COBMECTHO C Samba B reTEpOreHHBIX CeTSIX

DTOT CIUCOK MOXKeT OBbITh paciimpeH, mockoybky LDAP Gosiee ruOkas Belib, Yem
NIS. fIcHast nepapxudeckas CTpyKTypa obJerdaer aiMMHICTPUpOBaHUe OGOJIBIIOTO KO-
JIMYECTBA IAHHBIX, TAK KAK OHU MOTYT ObITh HAlJEHbl 3HAYUTEIBHO TIPOIIIE.

4.2 CTpyKTypa noepeBa KaTtanora
LDAP

Il jtydirero moHMMaHusl, kKak padoraer LDAP u kak XpaHATCS JaHHBIe, OYeHb Bak-
HO TIOHUMATh, KAKUM 00pa30M JIaHHBIE OPTaHN30BaHbI Ha CEpPBEpe M KaK 3Ta CTPYK-
Typa MMO3BOJISIET 00ECIIEUTh OBICTPHIN TOCTYIT K HEOOXOAUMBIM TaHHBIM. 1151 ycrem-
HOH ycTaHOBKU LDAP Heo6Xx0uMo 03HAKOMUTBCS C UCTIOIB3YEeMOI TepMHUHOJIOTH-
eil. Dta ceKUus NO3BOJSIET OHATh OCHOBHOW BBIBO/J IEpPEBa U OIUCHIBAET TEPMHUHO-
Joruio B KoHTeKcTe LDAP. DTy ceKlnio MOXHO MPOITYCTUTh, €CJIU Bl YK€ UMeeTe
HEeKoTopoe mpencrapienue o padote LDAP u mpocto XoTHTe HAyYUThCS YCTAaHOBKE
LDAP-okpyxenus B . IIpountaiite Paznen 4.3, «Kondurypuposanue cepsepa LDAP
¢ momoteio YaST» (ctp. 46) wm Paznen 4.7, «Kondurypamms cepepa LDAP
Bpy4HYy0O» (CTp. 66).

Karanor LDAP umeet cTpykTypy nepeBa. Bee 3amicy (Ha3biBaeMble 0ObEKTaMU) Ka-
TaJIOra UMEIOT OIpeleJIeHHYIO TO3ULIMIO B 3TOH Mepapxuu. DTa uepapxus Ha3plBaeTCs
Hugpopmayuonnvim depesom cnpasounuxa (DIT, Directory Information Tree). ITon-
HBII ITyTh K HEOOXOJMMOM 3aITUCH, KOTOPBIA OJTHO3HAYHO WACHTU(DULIMPYET ee, Ha3bl-
Baetcs xapaxmeproe ums (distinguished name) v DN. Exqunesliil y3en Booibs MyTH K
sToM 3anucu HasbiBaeTcs (relative distinguished name) nm RDN.

OTHoleHus 31eMeHToB B npeaenax aepeBa LDAP xopoio BugHb! Ha pucyHke Pucy-
HOK 4.1, «CtpykTrypa katanora LDAP» (ctp. 44).
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PucyHok 4.1 Cmpyxmypa kamanoea LDAP

dc=xample, dc=co

ou=devel ou=doc ou=it

cn=Tux Linux cn=Geeko Linux

[Nonnas quarpamMma sIBAsI€TCS] BHIMBIIIJIEHHBIM UH(OPMAIIMOHHBIM JIEPEBOM
Karayiora. Mi300paxeHsl 3aIiCcH Ha TpeTheM ypoBHe. Kaxnas 3ammch cooTBeT-
CTBYET OJHOMY IPSIMOYTOJIBHUKY Ha KapTuHke. [losHoe distinguished name
IUTSI BHIMBIIIIJIEHHOT O TTOJIb30BaTeNist Geeko Linux OyneT, B JaHHOM CITy-
yae, cn=Geeko Linux, ou=doc,dc=example, dc=com. OHO co3aeT-
ca nyteM godasieHnss RDN cn=Geeko Linux k DN npeapiaymei 3aniucu
ou=doc, dc=example, dc=com.

Turbsl 00beKTOB, KOTOpBIe XpaHsaTcst B DIT, B o01ieM cityyae onpeaesisioTes, Cleays
Cxeme (Schema). Tur oObekTa onpenensiercs kaaccom obwsekma (object class). Knacc
00beKTa OIpejieisieT, KaKrue CBOMCTBA CBA3aHHOrO 00BbEKTa JOKHBI MJIA MOTYT OBITh
HazHavyeHbl. Cxema, B CBOIO0 OUepe/ib, JOJDKHA CO/IEPKaTh OMpeAe/IeHrs BCEX KJIAaCCOB
00BbEKTa U CBOKCTBA, UCIOJB3YIOINECs B HY)KHOM MPHUKJIATHOM ciieHapuu. CyIiecTBy-
eT HeckoJibko o0mux cxeM (RFC 2252 u 2256). LDAP RFC onpenensior HecKOb-
KO HanOoJiee 4yacTo UCTIONb3yeMbIX cxeM (cM., Hanpumep, RFC4519). Kpowme toro,
CyIIeCTByeT MHOTO JIDYTHX cXeM (Hanpumep, 3amena Samba, NIS u 1.1.). [Ipu sTOM
MOKHO CAMOMY CO3J]aBaTh CXEMbI WJIH UCIIOJIb30BATh HECKOJIBKO AOMOIHSIONIUX JIPYT
Jpyra cxeMm (ecii 3To TpeOyeTcsl OKpYyKEeHHEM, B KOTOPOM OyJIeT SKCILTyaTHPOBATHCS
LDAP-cepsep).

B Tabnuia 4.1, «O01muii 670K UCIONB3yeMbIX KJIACCOB OOBEKTOB U

aTpuOyTOB» (CTP. 45) MOKa3aH HEOOJIBIION 0030p KJIACCOB OOBEKTA U3
core.schema u inetorgperson. schema, UCIOIL3YIONIMXCSA B IPUMEPE,
BKJTIOYAsT CBOVCTBA U NEHCTBUTENIHHBIC 3HAUCHUST CBOICTB.
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Tabnuua 4.1  O6wuii 610K UCNOABIYEMBIX KAACCOB 00BEKMO8 U ampudymos

Knacc 06bek- 3HaueHue Ipn- Heo6-
Ta Mep 3a- X011~
nmucH MbIe
CBOIi-
cTBa
dcObject domainComponent (AIMEHOBaH- example dc

HBIC KOMITOHCHTBI I[OMCHa)

organizationalUnit  organizationalUnit (opranu3a- doc ou
LMOHHAS eAMHUILIA)

inetOrgPerson inetOrgPerson (epcoHaJIbHbIE Geeko sn and
JIaHHBIE) Linux cn

B ITpumep 4.1, «Boigepxka u3 schema.core» (cTp. 45) nokaszaHa 4acTb U3 JUpPEK-
THUBBI CXEMBI C O0bSACHEHIAMHU.

Tpumep 4.1 Buvioepoicka uz schema.core

attributetype (2.5.4.11 NAME ( 'ou' 'organizationalUnitName') (1]
DESC 'RFC2256: organizational unit this object belongs to' (2]
SUP name ) (3]

objectclass ( 2.5.6.5 NAME 'organizationalUnit' (4]

DESC 'RFC2256: an organizational unit' (5]

SUP top STRUCTURAL (6

MUST ou @
MAY (userPassword $ searchGuide $ seeAlso $ businessCategory (8]
x121Address $ registeredAddress $ destinationIndicator
preferredDeliveryMethod $ telexNumber
teletexTerminalIldentifier $ telephoneNumber
internationaliSDNNumber $ facsimileTelephoneNumber
street $ postOfficeBox $ postalCode $ postalAddress
physicalDeliveryOfficeName
st $ 1 $ description) )

v v v n

Twur cBolicTBa organizationalUnitName W nepeaaHHbIH Kiacc 0ObeKTa
organizationalUnit B JaHHOM CiIy4ae ClyxKaT IIPUMEPOM.

LDAP — Cepsuc oupektopuii
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©  Uwms cBoiicTBa, ero yHuKanbHb OID (udenmugpuxamop ob6wsexma, object
identifier (ucppoBoii)) u aGOpeBUATypa CBOWCTBA.

®  Kpatkoe onmcanue cBoiictsa ¢ nomoiipio DESC. CooterctBytomuil RFC, Ha
KOTOPOM OCHOBaHO JJAHHOE OMpe/e/ieHNe, TAKXKe YIIOMUHAETCS B 9TOW CTPOKE.

©®  SUP ykasblBaeT Ha COIIOAYMHEHHBIN TUIl CBOICTBA, K KOTOPOMY NPUHAJIEKUT
3TO CBOMCTBO.

O  OrmnucaHue Kjacca 00bekTa organizationalUnit, Kak U B OMMMCAHUM CBOM-
crBa, ¢ OID u nMeHM Kjaacca 0ObeKTa.

O  Kparkoe omucaHue Kiacca 00beKTa.

O 3ammch SUP top yKasblBaloIIasi, 4TO ITOT KJIacC 0OBEKTAa HE 3aBUCHUT OT JIPYro-
ro KJjiacca 0ObeKTa.

© Haumnas ¢ MUST mepequcisiioTCst BCE THUIThI CBOWCTB, KOTOPBIE JIOJIKHBI UCIIOJTh-
30BaThCsA B CBSI3KE C OOBEKTOM THIIA organizationalUnit.

O HaumHas ¢ MAY NepeuncsIioTCs BCe THITHI CBOMCTB, KOTOPbIE TTO3BOJIEHO CBSI3bI-
BaTh C 9TUM KJIACCOM OOBEKTA.

OueHb XOpOHIUM BBEJCHUEM C OITUCAHUEM UCIIOJIb30BAHUA CXEM MOXHO HaWlTHU B J0o-

kyMmeHTauuu K openLDAP. ITocne ycraHoBKY, OHa AocTynHa B /usr/share/doc/
packages/openldap?2/guide/admin/guide.html.

4.3 KoHourypupoBaHue cepBepa
LDAP c nomowbio YaST

Ncnonpsyiite YaST ni1s nepBoHauanpbHoR HacTpoiiku cepBepa LDAP. Tunuunsle city-
Yau ucnosib3oBaHus cepBepoB LDAP BmovaioT B ce0s: yrpaBieHre akkayHTaMu
I0JIb30BaTeNIeN U 3alaHre HacTpoek nouTkl, cepepos DNS nu DHCP.
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PucyHok 4.2 YaST: Hacmpoiika cepsepa LDAP

ﬂ LDAP Server Configuration
With Start LDAP Server Yes or No, start or stop the LDAP server. more

Firewall Details
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PucyHok 4.3 YaST: Cepsep LDAP — Hoeasi 6aza darimwix

@ New Database
= Choose the Database from hdb and hdh. more

Basic Database Settings
Database Type:

hdb v
Base DN

|dc:examnle‘d:=cam

Administrator DN

LDAP Administrator Password

Validate Password,

Database Directory:

| Browse

[ Use this datahase as the default for OpenLDAP clients

Help Cancel Back | Next |

s ycraHoBku cepsepa LDAP jyist yripaBiieHUsI akKayHTaMH T10JIb30BaTelIeH, oTpe-
OyeTcsl yCTaHOBUTD MakeTHl yast2—-1ldap-server u openldap?2. Chnenaiite cie-
ayloriee:

1 3amyctute YaST ot umenu root u BeGepure Cemegvie cayawcovt > Cepeep LDAP,
YTOOBI BBI3BATH JUAJIOT [IEPBOHAYAIBHON HACTPOUKH.

2 3apaiite mapametpsl Baiero LDAP-cepeepa B paszene Obuyue nacmpotiku (Mx
MOXHO OyIeT U3MEeHUTh no3aHee) — cM. PucyHok 4.2, «YaST: Hacrpoiika cepeepa
LDAP» (ctp. 47):

2a Vkaxurte HEOOXOAUMOCTh aBTOMAaTHUeCKOro 3amycka LDAP-cepeepa Bo
BpeMsI 3arpy3KHU CHCTEMBI.

2b Eciu Heobxoaumo, urods cepeep LDAP nipeocTapiisii cBou BOZMOXKXHOCTH
yepe3 SLP, BeiGepure Pezucmpuposamocs 6 demone SLP.

2c¢ 3Bapaiire Hacmpoiiku 6panomayspa.

2d Haxwmure Janee.
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3 BuiGepure Tin cepepa: 000coOIEHHBIN cepBep, OCHOBHOM CepBep peIlIMKaliu
WU BTOPHYHBINA cepBep.

4 BriGepure onmmu 6e3onacHoctd (Hacmpotixu TLS).

Crporo pekomenayercst Bxawouums TLS. [JononHUTENbHYI0 MHGOPMALIUIO CM. B
[ar 4 (ctp. 51).

NMPEAYNPEXAOEHUE: LLncdposaHne naponen

AkTrBaums TLS obecneumBaeT wmdppoBaHre Nponei nepenaBaemblx no
ceTn. Ecnun ata onupms He akTuBHA, TO Naponu 6ynyT nepenasatbCst B HE
3awngopoBaHHOM BUAE.

Tak e paccMOTpUTE BO3MOXHOCTh IpUMeHeHwHs1 cepTrdukaTtoB u SSL.
5 Tlonreepaute OcrogHble Hacmpoiiku 6azel dannvlx BBeas Ilaponrs admunucmpa-
mopa LDAP u naxwmure Jansee — cM. PucyHok 4.2, «YaST: Hacrpoiika cepsepa

LDAP» (ctp. 47).

6 IIpoeepbre Hmoz nacmpoiixu cepsepa LDAP v Haxmute I omoeo, 4To0bl 3aKpbITh
MacTep HaCTPOUKHU.
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PucyHok 4.4 YaST: Hacmpoiika cepsepa LDAP

[@ LDAP Server Configuration

Select Yes if the LDAP server should be started automatically as part of the boot process. more

Startup Configuration Start LDAP Server

= Global Settings No

P Databases

Log Level Settings O Yes
Allow/Disallow Features
TLS Settings

Schema Files

Register at an SLP Dasmon

Protocol Listeners
€ LDAP

LDAP over SSL (ldaps)
[ LDAE over IPC (Idapi)

Firewall Settings
[ Open Port in Eirewall Firewall Details...

Firewall port is open on all interfaces

L ___E

Help Cancel oK

Ijist U3MeHeHus1 mapaMeTpoB KoHgurypaiuu 3amyctute moaysis Cepsep LDAP u B
NeBoii maHenw BeiOepute Obugue Hacmpotiku, 9TOOBI IEPEHTH K TOMY MOAITYHKTY —
cM. PucyHok 4.4, «YaST: Hacrpoiika cepsepa LDAP» (ctp. 50):

1

HMoanyukT Hacmpoiiku yposisi dcypHana NO3BOJISET HACTPOUTh YPOBEHb PETHCTPH-
PYEMBIX B XypHaJie cOOBITUH (ypoBeHb MopodHocTH) cepBepa LDAP. [lobaBbte
WM yOaJIATe U3 Mpeonpee/IeHHOro CIUCKa MapaMeTphl BEICHUS KypHasa B CO-
OTBETCTBUH C BaIIMMHU NOTpeOHOCTAMU. YeM Oouibinie onmumid OyaeT BKII0YEHO, TeEM
OpicTpee OyayT pa3pactaThest JOr-haiiibl.

VKaxuTe Kakue TUIbl COeJUHEHUI CepBePY pa3pelleHo NpUuHUMaTh B Paspe-
wiumu/3anpemums 603modicHocmu. Cpeayu HUX:

3anpock cBs3u LDAPv2
STa onuys MO3BOJISIET 3apockl Ha coenuHerne (bind requests) OT KJIIMEHTOB,
UCIIOJIB3YIOIIMX MpebIIylylo Bepculo mpoTokosa (LDAPvV2).

AHOHMMHasl CBS3b [IPU HEMYCThIX PEKBU3UTAX JIOCTYNA
O6sr4HO cepeep LDAP 3anpemniaeT mo0ble HOMBITKY ayTEeHTU(DUKALMY C ITY-
CTBHIMM peructpanoHHbiMu fanabpiMu (DN wim napoiis). BkimodeHue 31oit on-
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1IUM, OJJHAKO, JieJlaeT BO3MOKHBIM CoeMHeHue ¢ aposem u 6e3 DN s ycra-
HOBKHM aHOHMMHOT'O COE€IMHEHUSI.

He npomenimas ayrentuduxanuio cBA3b npu Hermyctom DN
BrxumovyeHne 3Toi onmyy AenaeT BO3MOXKHBIM coe/IHeHNe 0e3 ayTeHTH(HKa-
1K (AHOHUMHO), uctonb3ys DN, Ho 6e3 maposis.

HeayrenTrduimpoBanHsie onepanuy 0OHOBICHUS U1 00pabOTKU
BkuioueHue 3Toit onimy NO3BOJISIET /IeaTh HeayTeHTU(UIIMPOBAHHbIE (aHO-
HUMHBIe) Moaudukauuu. Joctyn orpanuuuBaercs corinacHo ACL u npyrumu
IIpaBUJIaMHU.

3 Paspewumsb/3anpemums 603MONMCHOCTU TAKKE TIO3BOJISIET YCTAHOBUTH (pI1aru cep-
Bepa. Cpeau Hux:

3anpeTuTh NpUEM aHOHUMHBIX 3aITPOCOB CBSI3U
Cepgep 6outbiiie
He Oy/ieT MPUHUMATh AHOHUMHBIE COeIMHEeHUs. 3aMeThTe, UTO TO He 3arpe-
aeT aHOHUMHBIN
JIOCTYTI K KaTaJoraM.

OrkimounTs ayreHTUduKanmio Simple Bind
IMonnoe otkmouenue ayreHTudukauuu Simple Bind.

OTKJIIOYHTH TIEPEBOJ] CECCHU B AHOHUMHOE COCTOSIHUE TIepe]] OTeparfsiMu
StartTLS
Cepgep 6outbilie He OyJeT NIPUHYIUTEILHO IEPEBOAUTD Ay TeHTU(UIMPOBAaH-
HOE COeIMHEHNe 0OPaTHO B aHOHUMHOE COCTOSTHHE TIPH TIOTyYeHUH OTepallii
StartTLS.

3anperuts StartTLS, eciu ayTeHTU(UIIMPOBAHO
Cepsep OyaeT oTKJIOHATH onepauuio StartTLS a1 yxe ayTeHTH(hHLIIpPOBaH-
HBIX COeTMHEHUI.

4 ]1ns1 HacTpO#KK OE30MaCHOTO COSAMHEHHUsT MEX/1y KIIMEHTOM U CepBepOM Mepeiiy-
Te K nognyHKTy Hacmpouiku TLS:

4a Ormerbre Brarouume TLS nnst aktuBaimy mmgpoBaHUs 110 TPOTOKOJIAM
TLS u SSL K/IMeHT-cepBepHbIX COeJUHEHU.

4b Haxwure Hunopm cepmugpuxama, 9To0bl yKa3aTh TOUHBIH MyTh €r0 PacIio-
JIOKEHWS VI aKTUBUPYUTE Hcnoavzosame obuuli cepmugpuxam cepeepa.
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Ecmm nyHkT Hcnoav3osamv obuuii cepmugbuxam cepsepa He HOCTYTICH, TaK
Kak cepTu(UKaT He ObLT CO3[aH BO BpeMs YCTAaHOBKH, TO HAUKMHUTE 3any-
cmums mooyae ynpasaenus CA. JonoaHUTebHYI0 HHpOpMAIHIO cM. B Paz-
nein 15.2, «YaST Modules for CA Management» (ctp. 208).

Brmounts haiin cxembl B KOH(UTYpAIMU cepBepa MOKHO BHIOPAB MOMIYHKT Paiiib
cxem B JIeBOM yacTu auanora. [lo ymomuanwio yka3zaHHabie (pailyibl CXeMbl OTHOCATCS K
cepBepy, siBisaoriemMycst 111 YaST MCTOUHMKOM JaHHBIX 00 YYETHBIX 3aIHCSX MOJIb-
30BaTesIe.

YaST noanepxuBaet TpaAuMOHHbIE (hallibl cxeM (Kak MpaBuiIo, C UMEHEM, 3aKaH4H-
BaommMcs Ha . schema) win LDIF-gaiins conepxaiue onucanue cxemsl B LDIF
¢opmare OpenLDAP.

PucyHok 4.5 YaST: Cepsep LDAP — Hacmpoiika 6a3vl Oanvix

@ LDAP Server Configuration

You can see a list of configured databases. more

Startup Configuration Suffix DN Database typs
= Global Settings

Log Level Settings cn=caonfig config

de=example dc=com  hdb

Allow/Disallow Features
TLS Settings
Schema Files

=

> (frontend)
I en=config (config)

[ de=example,de=com (h

i Add Database Delete Database

Help Cancel oK

UroOsl HacTpouTh Oa3bl JaHHBIX Baniero LDAP-cepBepa, nmpojenaiite cieaymoinee:

1 BriGepure nyHKT basbl Oartbix B JIEBOW YaCTH AUAIIOTA.

2 Haxwure Jobasums 6a3y oanmbix, 4TOOB JOOABUTH Oa3y HaHHBIX.
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3 Baeaure HEOOXOAUMBIE JAHHEIE:

Ocnoenoii DN
Beenure ocHoBHO# DN Batero cepsepa LDAP.

DN aomunucmpamopa
Vkaxure DN agMuHicTpaTOpa oTBEYaloIero 3a 31oT cepsep. Eciu BoiOpaTh
obasumu d6azosviti DN, TO TOCTATOYHO YKa3aTh TOJBKO Cn aJJMHHUCTPATOPA
— CHCTEMa MOJXBATUT OCTAJIbHbIE 3HAUEHHS] aBTOMATHUYECKHU.

[Maposnb agmunucTpatopa LDAP
Beenure maposb aqMuHECTpaTopa 6a3bl JTAHHBIX.

Hcnonb30Bath 3Ty 6a3y JaHHBIX 110 YMOTUYaHUIO 115 KireHToB OpenLDAP
BriGepurte 3Ty OMIIMIO, €U HYKHO.

4 B cJIeayoumem quajiore 33.)13171T€ napaMeTpbl peIIMKalluU.

5 B criepyromeM nuasore BKIIOYATE BO3MOKHOCTD TIOJIUTHUK MAPOJIel T odecnede-
HUS IOTIOJTHUTEILHON Oe30macHocTH ist cepepa LDAP:

5a Bribepure Braouums noaumuky naponeti, 9005l 3a1aTh TOJMTAKY IS T1a-
poJiei.

5b Axrusupyiite Xsuuposame mexcmogvie napoi, 9To0bl IpH U3MEHEHUH
WM CO3[IaHUM MapoJisl, €ro MPeICTaBJIeHHUE B OTKPHITOM BHJE X3IIMPOBa-
JICh TIepe]] 3aIiChI0 B 023y TaHHBIX.

5¢ IlyHKT Buisieums cocmosinue "Yuémnas 3anuce 3a010kuposana’ odecriedn-
BaeT BHIBOJI COOTBETCTBYIOIIETO coOOITeHre 00 OIMMOKe 1Isl 3aIIPOCOB K 3a-
OJIOKMPOBAHHBIM aKKAYHTAM.

NMPEAYNPEXOEHUE: BnokupoBaHue y4eTHbIX 3anucein B
cpenax ¢ NoBbiLLEeHHbIMM TpeboBaHUAMM K 6e30MnacHOCTH

He ncnonb3yiite onuuio BoeisBute coctosiHne "YuéTHas 3anuch 3a-
6/10kMpoBaHa", ecnu Balle oKpyXXeHve UMeeT NoBbIlWeHHbIe Tpebo-
BaHUs K 6e30MacHOCTY, MOTOMY YTO CoobLIeHMe «Y4YETHAs 3anmchb
3a6510KMpoBaHa» NPenoCTaBNsSeT BaxXHYO C TOUKW 3peHunsi be3onac-
HOCTW MHpOPMaLMIO, KOTOPas MOXET 3KCryaTMpoBaTbCs MNOTEHLM-
aNbHbIMY 3/10YMbILUIEHHNKAMM.
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5d Beeaure DN 00bekTa MOJUTUKY 110 yMo TdaHuio. [Iiist ucnonb3osanust DN,
OTJIMYHOIO OT MpeIokeHHoro YaST, yKaxure 31ech HyKHOE 3HaYEHHE.
WHave NPUHUMAIOTCS 3HAYEHUS, YCTAHOBJICHHBIE 110 YMOJIYaHHIO.

6 3aeepumte KoHpUrypupoBaHue Oa3bl JaHHBIX, HAXAaB I 0Mogo.

Eciu nonutuku napoJieit He ObUTH BHIOMPAIH, TO CEPBEP, B IAHHBIA MOMEHT, FOTOB K
3amycKy. B mpoTuBHOM citydae, IpoJoIIKUTe KOH(UTYPUPOBAHUE TIOJIUTUK TAPOJISH.
Ecnu 6b11 BHIOpaH OOBEKT MOJIMTUKH NIAPOJICH, KOTOPOTO He CyIlecTByeT, To YaST co-
3[aCT ero:

1 Bsegure naposs cepepa LDAP. B HaBuranmoHHo# nanenu Huke bazvl Oanmwix
OTKpOWTEe OOBEKT Balllel 6a3bl M aKTUBUPYHTE YHKT Hacmpoiika noaumuku napo-
1.

2 Vo6enutech, 9TO MYHKT BrAiouunis noaumuky naposeii akTABUPOBaH. 3aTeM Ha-
KMHUTE Pedaxmuposane noaumuxy.

3 Cdopmupyiite NOMUTHKY U3MEHEHHSI TAPOJIEH:

3a Onpepenute KOIMYECTBO MAPONIeH, XpaHsAIMXcs B uctopun. CoxpaHeHHbIe
NapoJjiy He MOTYT UCHOJIb30BaThCS MOJIb30BATENIEM HECKOJIBKO Pas.

3b Onpegenure, GyayT Ju MOJB30BATENN UMETH BO3MOKHOCTh MEHSITh CBOM Ia-
posu 1 OyZeT M MM HYKHO 33/1aTh HOBHIM MApoJib, ITOCTIE ero copoca aaMu-
HUCTPaTOpOM. JJONOTHUTENILHO, TIPH U3MEHEHUH MAapOJIsi MOKHO 3aTpedo-
BaThb BBOJI CTApPOro NapoJis.

3¢ Ompenenute, KaKyio CJIOKHOCTb I0JIKEH UMETh MApOJib. 3a1aeTCs1 MUHHU-
MaJIbHAsI UTMHA, MEHbIIIe KOTOPOi aposis He puHuMaetcsi. Ecin BoiOpa-
HO [Ipunumamo He npoeepsiemvle napou, TO NOJIb30BATENN CMOTYT UCHOJb-
30BaTh 3alllM(pPpOBaHHbIE IAPOJIM, HO B 3TOM Cllyyae UX IPOBEpPKa HE MOXKET
ObITh BBITIONTHEHA. Eciu BEIOpaHo [Ipunumams moavko npogeperHuvle napo-
/U, TO IAPOIJIH, HE YIOBJIETBOPSIOIINE BCEM KPUTEPHAM CIIOKHOCTH, Oy Iy T
OTKJIOHSTBCS.

4 Ormpenenute TOIUTHKY YCTapEBaHUS MAPOJICSH:

4a Onpenennte MUHAMAIBHBIA CPOK AECTBUS MApOJiel (BpeMsi, KOTOPOe TOJIK-
HO TIPOMTH JI0 TIOSIBJIEHUSI BOZMOKHOCTH U3MEHUTD TEKYIIUI Mapoiib) U
MaKCHUMaJIbHBIA BO3pacT Maposl.
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4b Onpeaenure BpeMEHHON MPOMEKYTOK UCIIOJIb3YEMBIH [JIs1 BBIBOJA [TPE/LY-
MpeXIeHNs O MCTEUCHNH BPEMEHH JeHCTBI MapoJis rmepes ero (hakTude-
CKUM yCTapeBaHUEM.

4c YcraHOBUTE KOJIMYECTBO BHIBOJUMbIX IPEIYIPEXICHUI 00 OKOHYaHUU CPO-
Ka JIeficTBUs apoJisl epe]] TeM, KaK OH CTaHET HeJleCTBUTE IbHbIM.

5 Onpenenvte MOIUTUKY OIOKHPOBOK:

5a Paspemmre 6IO0KMPOBKY Maposel.

5b VkakwuTe KOJIMYECTBO HEYIAUYHBIX TIOMBITOK, IO UCYEPIAHUU KOTOPBIX T1a-
POJIB GIIOKHUpPYETCS.

5Cc Vxkaxwure, Ha Kakoe BpeMs OyIeT OJIOKHPOBATHCS MAPOIh.

5d Vkaxure, kak JOJIro HeyauHble MOMBITKY BBOJIA HapoJieil OyayT XpaHUThCs
B K3IIE.

6 CoxpaHuTe c/ieNaHHble HACTPOMKY MOJMTHUK naposieit, Haxas OK.

YroOBl OTpelaKTUPOBATh paHee CO3aHHy0 0a3y JaHHbBIX, BeiOepute ee DN B nepese
cneBa. B npaBoii yactu okHa, YaST mokaxkeTr Auaior, MoJoOHBIA TOMY, KOTOPBIA HC-
MOJIb30BaJICS TIPU CO3J]AHUHM HOBOH 0a3bl TAHHBIX (C TJIABHBIM OTJIMYMEM B TOM, YTO 3a-
MUch OCHOBHOro DN HeaKkTHBHA M HE MOXKET OBbITh M3MEHEHA).

IMocrne Toro, Kak Bce HEOOXOANMBIE HACTPOMKH B KOH(uUryparmio ceppepa LDAP Oy-
IyT BHeceHbl, Haxmute I 'omogo. Bam cepBep LDAP rotop k padote. 111 TOHKOM Ha-
CTPOWKHU UCIIOJIb3YITE MEXaHU3M AUHaMHUUYecKoro koHpurypuposanus OpenLDAP.

Mexanu3m auHamuyeckoro koHpurypuposanus OpenLDAP xpanut HacTpoiiku B ca-
Mot 6a3e naHabix LDAP. OHa cocrout u3 Habopa . 1dif aiinos B katanore /etc/
openldap/slapd.d. Joctyna kK 3TuM (aityiam Hanpsmylo He TpeOyercs. s no-
CTyIIa K HACTPOMKaM MOHO Bocrosb3oBathcs MoayJieM YaST Cepsep LDAP (maker
yvast2-ldap-server) umm kmeHtoM LDAP ¢ nomomeio komana: 1dapmodi fy
wm ldapsearch. [JonorHuTeNpHYI0 HHPOPMAIHIO 00 STOM MeXaHn3Me cM. B Pyko-
BozcTBe agMuHucTparopa OpenLDAP.
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4.4 KoHdourypupoBaHue KJIMeHTa
LDAP c nomowbio YaST

YaST Bkimouaer B cebst MOIYJIb sl YCTAHOBKY YIIPABJICHIS MTOJIb30BATESIME Yepes3

LDAP. Ecnu T2 BO3MOKHOCTb He ObliIa BBIOpaHa BO BpeMsl YCTAHOBKH, TO 3aITyCTH-

TEe MOAYJb, BEIOpaB Cemesvie cayicovl > Kauenm LDAP. YaST aBTOMaTHUeCcKu mpo-
u3BeeT usmenenus st PAM u NSS, neo6xoaumebie a1t LDAP, u yctaHOBUT HE0O-
xoaumsle aitnbl. [Ipocto noakounTe KIMeHTa K cepeepy U mycts YaST ympasiser
nosik3oBaTesisiMu yepe3 LDAP. Dtu pevictBus onucansl B Paznen 4.4.1, «Crangapt-

Has MPoleAypa HACTPOrKm» (cTp. 56).

Ucnonsayiite Kimment LDAP nst nocnenyromero 3a1anus HacTpoek B Moayisix YaST
10 HACTPO¥Ke rpynm U noJb3oBareseil. Ciofa OTHOCUTCS 3aJJaHie HACTPOEK M0 YMOJI-
YaHUIO 1151 HOBBIX MOJIb30BAaTeJIed U TPYIII, a TAKKe KOJIMYECTBO M XapaKTep aTpudy-
TOB, HA3HAYEHHBIX MOJIb30BATENIO WM TPyMIe. Y paBieHUe Moab30BaTesIMU Yepes
LDAP no3BomsieT IprMeHTh ropaso 0oJblile aTPHOYTOB K MOJIb30BATENSIM U TPYII-
raM, 4eM TpaJUuLIMOHHbIE peleHus. DTo onucaHo B Paznen 4.4.2, «Kondurypuposa-
Hue monyned YaST yrnpaieHus nojb30BaTessiMU U rpynnamu» (cTp. 60).

4.4.1 CtaHpapTHas npoueanypa
HaCTPOUKMU

CranpapTabiid auasor HacTpouku kiavieHta LDAP (cm. Pucynoxk 4.6, «YaST: Kondu-
rypauus kiuenta LDAP» (ctp. 57)) oTkpbiBaeTcs BO BpeMs YCTaHOBKM, €CJIU BbI-
OpaHo ympaBiieHue mojb3oBatessmu dyepe3 LDAP wmn eci BRIOpaTh Cemegole cayoic-
ovt > Kauenm LDAP B llentpe ynpasneHus: YaST Bo Bpems yCTaHOBKU.
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PucyHok 4.6 YaST: Kongpueypauus xauernma LDAP

® LDAP Client Configuration

Here, your machine can be set up as an LDAP client. more

User Authentication
Do Mot Use LDAFP
© |Use LDAP|
Use LDAP but Disable Logins

LDAP Client

Addresses of LDAP Servers:
[192.188.1.113 | | Find

LDAP Base DN

‘d:=exanwp\e.dc::onw ‘ Fetch DN

Secure Connection
E LDAP TLS/SSL Download CA Certificate

[ Start Automounter

Create Home Directory on Login

Advanced Configuration.
Help Cancel oK

Jns ayreHTUUKaMK U yIpaBJieHus noib3oareneil yepes cepsep OpenLDAP BbI-
MOJIHUTE CJIEYIOUINE JEeUCTBUS:

1 Haxwmure Hcnoavzosame LDAP, nis akTuBaiuy apTopusanuu yepe3 LDAP. Boi-
6epure HUcnoavzosame LDAP, no omkaiouums 6xo0 6 cucmemy, €Cv HyXKHO HC-
nosib30BaTh LDAP 1151 mpoBepku MOAJIMHHOCTH, HO, TIPH 3TOM, APYyTHE MOJIb30Ba-
TEJIM HE MOIJIM aBTOPU3UPOBATHCA YePe3 STOT KIIMUEHT.

2 Bsemure IP-aapec ucnions3yemoro cepsepa LDAP.

3 Bsenure Bazoswiii DN LDAP st BeiGopa 6a3bl morcka Ha cepBepe LDAP. [Ina
nonyueHust 6azoporo DN aBTomMatnuecku Haxmute 3anpoc DN. Tlocne sToro
YaST nposeput kaxaywo 6a3y qanasix LDAP Ha cepBepa, ykazaHHOM Bbiitie. Bbl-
Oepure HeoOXoauMBIiA 6a30BbI DN U3 pe3yapTaToB MOMCKA, TPEAOCTABICHHBIX
YaST.

4 Ecmu cepBep TpeOyeT, 4ToObI COEAMHEHNE 3aIUInaiochk ¢ momonipio TLS i SSL,

to BeiOepute LDAP TLS/SSL. Haxwmure 3azpysums cepmucpuxam CA, 4TOOH 3a-
rpy3uthb ceptudukat B PEM-dopmare no ykazanaomy URL.
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5 Buibepurte 3anycmumo automounter isi MOHTUPOBaHUsI YIAJIEHHBIX IUPEKTOPHI
Ha KJIMeHTe, Takne KaKk BHEIHUH Katajior /home.

6 BuiGepure Cozdams 0oMauHUil KAmanoz npu 6xode 6 cucmemy Jjist aBToMatrde-
CKOI'O CO3[aHusI JOMAIITHETO KaTajiora MoJib30BaTeIs IIPH IIEPBOM BXOJIE B CHCTe-

My.

7 Haxwmute OK, 94T0OBI IPUMEHHUTH HACTPONKH.

711 u3MeHeHus IaHHBIX Ha CEpBep, B KAUeCTBE aIMUHUCTPATOPa, HAXMUTE JJonoanu-
meavhas nacmpotika. Clienyioliee IMaoroBoe OKHO pa3esiecHo Ha ABe BKIAAKHA. CM.
Pucynok 4.7, «YaST: [JononHnutenbHas HacTporka» (ctp. 58).

PucyHok 4.7 YaST: /lonoanumenvHasi HACMpoKa

® Advanced Configuration

Specify the search bases to use for specific maps (users, passwords, and groups) if they are different from the b... more

Client Settings | Administration Settings
Naming Contexts

User Map:

|dc=example‘dc=cnm | Browse

Password Map:

|dc=example‘dc=cnm | Browse

Group Map:

|dc=example‘dc=cnm | Browse

Password Change Protocol

‘exup v

Group Member Attribute:

member v

Certificate Directory: CA Certificate File

Browse Browse

LDAP Version 2

Help Cancel oK

1 Ha siaake Hacmpoiiku kauenma A3MEHATE CIEAYIONINE apaMETPhI, €CIIA 3TO
HEOOXOIUMO:

1a Eciu 6a3a nmoucka /uis MOJb30BaTEN e, MapoIeil U IPYIIT OTIMYAeTCs OT
ri06apHOM 6a3bl MTOUCKA, YKa3aHHOU B bazoewiii DN LDAP, BBeauTe HYX-
Hble 3HaUeHus B Omobpadicerue noavioeameneil, Omoopadicenue napoaeti u
Omobpadicenue zpynn.

58 PykoBoacteo no 6e3onacHoCcTu



1b

1c

1d

1e

Vkaxure IPOTOKOJI UCHOJIb3YEMBbIH /17151 cMeHbl TapoJid. CTaHAapTHBIA Me-
TOJI, KOTOPBII UCHOJIB3YETCs TI0 YMOIYAHUI0 — CTypt — HCIOIB3YITCA
X3I1IU [apoJiel, co3aanHbie crypt. 3a 0osee noapodHo uHpopmaimei 06
STOM M JPYTHUX OIIHUAX 0OpaTUTECh K man-cTpaHule pam_ldap.

Vxaxwure rpynny LDAP, kotopast 6yaeT UCIoNb30BaThCst B Ampubym une-
Ha zpynnvl. 3HaUYEHUE 110 YMOIYaHUI0 — member.

Ecmu n1s mpoBepku cepTudukaTa TpeOyeTcs 3alUIIEHHOe COSAUHEHUE, TO
yKaxuTe ero pacnosnoxenue B PEM-popmate B Daiin cepmugpuxama CA.
Nnm ykaxure KaTayior ¢ cepTuduKaToM.

Ecmu cepsep LDAP no npexxnemy ucnonszyer LDAPV2, To ykaxure uc-
TIOJIb30BaTh 3Ty BEPCHI0 TPOTOKOJIa BhIOpaB LDAP Bepcusi 2.

2 B Hacmpoiiku admunucmpamopa A3MEHUTE CIeyoIye apaMeTpsbl:

2a

2b

2c

2d

2e

VYcranoBute 6a3y A1 XpaHEeHUs JaHHBIX YIIPABJICHUS MTOJIb30BATEISMH Ue-
pe3 Ocrosroti DN nacmpoexk.

Beenure coorBercTBYyIOIIEe 3HaUeHUE 1151 DN admunucmpamo-

pa. O1o DN o/xHO OBITh UAEHTUYHO 3HAYEHUI0 rootdn, YKa3aH-

HOMY B /etc/openldap/slapd.conf, 4ToObl JaTh BOZMOX-

HOCTb TIPOCTBIM TIOJIH30BATENISIM MaHUITYJIMPOBATh JAHHBIMU, X PaHSI-
mmmucs Ha cepsepe LDAP. Beenure nonnoe umsa DN (anpumep,
cn=Administrator, dc=example, dc=com) WM aKTUBUpYiiTe Jo-
basasmo ocHoeHolt DN, uto0sl ocHOoBHOM DN aBTOMaTHUeCKH 10OABIIUICA
npu BBoge cn=Administrator.

OtmetsTe Cozdams KoHPUYpayUOHHbIE 00BEKMbL NO YMOAUAHUIO TJTS CO-
3[aHUST OCHOBHBIX O0BEKTOB KOH(MUTYPAITK Ha CepBEpe, YTOOBI Pa3pelnTh
yIpaBJieHHe MoJyib3oBaTensiMu yepe3 LDAP.

Ecnmm xnmeHTcKas MalidHa JOJDKHA CJIIY)KHUTb q)aﬁHOBLIM CEPBEPOM JIA OO-
MAIITHUX KaTaJIoroB IMOJIb30BaTenei CETHU, TO OTMETHTEC ﬂOMaM/tHME Kamano-

2U HA 3MOU MAUUHE.

Ucnoneayiite pazaen [loaumuka napoas s BHIOOpa, 100aBIeHNs, N3MEHe-
HUS WIN yIAJIeHUS] TApaMeTPOB HACTPOMKH HUCTIONB3YIOIIUXCS TIOUTHK Ta-
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poaeit. Kondurypanus nonutuky naposieii ¢ nomonipio YaST siBasiercs ofi-
HOW 13 yacteil yctaHoBku cepBepa LDAP.

2f Haxwure OK, 4to0s! BHIATH U3 Jonoanumenstas Hacmpoiika, 3atem I o-
M0G0 JUIs TIPUHATUS HACTPOEK.

HUcnonwiyiite Hacmpotixa napamempos ynpagreHus noAb308amensimu Ijisl peJakTu-
poBaHus 3anmcedt Ha cepBepe LDAP. JlocTyn kK MOIyIIsAM KOH(PUTYPAIX TIPEJOCTaB-
ngercd corslacHo ACL u ACI, HaxondmmMces Ha cepsepe. Crenyiite yka3aHUAM ONU-
canabM B Paznen 4.4.2, «Koudurypupoanue momyneit YaST ynpaBieHus OJb30Ba-
TeJIAMU U rpynnamu» (crp. 60).

4.4.2 KoHdpurypupoBaHue monynen
YaST ynpaBneHusi NoNb30BaTeNsiMn "
rpynnamm

Ucnonszyiite YaST Kimment LDAP nns agantanmy MoayJisl yripaBieHus MOJIb30Ba-
TEJISIMU ¥ TPYIIIAMHU ¥ PaCIIMpeHus UX 1o Heooxoxumoctr. OrpenenuTe madioH co
3HAYEHUSIMH 10 YMOTYAHHIO [JIs1 KOHKPETHBIX aTpUOyTOB, YTOOHI CAENATh MPOLEY-
PY perucTpanio JaHHeIX Oojee mpoctoi. [IpegHacTpoiiky, cienaHHble 31eCh, XpaHsIT-
cs, kKak 00bekThl LDAP B katanore LDAP. Peructpanus qaHHbIX TIOIb30BaTeNen CO-
BEpIIIAETCS C TOMOIIBIO OOBYHBIX Moay el YaST [uist yrpaBieHUs OIb30BaTEISIMU 1
rpyInmnamu. 3aperucTpupoBaHHbIC JaHHbIE XpaHATCs B Biae o0bekToB LDAP Ha cep-
BEpe.
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PucyHok 4.8 YaST: Kongpueypauus mody.aeii

@ Module Configuration

Here, manage the configuration stored in LDAP directory. more

Configuration Module:

userConfig hd Mew | Delete

Attribute Value

suseDefaultBase ou=people dc=example, de=com

suseDefaultTemplate cn=usertemplate ou=ldapconfig,de=example dc=com
suseMapAttribute

suseMaxPasswordLength 8

suseMaxUnigueld 60000

suseMinPasswordLength 5

suseMinUniqueld 1000

suseNextUniqueld 1000

susePasswordHash CRYPT

suseSearchFilter objectClass=posixAccount

suseSkelDir letc/skel

Edit Configure Template

Help Cancel oK

Huanor koHpurypauuu monyneit (Pucynok 4.8, «YaST: Kondurypauus

MoyJiei» (ctp. 61)) MO3BOJIAET CO3AATh HOBBIE MOJIYJIM, BEIOUPATh ¥ MOANUDHUIIH-
POBATh ykKe CYHIeCTBYIOIIHE MOIYJIH, a TAKKE CO30aBaTh M U3MEHSITh IAOJIOHHI 17151
TaKUX MOAYJIEH.

J71s1 co3aaHuss HOBOTO MOJyJIsl KOH(PUTYpAIUY MpoJiesiaiiTe Ceayoliee:

1 B Hacmpoiika kauenma LDAP Haxvute Jonoanumenvias HAcmpouikda, 3aTeM OT-
Kpoiite BkIaaky Hacmpoiiku aomunucmpamopa. Haxmure Hacmpoiika napamvem-
P08 YnpasaeHus NoAb308aMeAsiMU N YKaKUTe ToJHoMouus cepBepa LDAP.

2 Haxwmure Cozdame v BHIOEpUTE THIT CO3AaBAEMOro MoayJisi. s Moayiist KoHgury-
paru mostb3oBartens Bedepute suseUserConfiguration, a uia KoHpUrypa-
uuuy rpynmnsl — suseGroupConfiguration.

3 Vkaxwure ums HOBOro mabioHa (Harpumep, userConfig). 3aTeM comepKUMOe

6yz[eT BBIBE€ICHO B BUJE Ta6J'II/ILIbI C MEPEIYNCIICHUEM BCEX anI/I6YTOB, Pa3pCHICHHbIX
B 3TOM MOAYyJi€, C YCTaHOBJIECHHBIMU UM 3HAYCHUSAMU.
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4 OcraBbTe NpeyCTaHOBJICHHbIC 3HAYCHHsI WM YKaKUTE COOCTBEHHbIE BHIOPAB CO-
OTBETCTBYIOLINI aTpuOyT M HaxaB M3meHums BBeIUTe HOBOE 3HaUeHHe. [lepenme-
HyHTE MOJYJIb, IPOCTO U3MEHMB aTprOyT cn. Ijisl yaaneHus: BBIOPaHHOTO MOJYJIsI
MOJYJIsl HAKMUTE YOoanunie.

5 Iocne Haxatus Ha OK HOBBIN MOIYJh Oy/eT J0OABJICH B MEHIO BBIOOpA.

B moayns YaST ans atMUHUCTPUPOBaHUS MOJIb30BATENEH U TPYIIT YKE BCTPOEHDI
mabJI0HBI C PA3yMHBIMU CTaHJIAPTHBIMU 3HAYCHUSIME. YTOOB! OTpedaKTHPOBaTh IIa0-
JIOH, CBSI3aHHBIN ¢ MOAYJIeM KOoH(pUrypaluy, caenaiirte cienyolee (PucyHok 4.9,
«YaST: Kondurypuposanue mabdiaoHa oobekTa» (cTp. 62)):

1 B mmanore Kongpueypayus mooyas vaxmure Hacmpoiika wabnona.

2 3apjaiiTe HyXHbIe 3HAUCHHS 1715 OOILIMX aTpPUOYTOB, OTHOCSIIMXCS K 9TOro 11a6J1o-
HY, WM OCTaBbTe UX MyCTHIMU. [lycThle aTpuOyTh! yaansiorcs Ha cepepe LDAP.

3 Usmenute, yaanure win 100aBbTe HOBbIE 3HAUEHHS 110 YMOJTYAHUIO JIJIsI HOBBIX
00beKTOB (00BEKTHI KOH(UTYPHPOBAHUS MOJIL30BaTeN el U Tpymi B iepeBe LDAP).

PucyHok 4.9 YaST: Kongbueypuposarnue wabaona o6sekma

Object Template Configuration
Here, configure the template used for creating new objects (like users or groups). mare

Attribute Value

suseMamingAttribute  uid
susePlugin UsersPluginLDAPAIl

suseSecondaryGroup

al

Edit

Default Walues for New Objects

Attribute of Object Default Valug

loginShell [hinfbash

Add | Edit  Delete

Help Cancel oK
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OO6benuHuTe A0JIOH C ero MOJYyJIeM, YCTAHOBHMB B aTpHOyTa MOJLYJIsI
susedefaulttemplate 3Haverne DN cooTBeTCTBYyOMIIEro madIoHa.

NMOACKA3KA

3HayeHnsi Mo yMonyaHuo anst aTprbyToB MOXHO CO3aTh UCMONb3ys Apyrue
aTpubyTbl NCMONb3Ys NepPeMeHHy0 BMECTO abCONMOTHOMO 3Ha4eHmsl. Hanpu-
Mep, NPV CO3AaHMN HOBOro NMONb30BaTeNs yKasaB cn=%sn $givenName
3Ha4eHns aTpnbyToB sn U givenName NOCTABSTCS aBTOMATNYECKM.

Kaxk Tospko Bce MOy U ¥ 1a0I0HBI HACTPOEHBI MIPABIJIBHO M TOTOBHI K padoTe, HO-
BBIE TPYIITH U TIOJIb30BATEIN MOTYT OBITh 3apETrHCTPHPOBAHBI OOBIIHBIM CIIOCOOOM Ye-
pe3 YaST.

4.5 KoHdourypauusa nonb3oBateneun
urpynn LDAP B YaST

daxTHyecKas perucTpanys JaHHBIX [10Jb30BATENIEH 1 PYIII JIMIIb CJIErKa OTJINYAeT-
cs1 OT mpouenypsl 6e3 ucrosbzoBanusi LDAP. Cienyrorye HHCTPYKIIMU OTHOCATCS K
aIMUHUCTPUPOBAHUIO NoNb30BaTeNel. ITpoLecc agMUHUCTPUPOBAHUSA TPYIIT aHATIOTH-
YEeH.

1 Ilepeiinurte Kk aqMUHUCTPUPOBaHMIO TIosb3oBaTeneil B YaST: bezonacrocmo u
noAb306amenu > Ynpagaenue noav308amesimi U epYynnami.

2 UHcrnonb3yiite MeHIO 3adamb (huabmp, 4TOOB OTPAHUIUTHCS TOJIBKO ITOJIb30BATEIS-
mu LDAP, Beens naposs Root DN.

3 Haxwmure Jobasums 1 yKaxuTe napamerpsl 1J1s1 HOBOTO moJb3oBatest. OTKpoeTcst
JIMAJIOT C YeThIPbMsI BKJIAJIKAMU:

3a Vkaxurte UM MOJIB30BATENS, €T0 JIOTHH U MApoJib Ha BKJIaake Hughopma-
UUs 0 noAb306amene.

3b Ha Bkiaake IToopodrHocmu yTOUHUTE WISHCTBO B IPYIIIax, 000J0UKY BX0Ja
Y TOMAITHUI KaTaJor HOBOTO MoJb30BaTes. [Ipy HeoOXOMMMOCTH, H3Me-
HUTE 3HauYeHM 110 YMOJIYAHUIO HAa HY)KHble 3HaUeHUs1 3HaueHU . 3HaUeHUs
M0 YMOJTYaHHIO TaK ke, KaK ¥ HACTPOMKY MapOoJisi, MOTYT OBITh OIPE/IC/ICHBI
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¢ MOMOIIIBIO TIPOLIEAYPHI, onucanHou B Paznen 4.4.2, «Kongurypupopanue
monyneit YaST yrpasiieHus: NoJb30BaTes MU U rpynnamu» (cTp. 60).

3¢ N3meHuTe WM OCTaBbTE HACTPOUKH IO YMOJTYAHHUIO HA BKyaake Hacmpoiiku
napoas.

3d BriGepure Brianky Jonoanenust, 3atem Beidepute wiarud LDAP u Ha-
KMUTe 3anyck ISl HACTPORKH TOTIOJTHUTENLHBIX aTpuOyToB LDAP HOBO-
ro nosib3oBaresns (cMm. Pucynok 4.10, «YaST: [lononHUTeIbHbIE HACTPONKHU
LDAP» (ctp. 64)).

4 Haxwvute OK 11 COXpaHEeHHs HACTPOEK U BBIXOJA U3 MOIYJIsi KOH(DUI'YpHUPOBAHHUSI
MOJIb30BaTEJIsl.

PucyHok 4.10 YaST: Jonoanumenvhwle hacmpoiiku LDAP

Additional LDAP Settings

Here, see the table of all allowed attributes for the current LDAP entry that were not set in previous dialogs. more

Attribute Value

givenMame Tux
sn Geeko

audio
businessCategory
carlicense
departmenthumber
displayMame
employeeNumber
employeeType
homePhone
homePostalAddress
initials

jpegPhota
labeledURI

mail

manager

mohile

o

pager

photo ~

Edit

Help Cancel oK

[Tpu oTkpbITUN (POPMBI AAMUHUCTPUPOBAHHMS TIOJIb30BATENEH BHIBOAATCS Onyuu
LDAP. U npepocTaBisieTcsi BO3MOXHOCTh MPUMEHSTh (puibTphl oricka B LDAP nns
BBIOOpA JOCTYITHBIX MMOJIb30BATENIEH WK MIEPEUTH K MOYJTIO 111 KOH(PUTYPHUPOBa-
HUS nosk3oBaresed u rpynn LDAP, BuiOpaB Konguzypayus noavsosameneti u zpynn
LDAP.
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4.6 MpocmoOTp OepeBa KaTtanoros
LDAP

s mpocMoTpa aepeBa katasoroB LDAP u Bcex ero 3amuceii yo0HO UCIOIb30BaTh
O6ozpesarens LDAP B YaST:

1 3aigure oz moJaL30BaTeIeEM root.
2 3Banycrure YaST > Cemesvie cayoucool > Qbo3pesamenn LDAP.

3 Bseaure azipec cepsepa LDAP, DN agMunucTpatopa 1 naposis st Kopaesoro DN
3TOro cepBepa (€CM HyKEH JOCTYII K JaHHBIM, XpaHsIIUMCS Ha CEPBEPE HE TOJILKO
Ha YTeHHe, HO U Ha 3alliCh).

W He BBOAUTE NAPOJIb U BBIOEPUTE AHOHUMMBILE OOCTYN.

Bo Bryazke Jlepeso LDAP otoOpaxaercs copepxkumoe karainora LDAP, k koTopo-
My MOJKJTIOUEeHa Ballla MamuHa. Haxxmure Ha 351eMeHT, UTOOB! pacKphbITh €ro Coziep-
KHUMOE.

PucyHok 4.11  IIpocmomp depesa kamanozoe LDAP

(3] LDAP Browser

Browse the LDAP tree in the left part of the dialog. more

de=example de=com: Uid=tuxg ou=psople de=example de=com

¥ dc=example dc=com Attribute Value

< ou=ldapeonfig gidNumber 100
cn=userconfig givenhame Tux
cn=usertemplate homeDirectory fhomeltuxg
~ ou=psople loginShell fhinfbash
objectClass top,posixAccount,instOrgPerson
sn Geeko
uid tuxg
vidNumber 1002
userPassword {erypthABIDLgdedss
audio
businessCategory
carLicense
departmenthumber
displayName
employeeNumber
employeeType
homePhane
homePostalAddress
initials.

Reload

Help Close

4 ]lna Gosee MOAPOOHOTO MPOCMOTPA 3aMKMCel BHIOEpHTE ee BO BKIaaKe Jepe6o
LDAP v nepelinute Ha BKJIAIKY /lanHvle snemenma.
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Bynyt otobpaxeHsl Bce aTpuOyTHl U 3HAYEHH S, OTHOCSIIMECS K 3TOH 3aIlkCH.

PucyHok 4.12  IIpocmomp Oariivix

&l LDAP Browser
Browse the LDAP tre in the Ieft part of the dialog. more

de=example de=com
' de=example de=com
cn=Default Policy
~ ouldapeonfig
cn=userconfig
cn=usertemplate
< ou=people

Values of “cn® Attribute

uid=tuxg,ou=pe ople de=example de=com

Atribute Value

gidNumber 100

givenhiame Tux
homeDirectory

fhomeftuxg

sixAccount inetOrgPerson

OK | | Cancel | |Help || Add Value

Reload

Help

ereNABIDLgdcdss
audio
businessCategory
carlicense
departmenthumber
displayName
employeehumber
employesType
homePhane
homePostalAddress
initials,

Edit

Close.

5 Yto0bl U3MEHUTH 3HAUSHHUE JIIOOOT0 U3 ITUX aTPHUOYTOB, BHIOEPHUTE €ro U HAKMUTE
Peoaxmuposams. Benute HoBoe 3HaueHU U Haxkmute Coxpanums. Bynet 3ampo-

LIEH Haposb OT KopHeBoro DN.

6 Briiigure u3 6payzepa LDAP HaxaB

3axpeims.

4.7 KoHdourypauusa cepeepa LDAP

BPY4YHYIO

YaST wucnonb3yer 6a3y nanabix OpenLDAP nunHamudeckoil korgurypamnuu (back—-
config) aua xpaHeHus HacTpoek cepsepoB LDAP. [Ins nosydeHus A0N0OJIHUTENb-
HOW MH(OPMALIMKI O MEXaHU3Me JUHAMUYECKOW KOH(DUTYpaluy CM. man-CTpaHULLy
slapd-config (5) wm PykoBoactBo anmunucrparopa OpenLDAP 2.4 nocryn-
Horo B (aiiie /usr/share/doc/packages/openldap2/guide/admin/
guide.html nocie ycTaHOBKM NakeTa openldap?2.
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NOOCKA3KA: O6HoBneHue ctapon yctaHoBku OpenLDAP

YaST 6onblue He Ncnonb3yeT gaiin /etc/openldap/slapd.conf Ons
xpaHeHns KoHgurypauum OpenLDAP. B cnyyae 06HOBNEHUS CUCTEMBI, KO-
nMs opurMHanbHoro goaina /etc/openldap/slapd.conf byaeT coxpa-
HeHa nod UMeHeM /etc/openldap/slapd.conf.YaSTsave.

UtoOBI MOJYYHTH JOCTYIT K CEPBEPHOM KOH(UTYpaIMU B yI0OHOU (popMe, MOKHO BOC-
N0J1b30BaThes BHeMHMA SASL-ayrentudukanuein. HanprmMep, ¢ NoMOLIbI0 KOMaH/IbI
ldapsearch 3anymeHHON OT IMEHH MOJIb30BaTeNsI YOOt MOKHO MOJHOCTBIO MPO-
CMOTpeTh KoH(pUrypauuio slapd:

ldapsearch -Y external -H ldapi:/// -b cn=config

4.7.1 3anyckK u octaHOBKa cepBepoB

Kaxk Tommpko cepeep LDAP NoHOCTBIO HACTPOEH U Bce HEOOXOAUMBIE 3aIUCH Clie-
JIaHBbI COIIACHO 00pasily, onucaHHOMY B Paszen 4.8, «YpaBiieHne JaHHBIMHY B Ka-
tasiore LDAP» (ctp. 67), 3anmycTuTe cepBep C paBaMu MOJIb30BaTENs rOOt,
BBe/ll KOMaHlly rcldap start. s ocTaHOBKU cepBepa BPYUHYIO, BBEIUTE
rcldap stop. 3anpocuTs CTaTyC 3aMyIEHHOIO CepBepa MOXKHO C IIOMOILBIO KO-
magapl rcldap status.

PepaxTop ypoBHs 3anycka YaST MOXKHO UCIIO/IB30BaTh [U1 3aIlyCKa U OCTAHOBKHU Cep-
Bepa MpH 3arpy3Ke U OCTAHOBKE CHCTEMbl COOTBETCTBEHHO. TaKke ecTb BO3ZMOKHOCTh

€O3JaTh CUMBOJIMYECKHE CCBUIKU JJIS1 CKPUIITOB CTAPTa U OCTAHOBKU C IIOMOLIBIO KO-
MaHJbl insserv.

4.8 YnpaBsneHue gaHHbIMU B
kaTtanore LDAP

OpenLDAP npepocraBiisieT cepuio HHCTPYMEHTOB AJIs1 aIMUHUACTPUPOBAHUS 1aH-
HeiMK B Katasiore LDAP. YeTsipe HanOoee BaKHBIX MHCTPYMEHTA IJ1s1 10OABJICHUS,
yIaJeHus], MOUCKa U N3MeHeHHs Ha0opa TAHHBIX KPaTKO OIMCAHBI HIKE.

4.8.1 BctaBka paHHbIX B Katanor LDAP
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Eciu kondpurypanus Bamero ceppepa LDAP BblllonIHEHa KOPPEKTHO U T'OTOBA K UC-
MOJIb30BaHUIO (MMEIOTCSI COOTBETCTBYIOIIME 3anuck 11 suffix, directory,
rootdn, rootpw U index), TO MOXHO IIPUCTYIIUTh K BBOLY 3anuceil. [ atoi
3amaun OpenLDAP npenocrasnsier komanny 1dapadd. Ecim BO3MOXHOCTE — J10-
OaBisrTe 00BEKTH B 0a3y JaHHBIX B CBSI3KE (110 BIOJIHE MTPAKTUYHBIM MPUYMHAM).
Ins sroro B LDAP nipucyTcTByeT nogiepxkka oopadoTku naHHbIX B (popmate LDIF
(LDAP data interchange format — ®opmat oomena nqanasiMu LDAP). ®aitn LDIF
— 3TO MPOCTOM TECTOBBIN (hailsl, copepKaIIviA TPOU3BOIHHOE KOJUIECTBO Map aTph-
OytoB u 3HaueHnit. Paitn LDIF a5 co3naHus CTpyKTyphl IPUBEEH, HAIIpUMep, Ha
Pucynok 4.1, «CtpykTypa Katanora LDAP» (ctp. 44) mMor Obl BHITJIAAETH, KaK B
IMpumep 4.2, «[Ipumep daiina LDIF» (cTp. 68).

BA>KHO: Kogupogka cpannos LDIF

LDAP pa6otaet ¢ UTF-8 (lOHvkom). YMnsayTbl AONXHbLI KOAMPOBATLCS Npa-
BWIbHO. B NpoTMBHOM cnyyae, naberaiiTte CNonb30BaHUS YMISlYTOB U APYrnX
crneumarnbHbIX CUMBOIOB UM UCMNONb3YNTe 1 conv ANs Nepesoja KoOMPOBKY
B UTF-8.

TMpumep 4.2 IIpumep daiina LDIF

# The Organization

dn: dc=example, dc=com
objectClass: dcObject
objectClass: organization
o: Example dc: example

# The organizational unit development (devel)
dn: ou=devel, dc=example,dc=com

objectClass: organizationalUnit

ou: devel

# The organizational unit documentation (doc)
dn: ou=doc, dc=example,dc=com

objectClass: organizationalUnit

ou: doc

# The organizational unit internal IT (it)
dn: ou=it, dc=example, dc=com

objectClass: organizationalUnit

ou: it

Coxpanmure (aiin ¢ cyddurcom . 1dif, 3aTeM OTIIpaBbTE €r0 Ha CEPBEP C MOMOIIIBIO
clieyiomei KOMaHIbl:

ldapadd -x -D dn_of_the_administrator -W -f file.ldif
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Kiou —x, B JaHHOM cily4ae, OTKJIIoUaeT ayTeHTU(UKAIUIO ¢ ToMoInbio SASL.
Kimou —D yka3blBaeT MoJb30BaTeNsl OT MIMEHH KOTOPOro MHULIMAPYETCS 1aH-

Hoe aeiictBue. [lerictBuTenbHblil DN agMuHUCTpaTOpa, BBEICHHBIH 3/1€Ch, JOJ-
XeH OBITh TAKUM Xe, Kak B daiiie slapd.conf. B taHHOM npumepe, 310
cn=Administrator, dc=example, dc=com. Koy ~W npegoTBpaiaer
BBO/I IAPOJIsi B KOMAHAHOW CTPOKE (OTKPBITHIM TEKCTOM) U aKTUBUPYET OT/Eb-
HOeE TpUrianieHye Aas Beoaa napossi. C noMolnpio Kioda — £ yka3plBaeTcst UMs
(paiina. Jeramu pa6ots 1dapadd MoxHO mocMoTpeTs B [Iprvep 4.3, «ldapadd u
example.ldif» (cTp. 69).

TMpumep 4.3 Idapadd u example.ldif

ldapadd -x -D cn=Administrator,dc=example,dc=com -W -f example.ldif

Enter LDAP password:

adding new entry "dc=example,dc=com"

adding new entry "ou=devel,dc=example,dc=com"
adding new entry "ou=doc,dc=example,dc=com"
adding new entry "ou=it,dc=example,dc=com"

JlaHHBIe KOHKPETHOTO MOJIb30BaTENIsI MOTYT OBITh ITOJrOTOBJICHBI B OT/IEIbHOM (haiiie
LDIF. B Ilpumep 4.4, «Jannsie LDIF as noas3oBatens Tux» (cTp. 69) momns3o-
BaTesb Tux J00aBisgeTcs B HOBBIN KaTanor LDAP.

Tpumep 4.4 /lannvie LDIF 0as noavzosamenst Tux

# coworker Tux

dn: cn=Tux Linux,ou=devel, dc=example,dc=com
objectClass: inetOrgPerson

cn: Tux Linux

givenName: Tux

sn: Linux

mail: tux@example.com

uid: tux

telephoneNumber: +49 1234 567-8

daiin LDIF mMoxeT coiepxarh IPOM3BOJIBHOE KOJIMYECTBO 00BbEKTOB. BozmoskHO cpa-
3y OTHPAaBUTh MOJIHBIE BETBU KATAJIOra HA CEPBEP WM TOJILKO €r0 YacTh, KaK MOKa3a-
HO B IIpEMepe /TSt KOHKPETHBIX 00beKTOB. Ecin TpedyeTcst MeHSTh OTAeNbHBIE 1aH-
HbIE IOCTATOYHO YaCTO, TO PEKOMEH/YETCS UCIIONIBb30BATh ISl 3TOTO OTAE/bHYIO YaCTh
OIMHOYHOIO 00OBEKTA.

4.8.2 Moaoundomkauuns naHHbIX B KaTanore
LDAP
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s Mmoaudukamy Habopa JaHHBIX MpeaocTaBiseTcs Komanaa 1dapmodi fy Hau-
0oJtee MPOCTOH coco0 cienaTh 3T0 — U3MEHHUTh COOTBeTCTBYOIME haitn LDIF, a
3aTeM OTIPABUTH €ro Ha cepBep. Tak, A1 Toro, YTo0bl U3MEHUTh HOMED TeneoHa
Kojutern Tux ¢ +8 1234 5 67-08Ha+8 1234 5 67-10 oTpegakTupyire
LDIF-caiin, kak nokasaso B [Ipumep 4.5, «M3menenue daiina tux.1dif» (ctp. 70).

Tpumep 4.5 Hzmenenue paiina tux.ldif

# coworker Tux

dn: cn=Tux Linux,ou=devel,dc=example, dc=com
changetype: modify

replace: telephoneNumber

telephoneNumber: +8 1234 5 67-10

Nwmmoprupyiite n3ameHeHHsli aiin B katanor LDAP ¢ momotsio creayrorei KoMaH-
TTBL:

ldapmodify -x -D cn=Administrator,dc=example,dc=com -W -f tux.ldif

W oTnipaBbhTe U3MEHEHHBIE aTPUOYTHI HATIPSMYIO C TIOMOIIBIO KOMAH/IbI
ldapmodify:

1 3al‘[yCTI/ITe ldapmodify U BBeauTe Mapoib:

ldapmodify -x -D cn=Administrator,dc=example,dc=com -W
Enter LDAP password:

2 Brenute nusMeHeHHbIE JaHHbIE (BHI/IMaTeHLHO CJIEAUTE 3a IMPAaBUJIIbHOCTBIO CUHTAK-
CI/IC&) B MOPAOKE MMPUBEAEHHOM HUIKE:

dn: cn=Tux Linux,ou=devel, dc=example,dc=com
changetype: modify

replace: telephoneNumber

telephoneNumber: +8 1234 5 67-10

Bostee noppodHyto nHpopManmio o koManae 1dapmodify U ero CHHTaKCHCe CMOT-
pUTE Ha COOTBETCTBYIOIIEH Man-CTpaHULIE.

4.8.3 Nouck n utTeHUe gaHHbLIX N3
Katanora LDAP

OpenLDAP npencrasiser UHCTPYMEHT KOMaHIHOM CTPOKY IS TIOMCKA U YTEHUS
JaHHbIX BHYTpH KaTanora LDAP — ldapsearch. IIpocToil 3anpoc MOXHO BBINOJI-
HHTD CJIEAYIOIIM 00pa3oM:

ldapsearch -x -b dc=example,dc=com " (objectClass=*)"
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Kimou -b 3ager 6a3y 1uis1 moncka (pasaes AepeBa, BHYTPH KOTOPOro OyaeT Mpom3-
BOJUTHCS TIOKCK). B maHHOM cityuae, 310 dc=example, dc=com. YTOOBI BBIIOJ-
HUTB GoJiee TOPOOHBINA TTOUCK B KOHKPETHOM ToApaszese katajora LDAP (Hanpu-
Mep, TOJIBKO B IIpejeiiax pasgena devel), ykaxure ero ldapsearch c nomo-
pio Kimova —b. Kimou —x 3anparmBaeTt ak THBAIMIO IPOCTOi aBTopr3anuu. CTpoka
(objectClass=*) OOBIBILET, YTO HEOOXOUMO MPOYUTATh BCE OOBEKTHI, cozep-
JKalyecs B KaTajiore. 9Ta ONLMs MOXET UCIIOIb30BaThCs )il IPOBEPKHU, UTO BCE 3a-
TMCH OBLTM YKa3aHbI TIPABWILHO U CEPBEP OTBEYaeT KOPPEKTHO, HATIPHMED, ITOCTIE CO-
30aHUs1 HOBOTO JiepeBa KaTajoros. JOMOIHATEIbHYI0 HH(POPMALIIIO 00 HCIIOIb30Ba-
HUM 3TOI KOMaH[Ibl MOKHO HAWTH Ha man-cTpaHuile ldapsearch (1).

4.8.4 YnaneHne naHHbIX U3 Kartanora
LDAP

YV nanuth HexenaTeabHbIe 3aIMCU MOKHO C TIOMOIIbI0 KOMaHpl 1dapdelete. Eé

CHHTAKCHC CXOX C CHHTAKCHUCOM OMNMCAHHBIX BbIllIe KOMaHa. Harpumep, 4ToOs! yaa-
JIUTh BCIO MH(OPMALMIO O CBSI3aHHOM € 3amuchio Tux Linux, 3alyCTUTE Cleaylo-

LIYI0O KOMaH[y:

ldapdelete -x -D cn=Administrator,dc=example,dc=com -W cn=Tux \
Linux, ou=devel, dc=example, dc=com

4.9 NlononHutenbHasa UHdpopmaLus

Bonee cnoxuble TeMbl, Bpone KoH(puUrypupoBanus SASL min yCTaHOBKM peruiu-
uupyioiero cepepa LDAP, koTopslil pacripeesisieT Harpy3Ky Ha MHOXKECTBO
MOJYMHEHHBIX, HAMEPEHHO He BOILIM B 3TOT pasnei. eranpHas undopmarnus 06
9THX TeMax MOXeT ObITh HaliieHa B «PykoBojcTBO ammunaucTpatopa OpenLDAP
2.4» (ctp. 72).

Be0-caiit npoekra openLDAP npenocrapisier ncyeprbBaoyio HH(pOpMaIHIo Jyist
HAYMHAIOIIUX U MPOABUHYTHIX M10JIb30BATENEH.

OpenLDAP Faq-O-Matic
Ouenb Oorarast KOJUIEKIIUS C BOITPOCAMH M OTBETAMH Ha HUX T10 TIOBOJLY
YCTaHOBKM, HaCTpPOiKu U ucnosb3obanus openLDAP. ITocetute http://
www.openldap.org/fag/data/cache/1.html.
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BoicTpsiii cTapt
Kparkue norarossie MHCTpYKLMH IO YCTAaHOBKE Balllero MEpBOro cepeepa
LDAP. Uimute ux Ha http://www.openldap.org/doc/admin24/
quickstart.html wiu B yCTAHOBJIEHHOH cUcTeMe B pasielie 2 ¢aina /usr/
share/doc/packages/openldap2/guide/admin/guide.html.

PykoBonctBo agmununcTpatopa OpenLDAP 2.4
JleTanbHOE BBEIEeHUE BO BCE BaXKHbIE acMeKThl KoH(urypauuu LDAP, B
TOM YHCJIe, KOHTPOJIb JoCcTyna u mmdgpoBanue. Cmotpure Ha http: //
www .openldap.org/doc/admin24/ Wi B yCTAHOBJIEHHOM CUCTe-
Me /usr/share/doc/packages/openldap2/guide/admin/
guide.html.

Bsenenue B LDAP
JlerapHOE OOIIee BBeJIeHHE B OCHOBHBIE IpUHIMIBI LDAP : http://
www . redbooks.ibm.com/redbooks/pdfs/sg244986.pdf.

[Teyarnas nureparypa o LDAP:
* LDAP System Administration by Gerald Carter (ISBN 1-56592-491-6)

» Understanding and Deploying LDAP Directory Services by Howes, Smith, and Good
(ISBN 0-672-32316-8)

[Mocneanuit cipaBouHbIi MaTepuai 1o TeMe LDAP — cooTBeTcTByIOIIME TOKYMEHTHI
RFC (3ampoc koMmmeHTapueB), ¢ 2251 mo 2256.
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Active Directory Support

Active Directory* (AD) is a directory-service based on LDAP, Kerberos, and other
services that is used by Microsoft Windows to manage resources, services, and
people. In an MS Windows network, AD provides information about these objects,
restricts access to them, and enforces policies. lets you join existing AD domains and
integrate your Linux machine into a Windows environment.

5.1 Integrating Linux and AD
Environments

With a Linux client (configured as an Active Directory client) that is joined to an
existing Active Directory domain, benefit from various features not available on a
pure Linux client:

Browsing Shared Files and Folders with SMB
Both Nautilus (the GNOME file manager) and Konqueror (its KDE counterpart)
support browsing shared resources through SMB.

Sharing Files and Folders with SMB

Both Nautilus (the GNOME file manager) and Konqueror (its KDE counterpart)
support sharing folders and files as in Windows.
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Accessing and Manipulating User Data on the Windows Server
Through Nautilus and Konqueror, users are able to access their Windows user
data and can edit, create, and delete files and folders on the Windows server.

Users can access their data without having to enter their password multiple times.

Offline Authentication
Users are able to log in and access their local data on the Linux machine even if
they are offline or the AD server is unavailable for other reasons.

Windows Password Change
This port of AD support in Linux enforces corporate password policies stored in
Active Directory. The display managers and console support password change
messages and accept your input. You can even use the Linux passwd command
to set Windows passwords.

Single-Sign-On through Kerberized Applications
Many applications of both desktops are Kerberos-enabled (kerberized), which
means they can transparently handle authentication for the user without the need
for password reentry at Web servers, proxies, groupware applications, or other
locations.

A brief technical background for most of these features is given in the following
section.

5.2 Background Information for
Linux AD Support

Many system components need to interact flawlessly in order to integrate a Linux
client into an existing Windows Active Directory domain. Pucynok 5.1, «Active
Directory Authentication Schema» (ctp. 75) highlights the most prominent ones.
The following sections focus on the underlying processes of the key events in AD
server and client interaction.
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PucyHok 5.1 Active Directory Authentication Schema

Kerberos
Credential

pam_winbind Cache

S CImE m

pam_unix2

pam_mkhomedir

Offline Cache winbindd [¢—

A

and various MS protocols
Kerberos

LDAP, Kerberos

\ /

Windows DC

(Active Directory)

To communicate with the directory service, the client needs to share at least two
protocols with the server:

LDAP
LDAP is a protocol optimized for managing directory information. A Windows
domain controller with AD can use the LDAP protocol to exchange directory
information with the clients. To learn more about LDAP in general and about
the open source port of it, OpenLDAP, refer to I'nmaBa 4, LDAP — Cepesuc
Oupexmoputi (cTp. 41).
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Kerberos
Kerberos is a third-party trusted authentication service. All its clients trust
Kerberos's authorization of another client's identity, enabling kerberized single-
sign-on (SSO) solutions. Windows supports a Kerberos implementation, making
Kerberos SSO possible even with Linux clients.

The following client components process account and authentication data:

Winbind
The most central part of this solution is the winbind daemon that is a part of the
Samba project and handles all communication with the AD server.

NSS (Name Service Switch)
NSS routines provide name service information. Naming service for both users
and groups is provided by nss_winbind. This module directly interacts with
the winbind daemon.

PAM (Pluggable Authentication Modules)
User authentication for AD users is done by the pam_winbind module.
The creation of user homes for the AD users on the Linux client is handled
by pam_mkhomedir. The pam_winbind module directly interacts with
winbindd. To learn more about PAM in general, refer to I'nasa 2, Aémopusayus c
nomouwgwio PAM (ctp. 19).

Applications that are PAM-aware, like the login routines and the GNOME and
KDE display managers, interact with the PAM and NSS layer to authenticate against
the Windows server. Applications supporting Kerberos authentication (such as file
managers, Web browsers, or e-mail clients) use the Kerberos credential cache to
access user's Kerberos tickets, making them part of the SSO framework.

5.2.1 Domain Join

During domain join, the server and the client establish a secure relation. On the client,
the following tasks need to be performed to join the existing LDAP and Kerberos
SSO environment provided by the Window domain controller. The entire join process
is handled by the YaST Domain Membership module, which can be run during
installation or in the installed system. The steps involved are:

1 The Windows domain controller, providing both LDAP and KDC (Key
Distribution Center) services, is located.
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2 A machine account for the joining client is created in the directory service.

3 An initial ticket granting ticket (TGT) is obtained for the client and stored in its
local Kerberos credential cache. The client needs this TGT to get further tickets
allowing it to contact other services, like contacting the directory server for LDAP
queries.

4 NSS and PAM configurations are adjusted to enable the client to authenticate
against the domain controller.

During client boot, the winbind daemon is started and retrieves the initial Kerberos
ticket for the machine account. winbindd automatically refreshes the machine's ticket
to keep it valid. To keep track of the current account policies, winbindd periodically
queries the domain controller.

5.2.2 Domain Login and User Homes

The login managers of GNOME and KDE (GDM and KDM) have been extended
to allow the handling of AD domain login. Users can choose to log into the primary
domain the machine has joined or to one of the trusted domains with which the
domain controller of the primary domain has established a trust relationship.

User authentication is mediated by a number of PAM modules as described in

Paznen 5.2, «Background Information for Linux AD Support» (ctp. 74). The
pam_winbind module used to authenticate clients against Active Directory or NT4
domains is fully aware of Windows error conditions that might prohibit a user's login.
The Windows error codes are translated into appropriate user-readable error messages
that PAM gives at login through any of the supported methods (GDM, KDM, console,
and SSH):

Password has expired
A message stating that the password has expired and needs to be changed is
displayed. The system prompts for a new password and informs the user if the
new password does not comply with corporate password policies (for example the
password is too short, too simple, or already in the history). If a user's password
change fails, the reason is shown and a new password prompt is given.

Account disabled
The user sees an error message stating that the account has been disabled and to
contact the system administrator.
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Account locked out
The user sees an error message stating that the account has been locked and to
contact the system administrator.

Password has to be changed
The user can log in but receives a warning that the password needs to be changed
soon. This warning is sent three days before that password expires. After
expiration, the user cannot log in.

Invalid workstation
When a user is restricted to specific workstations and the current machine is not
among them, a message appears that this user cannot log in from this workstation.

Invalid logon hours
When a user is only allowed to log in during working hours and tries to log in
outside working hours, a message informs the user that logging in is not possible
at that time.

Account expired
An administrator can set an expiration time for a specific user account. If that
user tries to log in after expiration, the user gets a message that the account has
expired and cannot be used to log in.

During a successful authentication, pam_winbind acquires a ticket granting
ticket (TGT) from the Kerberos server of Active Directory and stores it in the
user's credential cache. It also renews the TGT in the background, requiring no user
interaction.

supports local home directories for AD users. If configured through

YaST as described in Paznen 5.3, «Configuring a Linux Client for Active

Directory» (ctp. 79), user homes are created at the first login of a Windows

(AD) user into the Linux client. These home directories look and feel entirely the
same as standard Linux user home directories and work independently of the AD
domain controller. Using a local user home, it is possible to access a user's data on this
machine (even when the AD server is disconnected) as long as the Linux client has
been configured to perform offline authentication.

It is also possible to mount server home directories automatically; for more
information, see Paznen “Configuring Clients” (I'nasa 15, Samba, TConepxanue).
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5.2.3 Offline Service and Policy Support

Users in a corporate environment must have the ability to become roaming users (for
example, to switch networks or even work disconnected for some time). To enable
users to log in to a disconnected machine, extensive caching was integrated into the
winbind daemon. The winbind daemon enforces password policies even in the offline
state. It tracks the number of failed login attempts and reacts according to the policies
configured in Active Directory. Offline support is disabled by default and must be
explicitly enabled in the YaST Domain Membership module.

When the domain controller has become unavailable, the user can still access network
resources (other than the AD server itself) with valid Kerberos tickets that have been
acquired before losing the connection (as in Windows). Password changes cannot

be processed unless the domain controller is online. While disconnected from the

AD server, a user cannot access any data stored on this server. When a workstation
has become disconnected from the network entirely and connects to the corporate
network again later, acquires a new Kerberos ticket as soon as the user has locked and
unlocked the desktop (for example, using a desktop screen saver).

5.3 Configuring a Linux Client for
Active Directory

Before your client can join an AD domain, some adjustments must be made to your
network setup to ensure the flawless interaction of client and server.

DNS
Configure your client machine to use a DNS server that can forward DNS
requests to the AD DNS server. Alternatively, configure your machine to use the
AD DNS server as the name service data source.

NTP
To succeed with Kerberos authentication, the client must have its time set
accurately. It is highly recommended to use a central NTP time server for this
purpose (this can also be the NTP server running on your Active Directory
domain controller). If the clock skew between your Linux host and the domain
controller exceeds a certain limit, Kerberos authentication fails and the client is
logged in using the weaker NTLM (NT LAN Manager) authentication. For more
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details about using active directory for time synchronization, see IIporienypa 5.1,
«Joining an AD Domain» (ctp. 80).

DHCP
If your client uses dynamic network configuration with DHCP, configure DHCP
to provide the same IP and hostname to the client. If possible, use static IP
addresses.

Firewall
To browse your network neighborhood, either disable the firewall entirely or
mark the interface used for browsing as part of the internal zone.

To change the firewall settings on your client, log in as root and start the YaST
firewall module. Select Interfaces. Select your network interface from the list of
interfaces and click Change. Select Internal Zone and apply your settings with OK.
Leave the firewall settings with Next > Accept. To disable the firewall, just set
Service Start to Manually and leave the firewall module with Next > Accept.

AD Account
You cannot log in to an AD domain unless the AD administrator has provided you
with a valid user account for that domain. Use the AD username and password to
log in to the AD domain from your Linux client.

Join an existing AD domain during installation (or by later activating SMB user
authentication with YaST in the installed system).

NMPUMEYAHUE

Currently only a domain administrator account, such as Administrator,
can join into Active Directory.

To join an AD domain in a running system, proceed as follows:
lpouenypa 5.1 Joining an AD Domain

1 Loginas root and start YaST.

2 Start Network Services > Windows Domain Membership.

3 Enter the domain to join at Domain or Workgroup in the Windows Domain
Membership screen (see Pucynok 5.2, «Determining Windows Domain
Membership» (ctp. 81)). If the DNS settings on your host are properly
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integrated with the Windows DNS server, enter the AD domain name in its
DNS format (mydomain.mycompany . com). If you enter the short name of
your domain (also known as the pre-Windows 2000 domain name), YaST must
rely on NetBIOS name resolution instead of DNS to find the correct domain
controller. To select from a list of available domains instead, use Browse to list
the NetBIOS domains, then select the desired domain.

PucyHok 5.2 Determining Windows Domain Membership

(=] Windows Domain Membership

A Linux client can be a member of a workgroup, NT domain, or Active Directory domain. more

Membership
Domain or Workgroup:

WORKGROUP

Also Use SME Information for Linux Authentication

Expert Settings...

Sharing by Users

Allow Users to Share Their Directories

NTIP Configuration...

Help Cancel oK

Check Also Use SMB Information for Linux Authentication to use the SMB
source for Linux authentication.

Check Create Home Directory on Login to automatically create a local home
directory for your AD user on the Linux machine.

Check Offline Authentication to allow your domain users to log in even if
the AD server is temporarily unavailable, or if you do not have a network
connection.

Select Expert Settings, if you want to change the UID and GID ranges for the
Samba users and groups. Let DHCP retrieve the WINS server only if you need
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it. This applies when some of your machines are resolved by the WINS system
only.

8 Configure NTP time synchronization for your AD environment by selecting
NTP Configuration and entering an appropriate server name or IP address.
This step is obsolete if you have already entered the appropriate settings in the
standalone YaST NTP configuration module.

9 Click Finish and confirm the domain join when prompted for it.

10 Provide the password for the Windows administrator on the AD server and click
OK (see PucyHok 5.3, «Providing Administrator Credentials» (ctp. 82)).

PucyHok 5.3 Providing Administrator Credentials

Enter the usermame and the passward
for joining the domain sbs-test.site.

To jein the domain anenymously, leave the
text entries empty

Usemame

IAdministralur

Password

Cancel

After you have joined the AD domain, you can log in to it from your workstation
using the display manager of your desktop or the console.

5.4 Logging In to an AD Domain

Provided your machine has been configured to authenticate against Active Directory
and you have a valid Windows user identity, you can log in to your machine using
the AD credentials. Login is supported for both desktop environments (GNOME and
KDE), the console, SSH, and any other PAM-aware application.

BAXKHO: Offline Authentication

supports offline authentication, allowing you to remain logged in to your client
machine even if the client machine is disconnected from the network.
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5.4.1 GDM and KDM

To authenticate a GNOME client machine against an AD server, proceed as follows:

1 Select the domain.
2 Enter your Windows username and press Enter.
3 Enter your Windows password and press Enter.

To authenticate a KDE client machine against an AD server, proceed as follows:

1 Select the domain.
2 Enter your Windows username.
3 Enter your Windows password and press Enter.

If configured to do so, creates a user home directory on the local machine on the first
login of each AD authenticated user. This allows you to benefit from the AD support
of while still having a fully functional Linux machine at your disposal.

5.4.2 Console Login

You can not only log in to the AD client machine using a graphical front-end, but also
by using the text-based console login or by using SSH.

To log in to your AD client from a console, enter DOMAIN\ user at the login:
prompt and provide the password.

To remotely log in to your AD client machine using SSH, proceed as follows:

1 At the login prompt, enter:

ssh DOMAIN\\user@hostname
The \ domain and login delimiter is escaped with another \ sign.

2 Provide the user's password.
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5.5 Changing Passwords

has the ability to help a user choose a suitable new password that meets the corporate
security policy. The underlying PAM module retrieves the current password policy
settings from the domain controller, informing the user about the specific password
quality requirements a user account typically has, by means of a message on login.
Like its Windows counterpart, presents a message describing:

» Password history settings

* Minimum password length requirements

* Minimum password age

» Password complexity

The password change process cannot succeed unless all requirements have been
successfully met. Feedback about the password status is given both through the

display managers and the console.

GDM and KDM provide feedback about password expiration and prompt for new
passwords in an interactive mode. To change passwords in the display managers, just
provide the password information when prompted.

To change your Windows password, you can use the standard Linux utility, passwd,
instead of having to manipulate this data on the server. To change your Windows
password, proceed as follows:

1 Login at the console.

2 Enter passwd.

3 Enter your current password when prompted.
4 Enter the new password.

5 Reenter the new password for confirmation. If your new password does not comply
with the policies on the Windows server, you are prompted for another password.

To change your Windows password from the GNOME desktop, proceed as follows:
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1 Click the Computer icon on the left edge of the panel.
2 Select Control Center.

3 From the Personal section, select Change Password.
4 Enter your old password.

5 Enter and confirm the new password.

6 Leave the dialog with Close to apply your settings.

To change your Windows password from the KDE desktop, proceed as follows:

1 Select Personal Settings from the main menu.

2 Select Security & Privacy.

3 Click Password & User Account.

4 Click Change Password.

5 Enter your current password.

6 Enter and confirm the new password and apply your settings with OK.

7 Leave the Personal Settings with File > Quit.
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CeTeBasi ayTeHTUdpUKauus
npu nomowwiun Kerberos

OTKpeITas cereBast apXUTEKTypa He MPeJOoCTaBIIsAeT Ciocoda yI0CTOBEPUTHLCS B TOM,
41O padoyasi CTaHLMS WISHTU(UIMPYET MOJIb30BaTeNel JOKHBIM 00pa3oMm, 3a 1c-
KJIIOYEHNEM OOBIYHOTO MEXaHW3Ma MapoJjieil. B GoJbIIMHCTBE ClydaeB MoIb30BaTelNb
JOJKEH BBOJMTH MApOoJib P Kax10M oOpallieHnH K city:x0e BHyTpu ceti. Kerberos
IPEIOCTABISIET METO/l ayTEHTU(PHKALIUY, C TIOMOLLBIO KOTOPOTO MOJIb30BATEb PErU-
CTpPUpPYETCs TOJIBKO OJMH a3, OCJIE YEro eMy JIOCTYITHbI BCE CETEBBIE PECYPCHI A0
KoHIa ceccnu. Creftyonye TpeOGOBaHMUA JOJIKHBI OBITh COOMOAEHBI AT O€30MacHOCTH
CeTH:

* Bce noabs3oBaTenu AOJIKHBI NIOATBEPKAATH CBOIO MOJJIMHHOCTD U HUKTO HE NOJIKEH
HMCII0JIb30BaTh 9YKHUE JAHHBIC.

e VOeauThes, UYTO KaXKJIBIA CepBEp CETH TaKKe MOATBEPKAaeT CBOIO IMOTMHHOCTb.
MHaye 3710yMbIIUIEHHUK MOXET MOJAMEHUTh CEPBEP U MOJYUUTh AOCTYI K OTHpaB-
JisieMoi eMy KOH(UACHITMAILHOU NH(OPMAaIUK. JTa KOHLEIHS Ha3BaHA 3AUMHO
aymenmugbuxayueri, NOTOMY YTO KJIMEHT ayTeHTH(PUIIUPYETCS Y cepBepa U HA000-
pOT.

Kerberos momoxer Bam coGutiocTi 3TH YCIOBUS Mpeasiarast ayTeHTU(DUKAIINIO C
YCTOMYMBBIM MU POBaHUEM. 31Ch MBI 00CYIUM TOJbKO OCHOBHbIC IIPUHITUTIBI
Kerberos. 3a mogpo6HoOW TEXHUYECKOM MHCTPYKIMEH 00paTuTech K IOKYMEHTAIUN
Kerberos.

CeteBas ayTteHTndmkaums npu nomowwm Kerberos

87



88

6.1 TepmnHonorus Kerberos

Crieytoluii T0ccapuil COIepKUT OCHOBHBIE orpenenenus Kerberos.

BEPUTCIIbHBIC JaAHHBIC
ITonp30BaTE M UM KJIIUEHTHI HOOJIKHBI IIPEACTABUTH Kakue-1moo BEPUTEJIbHbIE
JAAHHBIC, pa3pClIaloune UM 3allpalliiBaTb CJIy}K6bI. Kerberos n3BectHo JBa BUa
BEPUTECJIbHBIX JAHHBIX: OUJIETH U aYTeHTI/I(bI/IKaTOPI)I.

ouner
BusieT - 9T0 BepuTesbHbIE IaHHBIE, UCIIOIb3yeMble KIMEHTOM IS ayTeHTH(HKA-
LMK Ha CEPBEPE, Y KOTOPOro KJIMEHT 3arpanimBaet cayxk0y. OH COAepKHUT UM
cepBepa, UMsl KJIMEHTA, aJIpec KJIMEeHTa B MHTEPHETE, 1Ty, BPEMsI KM3HU U IPOU3-
BOJIbHBIH KJII0Y ceccur. Bee 9Tv aHHbIe 3amndpoBaHbl C CIIOJIb30BAaHUEM KJII0Ya
cepBepa.

ayTeHTH(UKATOP

O06benHsAsACh C OWIIETOM, ayTEHTU(UKATOP MCIIOJB3YETCs VISl IOKA3aTeIbCTBA
TOT'0, YTO KJIMEHT MPEeIOCTaBUBIIIIA OWIIET IEHCTBUTEIBHO TOT, 32 KOTO OH ce0st
BBbIJIaeT. ayTeHTU(DUKATOP CO3[AETCS C UCTIOIb30BAHUEM UMEHHU KJMeHTa, IP-az-
peca pabodell CTaHIMK U TEKYIero BpeMeHr padodeli craHmmu. Bee 910 3ammd-
POBAHO KJIIOUOM CECCUH, U3BECTHBIM TOJIBKO KJIMEHTY 1 COOTBETCTBYIOIIEMY Cep-
Bepy. B ormymume ot 6miera, ayTeHTH(UKATOP MOKET OBITh UCIIOIB30BAaH TOJBKO
oJuH pa3. KimeHT MoxeT co3aBaTh ayTeHTU(UKATOPB! CAMOCTOSTEIIBHO.

TIPUHLIUTIAT
Kerberos mpuHIMIIAN 3TO YHUKAIbHAS CYITHOCTH (TTOJIb30BATEIb WU CITyK0a),
KOTOPOH MOKHO acCUTHOBaTh OvteT. [IpuHIMIIAN COCTOUT U3 CIIeAYIOIUX KOMIIO-
HEHTOB:

* OcHoBa (primary) — nepBasi 4acTb NPUHIIMIIAIA, KOTOPAst MOKET COB-
najaTh ¢ IMEHEM II0JIb30BaTelIsA, B C/Iydae UCIOJIb30BAHUS MOJIb30BATEs
B KauecTBe MPUHIMIATA.

¢ Ik3emmsp (instance) — Hekast HeoOs3aTeNIbHAS MH(POPMAIIUS, XapaK-
TEpU3yIoIas OCHOBY. DTa CTPOKA OTJeJIeHa OT UCXOAHOUN CUMBOJIOM /.

¢ Oo6aacts (realm) — onpenenser Banry oonacts Kerberos. O6braH0 00-
JIACTh COOTBETCTBYET JIOMEHHOMY MMEHH, HAIIMCAHHOMY B BEPXHEM peru-
crpe.
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B3aUMHas ayTeHTU(pUKaLus
Kerberos nposepsieT NOAIMHHOCTb KaK MOJIb30BaTENs, TaK U KinueHTa. OHU pas-
JeNAIT MeXIy COOOH KJIIOY CECCUM, KOTOPBIN UCIIONB3YeTCs A7 Oe30MacHOro
B3aUMOJIEHCTBUS.

KJII09 CECCUHA
Kmoun ceccun — 310 BPEMECHHBIC 3allIMIIIEHHBIC KJIIOYH, CO3aHHbIE Kerberos.
OHM U3BECTHHI KJIMCHTY W UCIIOJIB3YIOTCA IJIA H_II/I(prBaHI/IH HOaHHBIX, IIEpEaaBac-
MBIX MEXKAY KJIIMEHTOM U CEPBEPOM, i1 KOTOPOT'O OH 3alIpOCUIT U MOJTYINII ouner.

MOBTOPHOE BOCIIPOU3BEICHNE
IMoutn Bce cooOmIeHus, MOChITaeMbIe II0 CETH, MOTYT OBITh IOACTYIIAHEI, YKpa-
IeHBl M OTOC/IaHBI MOBTOPHO.B KoHTekcTe Kerberos Oyner oueHb onacHo, eciu
aTakyoIeMy yacTcs MOTyduTs Barm 3ampoc Ha 0OciTyKUBaHUE COAEp KA
Bam 6uier u ayreHTH(PHUKATOP. ATaKYIOMIUH MOXET MOMBITATHCS OCHATh UX TI0-
BTOPHO (replay), uto0bl npencraBuThess Bamu. OmHako, B Kerberos peannzoBaHo
HECKOJIbKO MEXaHM3MOB YTOOBI PEIIUTh 3Ty MPoOIeMy.

cepBep | ciyxba
Cayoic6a ncnionb3yeTcs Uil 0003HAUEHHs ONPeieSIeHHOTO NefCTBHS, KOTOpoe
HY’KHO BBITOITHNATH. CTOSIINIA 32 STUM JIEHCTBIEM NPOLIECC HA3BIBAETCS CEPBEPOM.

6.2 Kak pabotaet Kerberos

Kerberos yacto Ha3bIBaIOT CTOPOHHEN JIOBEPEHHOM CITy k00 ayTeHTU(]HKAIINY, STO
03HayaeT, YTo Bce KJIMEHTHI JoBepsiioT Kerberos perienue o moJyIMHHOCTH OpyT Opyra.
Kerberos xpanut 6a3y JaHHBIX BCEX CBOHMX ITOJIb30BATENICH M UX 3AIUIIIEHHBIX KO-
Yeu.

UroO6sl ybenuThes B ipaBwIbHOH padoTe Kerberos, 3amycture cepBep ayTeHTH(H-
Kallu¥ ¥ TPeIOCTABIISIONINE OUJIETH cepBep Ha BBIIEIEHHON MaIlHe. Y 6eiuTech,
YTO TOJILKO aIMUHUCTPATOP UMeeT (PU3NYECKUI U CETEBOM JIOCTYI K 3TOW MallMHE.
CHU3bTE KOJIMYECTBO 3aMyIIEHHBIX HA HEM (CETEBBIX) CIYKO 0 a0COMOTHOTO MUHU-
MyMa — He 3aIycKaiite gaxe sshd.

6.2.1 MNMepBbin KOHTAKT

Bam nepsbiil KoHTaKT ¢ Kerberos HarloMuHaeT cTaHAapTHYIO MPOLIEAYPY CETEBOrO JIO-
ruHa. Beenute Barre nmst mosp3oBaTens. IT1a 9acth HHGOPMAIMN U MIMsI CITYKOBI, BHI-
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Jaroliei OUeThl, MOCkUIATCS cepBepy ayTeHtudukarmu (Kerberos). Eciu cepsep
ayTeHTU(UKAINK 3HaeT Bac, OH reHepupyeT CIyJaiiHbIi K09 CECCUY IS NalbHeH-
IEro MCIIOJb30BaAHUA MEKAY Bamim kimeHToM u MpeaoCTaBJIAIINM 6I/I.HCTI)I cepBe-
pom. [Janee cepBep ayTeHTU(DUKAIIAN TOTOBUT OWJIET IJIsl cepBepa, MPeIoCTaBIISIONIe-
ro 6usetsl. Buet cogepkut ciemyoilyo nHbopMaiwio (Bee 3anmdpoBaHO KII0YeM
CEeCCHH, KOTOPHIH 3HAIOT TOJIBKO CepBep ayTeHTU(DUKAIINK U CEPBEP, MPEAOCTABIISIO-
U OUJIETHI):

* Mmena o0oux, KJIMEHTa U cepBepa, MPEeJOCTABIISAIONIEro OUIEThI
» Tekyiee Bpems

* Bpewms ku3HU, HA3HAYCHHOE TOMY OMJIeTY

» IP-agpec kiueHra

¢ BHOBb CO3IaHHBIN KJIIOY CECCUU

DTOT OUIIET MOChLUIACTCs KJIMEHTY BMECTE C KJTI0UeM CeCCUH, OISITh-TaK! B 3aImppo-
BaHHOM BHJE, HO Ha 9TOT pa3 3aIIUIICHHBIM KJII0YOM KJIMEHTA. 3alUIIeHHBIN K0T
u3BecTeH ToJbko Kerberos 1 KiMeHTy, TOTOMY YTO OH CO3/1aeTCsl Ha OCHOBE HapoJist
TMIOJTE30BATEJIS. TIOCIIE TIOTYYSHHMS 3TOr0 OTBETa KJIIMEHTOM, Y Bac 3anparmmmBaercs ma-
PoJib. DTOT apoJIb IpeodpasyeTcs B KI0Y, KOTOPHIM MOKHO pacuin(poBaTh MakKer,
OTHpaBJICHHBINA cepBepoM ayTeHThuuKamu. [lakeT «pa3BopaunBaeTcs» U Mapoiib C
KJTIOYOM CTUPAIOTCS M3 MaMATH padodeit ctanimu. [Toka Bpemst KU3HU OUIeTa, uc-
TMOJTE3yEMOTO JJIS1 TTONyUeHHUs IPYTHX OWIETOB He UCTeueT, Barma pabovast craHmus
MOXET MOATBEPKAATh CBOIO MOJIMHHOCTb.

6.2.2 3anpoc cnyxobl

st 3arpoca ciryk0bl y JTI0O0ro cepBepa CeTH, KIMEHTCKOe IPUIIOKEHHE TOJIKHO O/
TBEPAUTH NTOJJIMHHOCTS Nepe] cepepoM. [loaToMy npuiokeHue reHepupyer ayTeHTH-
(pukarop. AyreHTU(PUKATOP COCTOUT U3 CIEAYIOIIUX KOMIIOHEHTOB:

o [IpuHIMIIAN KJIMEHTa
* [P-agpec knmeHTa
* Tekyiee BpeMst

» KoHTrponbHast cymMa (BBIOpaHHAsI KIIMEHTOM)
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Bcs ata napopmanus 3ammgpoBaHa ¢ UCTIOIb30BAHMEM KJTI0Ua CECCHU, KOTOPYIO KJIH-
€HT y’Ke MOJTyUrJI OT CIIeNUaIbHOTO cepBepa. AyTeHTH(HKATOp U OWIIET TSI cepBe-

pa moceLnaoTes cepeepy. CepBep UCHONB3yeT CBOIO KOIHIO KJII0Ya CECCUH, YTOOBI pac-
mmppoBaTh ayTeHTU(PHUKATOP, KOTOPHIA MPEAOCTABIISIET BCI0 HEOOX0aUMYIo nH(pOpMa-
LMIO O KJIMEHTE, 3arpall1BaiolieM ciyx0y, 1 CpaBHUBAeT ee ¢ uHpopMaluei ounera.
CepBep Takke IpoBepsieT, MPUHAIJIEKAT JIU ayTeHTH(PHUKATOP U OUJIET OTHOMY U TOMY
e KJIUCHTY.

Ecnu He npeanpuHATh Mep 6e30MacHOCTH Ha CTOPOHE CepBEpa, STOT IIar MOXKET OBITh
UJIeaIbHOM LIEJNTBIO TSI aTaK TIOBTOPHOTO BOCTIpom3BeAeH . KTo-HuOyab MOXeT 1mo-
MBITATHCS MIepecyaTh 3alpoc, YKpaJeHHbIN paHee u3 ceTy. s npeJoTBpalieHus 3To-
ro, CepBep He MPUHUMAET 3allPOCOB C OMIETOM U BPEMEHHOM METKOU YKe MPUHATHIMU
paHee. B morosiHeHye K 3TOMY, 3aIIpOCHI C BpEMEHHON METKOM CHJIBHO OTJIMYAIOIIEeHCs
OT BPEMEHH IOJy4YeHUs 3aIpoca, UTHOPUPYIOTCS.

6.2.3 BaaumHasa ayTeHTUdpnKaLusa

Aytentudukarms Kerberos Moxet ObITh HCIIOJIB30BaHA B 000MX HampapiieHus1X. OHa
KacaeTcsl He TOJIBKO YOCTOBEPEHUS CBOEH NMOJJIMHHOCTY KiIeHToM. CepBep Toxke
JOJIKEH ayTeHTH(UIMpoBaTh ce0s nepe] KJIMEHTOM, 3allpalmBas ero ciayx0y. Takum
00pa3oM, OH TOXe MOChlIaeT ayTeHTudHKaTop. OH 1006aBISeT eUHNIY K KOHTPOJIb-
HOH CyMMe KJIMEHTCKOro ayTeHTU(UKATOpa U MKUpPyeT pe3yabTaT pasjieaseMbIM UM C
KJIMEHTOM KJIIoueM ceccudl. KiMeHT mpuHMMaeT 3TOT OTBeT, KaK J0Ka3aTelbCTBO MOJ-
JIMHHOCTH CepBepa ¥ OHM HAUMHAIOT B3aUMO/IEICTRYE.

6.2.4 NonyyeHue 6uneToB — coeanHeHne
C cepBepamu

BuiteTsl co3aloTcst A1 UCTIONB30BaHKS C KOHKPETHBIM CepBEpOM. DTO O3HavaeT,
YTO MU 3aIpoce K HOBOM ci1yxOe Bam HyxkeH HOBbIi Ouser. Kerberos peanusyer
MEXaHM3M I0JTy4eHHsT OWIIETOB [JIs1 OTAGNBHBIX CEPBEPOB. DTa CIy:k0Oa Ha3bIBaeTCs
«CItyx00¥ nosyueHus OuneToB ». Cityx0a nosydeHus: OUIeTOB UCIIONb3YeT MPOTOKO-
JIBI JIOCTYTIA OTMCAHHbIe paHee. Kax/iplii pa3, Korja MpuIoXkeHnIo Hy)KeH HOBBIH OH-
JIET, OHO COEJMHSIETCS] C CEPBEPOM MOTyYSHUs OMIIETOB. DTOT 3alPOC COCTOUT U3 Clle-
IYIOMNX KOMIIOHEHTOB!

* 3arpaumBaeMblil TPUHIMIIAT

e buner Ha MOJTy4YE€HHE ounera

CeteBas ayTteHTndmkaums npu nomowwm Kerberos

91



92

* AyreHTU(dUKATOP

Kaxk u mo06oit gpyroii cepsep, cepsep MOIydYeHuUs OMIETOB MpoBepsieT OUJIET Ha Io-
JydeHue Ousera u ayreHTuduKarop. Ecii OH cuuTaeT ux JOCTOBEPHBIMH, TO CO3IAET
HOBBII KJIIOY CECCUHU JJIS1 UCTIOJIb30BAHUS MEKIY KIMEHTOM M HOBBIM cepBepoM. 3a-
TEM CO3[aeTcsi OWIET /IS HOBOTO CepBepa, KOTOPBI COAEPXKUT CIEAYIONTYI0 HH(OP-
MalIuIo:

¢ IIpuHnumnan KJaveHTa

¢ [Ipunnmmnan cepepa

* Tekyiuee Bpems

» IP-agpec kiueHra

* BHOBb CO3/1aHHBII KJTIOY CECCUU

HoBblit 6uteT nMeeT BpeMs )KU3HH, paBHOE OCTaBILIEMYCsl BpEMEeHH KU3HU OHyIeTa Ha
noJlyyeHue OuieTa Wik BpeMEeHH JKU3HHU 10 yMOJIYaHHIO VISl 9TOM CTy kOBl 113 1BYX
STUX 3HAYECHUI BHIOMpaeTcs HarMeHblee. KiMeHT mosyyaeT ot city:kObl TOJTyYeHust
OWJIETOB 3TOT OMJIET M KJIIOY CECCHH, 3alM(POBAHHBIE TEM, Ke KIII0UOM, KOTOPHIM
ObL1 3amM(ppoBaH OMIIET Ha MomydeHue Ounera. KimeHT MoxkeT pacimdpoBaTh OTBET
0e3 NCII0JIb30BAHKSI TapOJIsl TOJIB30BATEISI, IPH 3aIIpOCce HOBOM ci1yxObl. Takum oOpa-
30M, Kerberos MozxeT nosy4ars Guiier 3a OuiieToM, He OeCIIOKOsI TIOJIb30BaTe .

6.2.5 Cosmectumoctb ¢ Windows 2000

Windows 2000 cogep:xut peanusanuio Kerberos 5 ot Microsoft. ucnonsszyer MIT pe-
amzarvio Kerberos 5, nmosne3nast uagopMarusi 1 pyKoBOACTBO MOXHO HAaWTH B TOKY-
meHTauuu MIT Pazpen 6.5, «[JononnutensHast uHgopmanus» (ctp. 115).

6.3 Nonb3oBateNnbCKU B3rnNsn Ha
Kerberos

B upeanpHOM ciydae, eIMHCTBEHHBI KOHTAKT Tosib3oBatesist ¢ Kerberos nmpoucxoaut
BO BpeMs1 BXoja B cuctemy. [Iporiecc BXxoaa CHCTeMy BKJIIOYAeT colaHue Ouiera Ha
nojyuenue 6usera. [Ipu BeIXo/ie Bee Mosib30BaTeNbckue Ometsl Kerberos yHuuTo®a-
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I0TCSl aBTOMATHUYECKH, YTO 3aTPYAHSAET KOMY-THO0 BO3MOKHOCTh MIPEICTABUTHCS STUM
MOJIb30BaTeNIeM. ABTOMATHUYECKOE CTeUeHHe OUIIETOB MOXET MPUBECTH K HECKOJIb-
KO HEJIOBKO¥ CUTYaIlH, KOT/1a MOJIb30BaTeIbCKAs CECCHUS AJIUTCS JIOJIbIIE, YEM MaK-
CHMAaJTbHAST TIPOIOJDKUTEIFHOCTD JKU3HH OWJIeTa Ha BhIIady OmieTa (pa3yMHOe ee 3Ha-
yeHnue paBHo 10 yacam). OIHAKO MOJBb30BATENh MOKET MIOJTYYUTh HOBBIA OWJIET Ha T10-
nydeHue Owiera, 3amycTuB kinit. Bemure mapois cHoBa u Kerberos momyaur mo-
CTYII K TpeOyeMbIM CITyk0am 0e3 JOMONHUTEIbHON ayTeHTrduKaiwu. 171 moydeHus
CIIHCKA BceX OMIIEeTOB, MOTy4deHHBIX 11 Bac Kerberos, 3amyctuTe k1ist.

KpaTKUI CIIMCOK BCceX MPUIOKEHUH, UCTIONb3yIomux ayreHTudukamnuio Kerberos Itu
TIPIJIOKEHMST MOKHO HAWTH B IMpeKTopuH /usr/lib/mit/binu /usr/1lib/
mit/sbin nocne ycTaHOBKM Maketa krb5-apps—clients. Bece oHM nMeroT nosu-
Hy10 (pyHKIIMOHATIBHOCTH cBoMX UNIX 1 Linux OpatbeB, IUTIOC AOMOJIHUTEBHBIA 00-
HyC IIPO3payHoll aBTOpU3anuy, ynpasisemoil Kerberos:

¢ telnet, telnetd
* rlogin

* tsh, rcp, rshd
* ftp, ftpd

* ksu

Bawm GoJbliie He HYKHO BBOAWTD CBOM MapOJib 17151 UCMIOJIb30BaHUS STUX MIPUIIOKe-
HUH, mockonbKy Kerberos yxe monreepawt Banty mogmHHOCTS. ssh, coOpaHHBI ¢
noanepxkkon Kerberos, MoxeT 1axe nepeHanpaBisTh Bce NOJTyUYeHHbIE 17151 OTHON
paboueii cranuum 6wteTH Ha npyryo. Ecim Bl ucnions3yere ssh 1u1s1 Bxoaa Ha Ipy-
I'yl0 pabo4yIo CTaHIIMIO, ssh ipoBepsieT, YToObI 3auPOBAHHOE COIepKAHKE Ouie-
TOB HCIIPABIISUIOCH B COOTBETCTBHH C cuTyarmeit. [IpocToro KomupoBaHus O1ieToB
MesxIy paOOUYMMU CTaHIIUAMH HEJOCTATOYHO, TOCKOJIbKY OMJIETHI cofepxart HHMOp-
MaIHIo, OTHOCAIIYICS K padouert cranimu (IP-agpec). XDM, GDM u KDM Ttaksxe
npeaiaraoT noguepxkky Kerberos. [JanpHeiinnyo HH(POPMAIIUIO O CETEBBIX MPUIIOKE-
Husix Kerberos MmoxHO Haiiti B Pyxosoocmee noavzosamens no Kerberos V5 UNIX,
JOCTYIHOMY IT0 afpecy http://web.mit.edu/kerberos.

6.4 UHcTannauusa n
agMuHuctpuposaHue Kerberos
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Oxpysxenue Kerberos cocToMT U3 HECKOJIBKUX Pa3JIMYHbIX KOMIIOHEHTOB. LleHTp pac-
npoctpanenus kmoueit (KDC - key distribution center) COTepKHT HEHTPATBHYIO Oa-
3y JaHHbIX co Bcemu JaHHbIMU Kerberos. Bee kimentsl nonaratorcst Ha KDC B Hajte-
*karei cereBoil ayreHTudukauuu. Kak KDC, Tak 1 KJIMEHTH HYKAAI0TCS B HACTPOU-
Ke JUIsl COOTBETCTBMU Bartelt koHpurypauuu:

OO011as oAroToBKa
ITpoBepbTe CBOIO KOH(PUTYPALHIO CETH U YOSTUTECh, YTO OHA COOTBETCTBYET MH-
HUMAaJIbHBIM TpeOOBaHUAM, onucaHHbIM B Paznen 6.4.1, «CeteBas Torosorus
Kerberos» (ctp. 94). Beibepure nmogxoasiryio obacts 1uis Bareit koHpury-
paiu Kerberos, cm. Paznen 6.4.2, «Boibop obnacteit Kerberos» (ctp. 96).
TmarempsHO HACTPOITE KOMIBIOTEp, penHa3HavyeHHs 1ist KDC, ¢ mpu-
MEeHEeHHEeM MaKCUMaJIbHBIX Mep Oe3onacHocTy, Pasnen 6.4.3, «Hacrpoiika
KDC» (ctp. 96). Hactpoiite HageKHBII HICTOYHUK BPEMEHH B CETH, YTOOBI
yIOCTOBEPHUTHCS, UTO BCe OUIIETHI COJCPIKAT BATMIHbIC BPEMEHHbBIC METKH, CM.
Pasnen 6.4.4, «Hactpoiika CHHXpOHU3aLMK BpeMeHn» (CTp. 98).

OcHoBHast KOH(UTYpAITUS
Hacrpoiite KDC u kimenToB cormacHo Paznen 6.4.5, «Hacrpoit-
ka KDC» (ctp. 98) u Paznen 6.4.6, «KKoHdurypanms KIMeHTOB
Kerberos» (ctp. 101). Paspemure yganeHHoe aiMUHUCTpUpOBaHue 1is Ba-
et ciyxObt Kerberos, utoObl Bam He HykeH ObLT (PH3HUYECKUI JOCTYIT K KOM-
neiotepy ¢ KDC, cMm. Paznen 6.4.7, «Hactpoiika ynajleHHOTO aIMUHUCTPH-
posanus Kerberos» (ctp. 107). Co3naiiTe NpuHIMNIAIOB CITYXKO JUTS Kak-
Joi ciyxOsl B Bammeii o6nactu, cm. Pasnen 6.4.8, «Creating Kerberos Service
Principals» (ctp. 109).

Brkumouenue ayrentudukarmu Kerberos
Pasnunsie ciryxObl B Bateii cetrt MoryT ucronb3oBats Kerberos. Yto6s! no-
0aBuTh MpoBepKy maposisi Kerberos npunoxkenusim, ucnosnb3ytomum PAM, BbI-
TIOJIHUTE JEeUCTBUS, onucaHHble B Paznen 6.4.9, «Bkimouenue nonaep:xku PAM
B Kerberos» (ctp. 111). Yro6s! HacTpouth SSH nu LDAP Ha ayreHTH(DMKA-
umio yepe3 Kerberos, cnenyiire Paznen 6.4.10, «Hactpoiika SSH i ayrentudu-
karmu ¢ niomoipio Kerberos» (ctp. 111) u Paznen 6.4.11, «Mcnons3oBanue
LDAP u Kerberos» (ctp. 112).

6.4.1 CeteBast Tononorusa Kerberos

Jo6oe okpyxeHue c Kerberos i mosHOIEHHOM pabOThI JOKHO OTBEYATh CIIeIyI0-
UM TpeOOBaHWISIM:
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» Hacrpoiite DNS cepBep ais1 pa3pellieHrst UMeH BHYTpH Bareid cetu, 4ToObI K-
€HTHI U cepBepbl MOTIN HaiTh ApyT apyra. O6parurteck k ['nasa 11, The Domain
Name System (TCopnepxanue) 3a ungopmanueii no Hactpoiike DNS.

* Hacrpoiite cepeep Bpemenu B Baiuieit cetu. Mcnonb3oBaHne TOUHBIX BPEMEHHBIX
METOK CYIIeCTBeHHO Uit paboTsl Kerberos, mockonbky Banminasle 6mietst Kerberos
JOJDKHBI COfIepkaTh KOPPEKTHBIE BpeMeHHbIe MeTKU. OOpartutecs k ['nasa 13, Time
Synchronization with NTP (TConepxkanue) 3a nadopManueii o Hacrpoiike NTP.

* Hacrpoiite uenrp pacnpocrpanenus kmoudeil (KDC) kak LeHTpaibHyI0 4acTb ap-
xuTeKTypsl Kerberos. On copepxut 6a3y nanusix Kerberos. Vcnomnps3yiite Makcu-
MaJIbHO BBICOKYIO OJINTHKY G€30IMacCHOCTH Ha 9TOW MalliHe JUTs TPEeIOTBpaIeH s
MOOBIX aTak, KOTOpPBIE MOTYT MOABEPrHYTh PUCKY BCIo Balry ceteByro MH(ppacTpyK-

Typy.

d HaCTpOﬁTC KJIIMECHTCKHUE MallIMHbI HA UCITOJIb30OBAHUE ayTCHTI/I(l)I/IKaIII/II/I Kerberos.

Crenymomee n300paxkeHre MOsICHAET IPOCTOM MPUMEp CETH ¢ MUHIMYMOM KOMITO-
HEHTOB, HEOOXOAMMBIX JIJIS1 OCTpOeHUs MHppacTpyKTypsl Kerberos. B 3aBucumoctu
OT pa3MepoB U TornoJioruu Bareii cety, Baila MHCTAIALIMA MOXKET OTJMYATHCS.

PucyHok 6.1 Cemesas mononoeusi Kerberos

192.168.1.0/24

puter

.116 114
NTP
DNS KERBEROS
Jupiter ¥nus
workstation)  (workstation

P

.100

101

192.168.2.0/24
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NMOACKA3KA: Hactponka mapLupytM3auum noacetv

Lns koHdpurypaumm nogobHol PucyHok 6.1, «CeteBas Tononorus
Kerberos» (ctp. 95), HAaCTponTe MapwpyTU3aumio MeXay AByMs noacerts-
Mu (192.168.1.0/24 n 192.168.2.0/24). Obpatuteck k Pasnen “Configuring
Routing” (Mnasa 9, Basic Networking, TConepxaHne) 3a nanbHemnwei nH-
dhopmaumein o0 HaCcTporke MapwpyTusauum ¢ nomoubio YaST.

6.4.2 Bbibop obnacren Kerberos

JomeH, B koTopoM padoTtaer nacTaiUAMs Kerberos HazsiBaeTcs 061acTbio ¥ MAEH-
TU(PULUPYETCS UIMEHEM, TAKUM Kak EXAMPLE . COM i rpocto ACCOUNT ING.
Kerberos 4yBCTBUTENEH K PETUCTPY, TOITOMY example . com ABIAETCSA 00IacThIo,
OTJIMYHOM 0T EXAMPLE . COM. Mcnonb3yiiTe peructp, Kotopsiit Bam Hpasurcs. On-
HAKO, OOIIETPUHATAsA TPAKTUKA — KCTIOIB30BaTh BEPXHUI PETUCTP I UMEH 00Jia-
CTen.

Xopormas uaes ucronb3oBath Barie nvst tomena n3 DNS (wim moggoMeHa, Takoro
Kak ACCOUNTING.EXAMPLE . COM). Kak nmoka3aHo Huxe, Bl MoxeTe 001€UnTh
cebe JK13Hb KaK aJJMUHUCTPATOPY, eClii HacTpouTte KiareHTh Kerberos Ha mouck KDC
u apyrux ciyx6 Kerberos ¢ nomomnipio DNS. TIpu 3T0M O4eHb 10J1€3HO yKa3aTh UMs
o0sacTy Kak noanoMeH Bamero nomenaoro umenu DNS.

B oTsinuMe ot npocrtpadcTBa uMeH DNS, Kerberos He nepapxuuen. Bol He Moxke-

Te TIOJYMHHUTH 00JIaCTH C UMeHeM EXAMPLE . COM, JIBe «MOA00IaCTH» C UMEHAMH
DEVELOPMENT u ACCOUNTING, Tak, 4TOOBI IIOJUAMHEHHBIE 00JIACTHA HACIEL0BA-
JIY IpYHLHIANOB y EXAMPLE . COM. Bmecro atoro, Bel nomyunte Tpu pasHbix 06ia-
CTH, JJ151 KOTOPBIX BaM npujercst HacTpouTh MeXOOIACTHYIO ayTEeHTU(DUKALIMIO, YTO-
OBl MOJTE30BATEIN OAHOM 00JACTH MOIJIM B3aNMOEHCTBOBATD C CEpPBEPaMH U MOJIb30-
BaTeJISIMU JIPYroit 00JIacTH.

JJ1 IpOCTOTHI JaBarTe MPEAOJIORHUM, YTO Bbl HAcTpanBaeTe BCero OiHy 00JIaCThb ISt
Bceli opranu3anud. Jlo KOHIa 3TOi CeKIUH /I Hee BO BCEeX MpUMepax OyIeT UCIOJTb-
30BaThCd UMA EXAMPLE . COM.

6.4.3 Hactpouka KDC

[NepBbiid mar, HEOOXOUMBIN TS Ucnonb3oBaHus Kerberos — 3To kommbiotep, KOTO-
phlii OyaeT padoTaTh Kak HEHTP pacipoCTpaHeHus Koder win, s kpatkoctd, KDC.
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STOT KOMITBIOTEP COAEPKUT BCIo 0a3y JaHHBIX Mojb3oBateneit Kerberos ¢ mapossmu u
ZIpyroi uHpopmarven.

KDC 310 HauboJjiee BaxxHasi 4acTh Bared WHGPACTPYKTYphl O€30MACHOCTH: €CITH KTO-
10O MPOHUKHET B Hee, BCE YUETHBIE 3aIKCH T0JIb30BaTe el U BCsI 3alllUIeHHAS
Kerberos yactb cetut OyieT CKOMIIPOMEHTHPOBaHA. B3TOMINMK ¢ A0CTyoOM K Oaze
naHHBIX Kerberos MoxeT nmpeacTaBUThCs JI0OBIM MPUHITUNATIOM 13 3Tok Oassl. Crie-
JIalTe HACTPOUKHU OE30MaCHOCTH ISl 3TOr0 KOMIThIOTepa MaKCUMAaJIbHO CTPOTHMMU:

1 TIToecrture 3TOT CEPBEP B (1)I/ISI/I‘{GCKI/I 6e30macHoe MECTO, TAKOE KaK 3aKpbITad CEp-
BE€pHadA KOMHaTta, K KOTOpOﬁ UMEET JOCTYII OrPaAaHUYCHHOE KOJINYECTBO JHOJICI';I.

2 He 3amyckaiiTe Ha Hell ceTeBBIX MPUIIOKeHHH 3a uckmodeHrneM KDC. 3t1o oTHO-
CHUTCS U K cepBepaM U K KiueHTaM: HanpuMep, KDC He no/keH MMIOPTHPOBAaTh
(paitnoseie cucremsl o NFS win ucnonszosars DHCP 114 nosyyeHus cereBoi
KOH(pUryparvm.

3 VcraHoBuTE Ha HETO MUHUMAJIBHOE KOJIMYECTBO MPUIIOKEHUIA, 3aTEM [TPOBEPhTE
CIIMCOK YCTAHOBJICHHBIX IMTAKETOB U YIAJIUTE BCE HEHYKHBIC ITaAKETHI. ITO OTHOCHUT-
¢ K cepBepaM, TaKMM Kak inetd, portmap u cups, a Takke KO BceMy padoTaloIemMy
nox X. axe ycraHoBka SSH cepBepa 10/KHA paccMaTpUBaThCs Kak MOTEHLIMAb-
Hasl ySI3BUMOCTb.

4 Ha stoii MammmHe He TpeOyeTcs rpaduIecKoro BXoaa B CUCTEMY, TIOCKOIBKY X cep-
BEp 9TO NOTEHIMaIbHAs yrpo3a 6e3omnacHocTd. Kerberos mpenocraBisier coOCTBEH-
HBIN MHTEpQENC aIMUHICTPUPOBAHHUSI.

5 Hacrpoiite /etc/nsswitch.conf A UCHONB30BAHMS TOJNBKO JIOKAIBHBIX
(paiinoB a4 noucka noJjb3oBaTesen u rpynm. Mi3menure crpoku a1 passwd U
group CJIeAyIoIIM 00pa3oM:

passwd: files
group: files

Nsmenure daiinel passwd, group u shadow B /et c, yIaalB CTPOKYM HAYMHAIO-
ecs ¢ CUMBoOJIa + (OHU HYXHBI 17151 iorcka NIS).

6 3amnperuTe BCe aKKAYHTHI MOJIb30BaTeNel, KpoMe root, 3aMeHuB B /et c/
shadow xemm napoJyiell Ha CAMBOJ * WA ! .

CeteBas ayTteHTndmkaums npu nomowwm Kerberos
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6.4.4 HacTponka CUHXpPOHU3aLUU
BpeMeHU

s ycnenHoro uctnofnb3oBanusi Kerberos, yoeaurech, 4To Bce CUCTEMHBIE YaCchl BHYT-
pu Barteil opraHuzaiyy CHHXpOHU3UPYIOTCS B ONPEAEIEHHOM Ipejelie. JTO Bax-

HO, NocKoJbKY Kerberos 3ammuiiieH npoTUB MOBTOPHOM OTIPABKY BEPUTENbHBIX JAAH-
HBIX. ATaKyIOIINIA MOKET UMETh BO3MOKHOCTb OTCJIEKMBATh BEPUTEIIbHBIE JaHHBIE
Kerberos no cetu 1 MOBTOPHO KCTIOB30BATh UX IS aTaku cepeepa. Kerberos mpume-
HSIET HECKOJIbKO BHJIOB 3aIUTHI, YTOOBI IPEJOTBPATUTh 3T0. OJJHIM U3 HUX SBJISIOTCS
BpeMeHHbIe MeTKH OmieToB. CepBep, NOMyYMBUIAI OUJIET ¢ BpEMEHHOM METKOU, KOTO-
pas OTIMYaeTCs OT TEKYILIEro BpeMeHH, He IIPUHUMAET STOT OWJIeT.

Kerberos umeer HekoTopsIi MOPT Ipy cpaBHEHUH BpEMEHHBIX METOK. TeM He MeHee,
Jachl KOMITBIOTEPA MOTYT OBITh HETOUHBI IIPH OTCYETE BPEMEHH — YacTO NMPUXOANTCS

CIIBILIATH O MOJIy4aCOBOM OTKJIOHEHUH OT TOYHOTO BPEMEHH, HAOpaHHOM 3a B HEJEJIO.
ITo 3Toil NnprvKHe, HACTPOITE BCE KOMIIBIOTEPHI CETU Ha CUHXPOHU3ALIUIO M LIEHTpaJIb-
HBIM UCTOYHUKOM BPEMEHHU.

CaMbIM TIPOCTHIM CIOCOOOM OYZIET YCTaHOBKA Ha OIMH U3 KOMITBIOTepoB cepBepa NTP
Y CHHXPOHM3AIIMS BCEX CBOMX YACOB KJIMEHTAMU C 3TUM CEPBEPOM. DTO MOXHO Clie-
nath 60 3amyctus NTP neMoH B pexkrMe KIMeHTa Ha BCEX STHX KOMITBIOTEpax MM
MIpY TIOMOIIIM €XeTHEBHOTO 3alycKa ntpdate Ha BceX KJIMEeHTax (3TO pelleHue CKOo-
pee Bcero OyneT paboTaTh TOJIBKO AJIs1 HeOOJBIIOro Koimdectsa kimeHToB). KDC To-
e OJDKEH CMHXPOHU3UPOBATHCS C OOIIMM UCTOYHUKOM BpeMeHH. [T0CKOJbKY 3a-
nyck NTP nemMoHa Ha 3TOM KoMIibioTepe OyIeT MPeICTaBISATh yIpo3y OE30MacHOCTH,
Xoporiel uzeeit OyeT 3amyck ntpdate mopeacTBOM 3amucu B KpoHe. YUTo Obl HACTPO-
uth kmeHT NTP, cinenyiite unctpykimsm Pazmen “Configuring an NTP Client with
YaST” (I'nasa 13, Time Synchronization with NTP, TConepxanue).

Hpyro#t ciocobom 6e30MacHO UCIIOb30BaTh cryk0y BpemeHn ¢ NTP-gemoHOM - 3a-
KpEeNnuTh OJIMH UCTOYHUK TOYHOIO BpeMeHH 3a BbiieieHHbIM N'TP-cepBepom 1 apyroit
WCTOYHMK TOYHOTO BpeMeHu 3a KDC.

Mo:XHO Takke U3MEHUTh MaKCUMAaJIbHOE OTKJIOHEeHHe, fomyckaemoe Kerberos mpu
MIPOBEPKE BPEMEHHBIX METOK. DTO 3HaUeHUE (Ha3bIBAEMOE pas3opoc uacos - clock
skew) MOXeT ObITh YCTAHOBJIEHO B (haitie krb5 . conf Kak onucaHo B «M3MeHeHus1
paszopoca yacop» (ctp. 107).

6.4.5 Hactpouka KDC
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Ora cekuus NOosCHAET HauajlbHYI0 HacTpoiky U ycraHoBky KDC, Bkilouas cozganue
aJIMMHUCTPATUBHOIO IpUHIMIIANA. DTa IpoLeaypa COCTOUT U3 HECKOJIbKUX IIAroB:

1 VcranoBure RPM-nakers Ha marune, npeanaszHauensoi aist KDC, yeraHo-
BUTE CJIEIYIONINE TAKETHl MPUWIOKEHUH: krb5, krb5-server m krb5-client

2 N3menute daitanl kondurypanun daiinsl kKoHburypaimu /et c/
krb5.confu /var/lib/kerberos/krb5kdc/kdc.conf OOMKHBI OBITh
W3MEHEHH B COOTBETCTBUM ¢ Bammm cueHapuem. DTr (ailisl copepkaT BCIO WH-
¢opmanmio o KDC.

3 Co3paiite 6a3y qannbix Kerberos Kerberos xpanur 6a3y nueHTrduKaTopos
BCEX MPUHIIUITATIOB U WX 3alUIICHHbIC KJTIOUM, HEOOXOAUMBIE JUTsl Ay TEHTU(UKA-
un. O6parutech kK Pazpmen 6.4.5.1, «Setting Up the Database» (ctp. 99) 3a mo-
IpOOHOI MH(pOpPMAIIUCH.

4 Nzmenute daitant ACL: 1o6aBbTe aAMUHHCTPATOPOB PacroiokeHHON Ha
KDC 6a30i1 nannabsix Kerberos MoxxHO yrpaBisth yaaieHHo. [ npenoTBpaineHus
MOAIETKY Oa3bl JaHHBIX HEaBTOPU30BAHHBIMY MpuHLHMIANamu, Kerberos ncross-
3yeT CIHCKY YIIpaBJIeHHsI JOCTYIIOM. BhI IOJKHBL SIBHO pa3pelluTh yaajJeHHbIA 10~
CTYII [UIs1 aIMAHUCTPUPYIOIIETO IPUHITHIIANA YTOOBI OH MOT YIIPABJIATh 3TOHN 6a30ii
nanHbix. @ann ACL Kerberos Haxogutca B /var/lib/kerberos/krb5kdc/
kadm5.acl. O6paturech Kk Paznen 6.4.7, «Hacrpolika yaaneHHOro aagMUHUCTPU-
poBanus Kerberos» (ctp. 107) 32 noppo6HO# nHpOpMaIei.

5 HN3menute 6a3y nannbix Kerberos: 1o6aBbTe asMuHNCTPaTOPOB Bawm Hy-
KeH KaKk MUHUMYM OJJMH aIMUHUACTPUPYIOLIUIA MPUHLIMIAI [IIs 3aI1yCKa U YIIpaB-
nenus Kerberos. Dtot npuHIumnan go/mkeH ObITh 1oOaBiieH nepes 3amyckom KDC.
Ob6parurech k Paznen 6.4.5.2, «Coznganve npuHImnanos» (ctp. 101) 3a mogpo6-
HOCTSIMU.

6 3anycrure nemon Kerberos Ilocne Toro, kak KDC ycTaHBNeH U HACTPOEH, 3a-
nmyctute geMoH Kerberos s oocnyxuanus Kerberos Barmeit oonactu. [Togpo6-
HOCTU MOXHO HailTu B Pasnen 6.4.5.3, «3anyck KDC» (ctp. 101).

7 Co3paiite 1 ce6s1 npuHIUNAIa Bam HyXeH NPUHIAIIAT TSI
cebs1. [TogpobHoe onmcanue aocTymnHo B Pasznen 6.4.5.2, «Co3nanue
npuHumnanos» (crp. 101).

6.4.5.1 Setting Up the Database
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Bar cieytompii mar - MHUIMAIM3MpoBaTh 6a3y JaHHBIX, B KoTopoil Kerberos xpa-
HUT BCI0 MH(OPMAIIMIO O IPUHIMIANIAX. 3aJaiiTe MacTep-KJIi04, KOTOPbIA OyaeT uc-
TIOJIL30BaH ISl 3alUThl Bateit 6a3bl JaHHBIX OT CIIy4aifHOTrO pacKphITHs (HarpuMep,
IIpY CO3JAHUM €€ pe3epBHOI Konuu). MacTtep KJIo4 co3JaeTcs U3 Maposis U XpaHUTCA
B (paiiyie, Ha3bIBAEMOM CIIPATaHHBIH (aHTo. stash) ¢aiin. [Tostomy Bam He Tpebyercs
BBOJIMTH NIAPOJIb TIpU KaxkaoM nepesanycke KDC. Yoeaurech, uto Bel BEIOpau Xopo-
il naposb, Hanpumep (pasy U3 KHUTY, OTKPBITON Ha CTyyaillHOH CTpaHULe.

Korna Bl coxpaHsieTe pe3epBHbIe koruu 6a3bl faHHbIX Kerberos Ha seHTy, (/
var/lib/kerberos/krb5kdc/principal), He BKIIOUalTe B pe3epB-

HYIO KOIIHIO CTIPSATaHHBIN (haiin (Haxodsamuiics B /var/lib/kerberos/
krb5kdc/.k5.EXAMPLE . COM). MHave, KaxJplid, KTO UMEET JOCTYII K pe3epBHOMI
KOIUH, CMOKeT AeludpoBarth 6a3y qaHHbIX. [109TOMY XpaHHTe KOMHUIO Maposs B 6e3-
OIaCHOM MeCTe, Ha CIIyJai, ecii Bam npunercst BoccraHaBIMBaTh 6a3y JaHHBIX TOCTIE
cOosl.

s co3nanus cnpsATaHHOTO (paiiia ¥ 6a3bl JAHHBIX, 3aIyCTHTE:

kdb5_util create -r EXAMPLE.COM -s

Brl yBUIUTE Crienyomyo HHPOPMAaLHIO:

Initializing database '/var/lib/kerberos/krb5kdc/principal' for realm
'EXAMPLE.COM',

master key name 'K/MQEEXAMPLE.COM'

You will be prompted for the database Master Password.

It is important that you NOT FORGET this password.

Enter KDC database master key: o

Re-enter KDC database master key to verify: (2]

© Bseaure mactep-naposb.
®  Bgseaure napoiib CHOBA.

JI71s1 TpOBEPKY UCTIONB3YHTEe KOMaHy list:

kadmin.local
kadmin> listprincs

Brl yBUIUTE HECKOJILKO MPHHITUIATIOB B 0a3e JaHHBIX, KOTOPBIE MTpeJHa3HAYCHBI IS
BHYyTpeHHero nosb3oBanus Kerberos:

K/M@EXAMPLE .COM
kadmin/admin@EXAMPLE.COM
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kadmin/changepw@EXAMPLE .COM
krbtgt /EXAMPLE .COM@EXAMPLE .COM

6.4.5.2 Co3paHue NnpnHUUNanNoB

Co3snaiite mis cebst AByX mpuHIUNAIOB Kerberos: 0OBIMHOTrO MPUHIIUIANA IS eKe-
THEBHOM pabOTHI U JIPYroro - s amMuHUCTprpoBanus Kerberos. Jormyctum, Bare
UM TTOJIb30BaTelsd geek o, 3HAYUT BaM HEOOXOJMMO BHIIOJTHUTD CJISAYIONIHE JIei-
CTBUS:

kadmin.local

kadmin> ank geeko

Bel yBuguTe crnepyoree:

geekoW@EXAMPLE.COM's Password: (1]
Verifying password: (2]

O Type geeko's password.
O Type geeko's password again.

Hanee cozaiTe Ipyroro MpHHIMIIANA C UMeHeM geeko/admin HabpaB ank
geeko/admin B kadmin. Cypduxc admin nocne Bamero umenu noJb3oBa-
TeJIsl — 3TO Po.ib. VICIIONBb3YiTe 3Ty POIIb MPU aJMUHUCTPUPOBAHUY Oa3bl TAHHBIX
Kerberos. [Tonp30BaTesis MOKET UMETh HECKOJIBKO POJIEH pa3iIudHOrO Ha3HAYCHHUS.
Ponu — 310 paznuuHble aKKayHThI C TOX0KUMU UMEHAMM.

6.4.5.3 3anyck KDC

3anyctute nemonsl KDC u kadmin. [Inst pydHoro 3amycka 1eMOHOB BBEAUTE
rckrb5kde start urckadmind start. Takxke ynocrosepbrech, uto KDC u
kadmind 3amyckaioTcsi aBTOMaTHYECKU TTPU TIEPe3aIrycKe cepBepa ¢ MOMOIIbI0 KOMaH/
insserv krb5kdc u insserv kadmind uu ucnons3yiite Hactpoliku ypoBHs
3amycka YaST.

6.4.6 KoHdourypauusa knueHToB Kerberos

ITocne Toro, kak pa3eepHyTa BcrioMorarenbHas uHppactpykrypa (DNS, NTP) u KDC
HACTPOEH U 3aIlyllleH, HACTPOoiiTe KJIIMEHTCKUe KoMIbloTepsl. s HacTpoliku Kerberos
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KJreHTa Bel MoxeTe ucnosib3oBath YaST 100 OfuH 13 JBYX METOIOB PYyYHOM Ha-
CTPOUKH, OITMCAHHBIX HUXKE.

6.4.6.1 KoHdourypauusa knneHta Kerberos npu
nomoium YaST

Bwmecto pydHOro m3MeHnenus ¢aiiioB KOHGHUTYpaIMH MIPY HACTPOHKE KJIMEHTa
Kerberos, no3osbeTte YaST caenats 370 3a Bac. Bel MoxeTe npon3BecTH HACTPOIKY
BO BpeMsI MHCTAJUIALNH, JINOO Ha yKe YCTaHOBJIEHHOH cructeMe. OHa BBINTOJHAETCS
CIIeAYIOIHM 00pa3oM:

1 Boiigure B cuctemy Kak root u Beidepute Cemesvie caydicovl > Kauenm Kerberos.
2 BruiGepure Hcnoavzosame Kerberos.

3 s Hacrpoiiku kiuenta Kerberos, ucrnonbsyioriero DNS BbIloiHHTE ClIeayoIie
TIEHCTBUA:

3a Bruouure Henoavzosames DNS 045 noayuenus OGHHbIX HACMPOEK 60 8pe-
Mms1 pabomet M TipoBepbTe OcHosnble Hacmpoliku Kerberos oToOpakeHHBIE
Ha KpaHe.

MPUMEYAHMUE: Ucnonb3oBaHune noaaepXku DNS

Onuwms Vcnonb3osats DNS He MoxeT 6biTb BblbpaHa, ecnv DNS
CepBep He NpenocTaBnseT Taknx AaHHbIX.

3b Haxwmure Jonoanumenvuvie Hacmpoiiky 1js1 KOH(DUTYPUPOBAHUS [TAPAMET-
poB OuseroB, noaaepxku OpenSSH, cHHXpOHM3AIMK BpEMEHH U KCIIEePT-
HBIX HacTpoek PAM.

4 ]lnsa HaCTPOMKM cTaTHUecKoro KiueHta Kerberos:

4a Ycranosure B Jomen no ymoauanuro, Ooaacme no ymoauanuro u Aopec
cepeepa KDC 3HaueHus1, cCOOTBEeTCTBYOIIME Baieil koHpurypauuu.

4b Haxwmure Jonoanumenvivle HacCmpoliky 1151 KOH(DUTYPUPOBAHUS MapaMeT-
poB OmneroB, moguepxku OpenSSH, cMHXpOHU3AIMY BPEMEHU U SKCTIEPT-
HBIX HacTpoek PAM.
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PucyHok 6.2 YaST: Basosas nacmpoiika kauernma Kerberos

(£ Kerberos Client Configuration

() Do Mot Use Kerberos
@ Use Kerberos

] Use DNS to aquire the configuration data at runtime

Basic Kerberos Setting:

Default Domain Default Realm

[examme com | IEXAMPLE com
KDC ServerAddress
‘kdc example.com
Advanced Settings..

11 KOH(UTYpUPOBaHUSI ITAPaMETPOB OMJIETOB B Juajiore JJonoanumenvivie Ha-
CMPpOKU:

* Vkaxute Bpems Oeticmeusi no ymoauanuio n O0Hoasiemoe 8pemsi Oelicmausi no
YMOAUAHUIO B IHAX, YacaxX WIM MUHYTAaX, (MCIOJIb3Ys €IMHULIB U3MepeHus d, h i
m, 6e3 pa3enuTeNs MeX Iy 3HaUeHHEM U eIUHHULICH N3MEpeHus).

* JInsa nepeanpecanyy Bameit noyHol uneHtduKammy (1U1s MCHob3oBaHus Bammx
OWJIETOB Ha JPYTHX XOCTax), BRIOEpHUTe 3HaUeHue B noiie [lepeadpecauusi.

* PazpemuTe nepenady HEKOTOPHIX OMIETOB, BHIOPAB 3HaUeHUe B noiie [Ipokcuposa-
Hue.

» Brxumouute nopaepxkky ayreHtugukanuu Kerberos mist ceoero OpenSSH kimeHTa,
OTMETHUB COOTBETCTBYIoOIIee Tose. [lociie 3Toro KiameHT OyAeT MCIoab30BaTh OMIETH
Kerberos ans aBropuzanuu Ha cepsepe SSH.

* OTKJII0UMTE UCIIOJb30BaHKE ayTeHTU(uKauu Kerberos A1t HEKOTOPBIX MOJIb30-
BaTEJILCKUX aKKAYHTOB BBellsd B Nojie Munumanvrwii UID 3HaYeHUEe HEOOXOAUMOE
JUTsl akTUBaIMK aBTopuzanmu. Hampumep, Bbl MoxeTe noxenars UCKJII0UUTh aJMH-
HHUCTpPATOpa CUCTeMHI (root).
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* Ucnone3syiite Pazbpoc uacos, 9T00bl yCTAHOBUTH 3HAUCHUE MAaKCUMAJIBHOT'O OTKJIO-
HEHMs MEXJy BPEMEHHbIMU METKAMH U CUCTEMHBIM BpeMeHeM Bartieil MalimHsl.

* JIns cuHXpoHU3anuu cucteMHoro Bpemenu ¢ NTP cepeepom, Bel Takxke MoxeTe
Hactpouth NTP kiment, BuiOpaB Hacmpoiika NTP , xotopas oTkpoeT quajior YaST
Pacummpennas Hactpoiika NTP, onuceiBaemslii B Paspen “Configuring an NTP
Client with YaST” (I'nasa 13, Time Synchronization with NTP, TConepxanue). Tlo-
cIie 3aBepieHns KoHguryparnuu, YaST BHIIOTHUAT Bce HEOOXOOUMBIE U3MEHEHUS U
kimeHT Kerberos OyzieT roToB K MCHOIB30BAHMIO.

PucyHok 6.3 YaST: Jlonoanumenvhvie Hacmpotiku kauenma Kerberos

(£) Advanced Kerberos Client Configuration

[ PAM Settings [ Expert PAM Settings | PAM Senvices

Ticket Attribut

Default Lifetime

[ J
Default Renewable Lifetime

[ J

Forwardable Proxiable

[Arsenices [*] [nosewices [+

| ] Kerberos Support for OpenSSH Client

[%] lunore Unknown Users

Minimum UID

b S
Clock Skew

[300 | (TP Configuration.
Configure User Data -

3a nogpodHO# nHpopManuen 0 KOHPUrypauu BKIaaok Hacmpoiiku sxkcnepma PAM
u Cayorcobr PAM, obpatutech k odunmanbHou qokymeHTanuu Pasznen 6.5, «[lomnoaHu-
TesbHasA nHpopmarms» (ctp. 115) u man-ctpanune man 5 krb5.conf, Bxons-
med B makeT krb5-doc.

6.4.6.2 PyyHasa HacTpomnka KnueHToB Kerberos

CymiecTByeT J1Ba OCHOBHBIX noaxoja HacTpoiiku Kerberos: ctatnyeckas konpurypa-
LMS1 C UCTIOJIB30BaHUeM (aitia /et c/krb5. conf umm quHamuyeckas KOHpUrypa-
1us npu nomoiuu DNS. Mcnonb3ys kondurypauuio DNS, npunoxenus Kerberos mbi-
Tatotcst oOHapyxuTh ciryk0b1 KDC ucnons3yst 3amic DNS. 1151 cratndeckoil KoH-
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¢urypaumn, nodaesre agpec Bamero KDC cepepa B krb5 . conf (1 06HOBIIsIHTE
(paiin mpu mepenoce KDC mmm npyrux m3meHeHusx B Bameii o6mactu).

Kondwurypanus, ocHoBaHHast Ha DNS, siBisiercst 60Jiee THOKOW M COKpaIliaeT Bpemst
Ha HACTPOMKY Kaxaoro kiueHTta. OqHako, oHa TpeOyer, yToObl uMs Baieit obnactu
6o cornagano ¢ Banmmm gomenom DNS mim ero nognomeHom. Hacrporika Kerberos
yepe3 DNS Takske cozmaet HeOOJBIIYIO yrpo3y Oe30MaCHOCTH — ATAKYIOIHUIA MOXKET
3HAYMTENILHO HApYIIUTh padboTy Barreit nadpacTpyKTyphl, ¢ nomMolpio DNS (Hamnpu-
Mep, OTKJTIOUMB cepBep MMeH noaMeHuB 3arucu DNS u 1.1.). OfHako, B caMoM Xy/I-
IeM CJIy4ae 3TO BBI3OBET OTKa3 B 00CIykKUBaHUH. [10100HbBIN ClIeHApUil aTaKu IprMe-
HHUM U K CTAaTUYECKON KOH(UTypaImu, eciu Tosibko Bl He BBeaete IP-aapeca B ¢aitn
krb5.conf BMECTO UMEH XOCTOB.

Cratnyeckasi KOHpUrypauus

OpuH u3 crioco6oB HacTpoiku Kerberos 3akimodaercs: B peAakTUpOBaHUU /et c/
krb5.conf. ®aiii, yCTAaHOBJIEHHbI IO YMOJYAHUIO, COAEPKUT PA3IMUHbIE [IPUMeE-
pbl 3amMcedl. Y ganuTe ux Bce Iepel HauajloM HacTpoKU. krb5 . conf cocTout u3
HECKOJIBKHX CEeKIHH (CTpod), Kakaast OlpeeNsseTcss IMEHeM B KBaIPAaTHBIX CKOOKaxX
BOT [Tax].

Jns Hactpoiiku Bamux knuentoB Kerberos, no6aebte ciegyioinyio crpody B
krb5.conf (rme kdc.example.com — umsa xocta KDC):

[libdefaults]
default_realm = EXAMPLE.COM

[realms]
EXAMPLE.COM {
kdc = kdc.example.com
admin_server = kdc.example.com

Crpoka default_realm ycTaHaBIMBaeT 00JIACTh IO YMOJYAHUIO JIJIS IIPHIIOKEHUH
Kerberos. ecnu y Bac o61acteit HeCKOJIbKO, IPOCTO JI00ABbTE IOMOTHUTEILHBIC BBIPA-
’)KEHMs B CEKIIMIO [realms].

Takxke B 3TOT (haiiyl HY’)KHO T0OABUTH BhIpaXeHHEe, KOTopoe OyJeT cooOmarh MpuiIo-
KEHHsIM, KaK OTOOpa3uTh MMeHa XOCTOB Ha o0JiacTh. HampriMep, npu MOIKITIOUSHUN K
yIaJIeHHOMY KOMITbIoTepy, Onoimoreke Kerberos TpeOyercst 3HaTh, B KaKOW 00JIaCTH
pasMelieH 3TOT XOCT. DTO JIOJKHO OBITh 32JaHO B CeKIMU [domain_realms]:

[domain_realm]
.example.com = EXAMPLE.COM

CeteBag ayteHTMcbmkaumsa npy nomolwm Kerberos
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www.foobar.com = EXAMPLE.COM

710 coodImaeT OUOIUOTEKE, UTO Bee XOCTH B loMeHax DNS example . com Ha-
xonarcs B oosmactu Kerberos EXAMPLE . COM. B morosiHenye, ouH BHENTHUI
XOCT C IMEHEM www . foobar . com JOJDKEH TOKE CUMTATLC YWIEHOM O0JIACTH
EXAMPLE .COM.

KoHdpurypauums npu nomowm DNS

Kongurypamus Kerberos Ha ocHoBe DNS 1utotHo ucrnonb3yer 3armucu SRV. O6partu-
Tech K (RFC2052) DNS RR for specifying the location of services Ha caiite http: //
www.ietf.orgqg.

Nwms 3anmcu SRV, ¢ toukn 3penus Kerberos, Bcerna 3agano B popmare
_service._proto.realm, rae realm — 31o obaacts Kerberos. JJomMeHHbIE HME-
Ha B DNS He 4yBCTBUTEJIBHBI K PETUCTPY, TOSTOMY UyBCTBUTEJIbHBIE K PETUCTPY 00-
nactu Kerberos realms OyyT HapyIleHbI P UCHOJIL30BAHUU JAHHOTO METO/Ia KOH-
urypanun. _service — 3T0 UM CIYKObI (HAPUMED, TIPH TOTIBHITKE CBA3AThCS

¢ KDC wnu ciryx60ii naposieil HCHoJb3yIoTCsl pa3jinyHble UMeHa). _prot o MOXKeT
ObITh JTNOO __udp, MO0 _t cp, HO He BCe CITy:KObI TIOAJEePKUBAIOT 00a MPOTOKOJIA.

Yacte naHHbIX pecypca SRV cocrout u3 3HaYeHMs MPUOPUTETA, Beca, HOMepa mopra
1 uMeHH xocta. [Ipuopurer onpeznenser NopsAoK, B KOTOPOM JIOJKHBI IiepeOuparhest
XOCTHI (MEHBIIIE 3HAYEeHH: YKa3bIBAIOT HA 00JIee BHICOKUI IPUOPUTET). 3HAUEHIE Be-
ca HeoOX0UMO s TOJEPKKH OalaHCUPOBAHUS Harpy3KU Meky CEpBEpaMH C paB-
HBIM TIpHopuTeToM. BosMoxHO, Bam He moTpedyeTcst uX UCIOIB30BaTh, B TOM CITy-
Yae MPOCTO YCTAaHOBHUTE 00a 3HAUEHUS B HOJIb.

B Hacrosiiee Bpemss MIT Kerberos uinier cieayoiiie nMeHa Ipy MOUCKe CIyxKO:

_kerberos
Onpeaensier pazmenenne nemona KDC (cepBepa ayTeHTH(UKAIMK U BHIIAYN OU-
J1eToB). OOBIYHO BBITJISIINAT TaK:

_kerberos._udp.EXAMPLE.COM. IN SRV 0 0 88 kdc.example.com.
_kerberos._tcp.EXAMPLE.COM. IN SRV 0 0 88 kdc.example.com.

_kerberos-adm
Omnpenensier pa3MenieHne CiIykObl YIAIEHHOTO aIMHUHUCTPUPOBAHUs. THUITMYHBIE
3aIMCH BBITIAIAT TaK:

_kerberos—-adm._tcp.EXAMPLE.COM. IN SRV 0 0 749 kdc.example.com.
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[Mockonbky kadmind e nogaepxkusaetr UDP, 3anucu _udp ObITh HE JOIKHO.

Kak u nipu ucnosnb3oBanuu paiiia cTaTi4eckoi KOH(pUTypaiyu, CyliecTByeT Me-
XaHU3M, COOOMAIIUI KJIMEHTaM O MPUHAIJISKHOCTHU 3aJIAHHOTO XOCTa K 00J1acTH
EXAMPLE . COM, Aaxe eclid oH He BXoauT B JoMeH DNS example . com. 3T0 MOX-
HO crenarhb npukpenus 3anuch TXT kK _kerberos.hostname, Kak NOKa3aHo
37€Ch:

_kerberos.www. foobar.com. IN TXT "EXAMPLE.COM"

N3meHeHus pa3bpoca yacos

Pasbpoc wacos — 3T0 4yBCTBUTETLHOCTD IPHU ITpUeMe OUIIETOB, BpEMEHHBIE METKH
KOTOPBIX HE TOYHO COOTBETCTBYIOT TEKYIIEMYy BpeMeHH! cucTeMbl. OOBIYHO, pa3dpoc
YacoB ycraHaBmBaeTcst B 300 ceKyHI (MATh MUHYT). DTO O3HAYAET, YTO OMJIET MOKET
MMETh BPEMEHHYIO0 METKY OIepeKalolIyio Jachl cepBepa Ha IATh MUHYT WJIH OTCTAI0-
IIYI0 OT HUX Ha CTOJIBKO XKe.

ITpu ucnonwszoBanuu NTP mj1g cMHXpoHU3aIMK BceX XOCTOB, Bbl MOXKETEe YyMEHb-
IIATh 9TO 3HAYEHHE JI0 OJIHOW MUHYTHI. Pa3dpoc yacoB 3amaercs B daiiie /etc/
krb5.conf caemyomum o6pa3oM:

[libdefaults]
clockskew = 60

6.4.7 Hactpouka ynaneHHOro
agmmHuctpupoBaHus Kerberos

YroObl 100aBIIATH U yAAIATH PUHLIMIAIOB U3 Oa3bl faHHbIX Kerberos, He umest npsi-
Moro poctyna Kk koHconu KDC, ykaxkute cepBepy aqMUHUCTpUpoBaHus Kerberos
Kakue AEUCTBUS pa3pelleHbl KaKuM IIPUHLMIIANAaM OTpelakTupoBas /var/1ib/
kerberos/krb5kdc/kadm5.acl. @aitn ACL (cniucka KOHTpOJIS AOCTYIIA) MO3-
BoJisieT BaM 3ajaBaTh NpHBUIIETHH C YETKMM MX KOHTPOJIeM. 3a MoAPOOHOCTSIMU 00-
paTuTech K man-crpaHule man 8 kadmind.

Ceiiyac npoCcTo yTaHOBUTE ceOe MPUBUIIETUIO aJIMUHUCTPUPOBATh 0a3y JaHHBIX 100a-
BUB CIIKJYIOIIYIO CTPOKY B (paiii:

geeko/admin *

3amMeHuTe UM [0JIb30BaTeNd geeko Ha cBoe. nepesanycrute kadmind s npume-
HEHUS1 U3MEHEHUIA.
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VY Bac I0JIKHA MOSIBUTCSI BOBMOKHOCTD BBITIOJHSATH 332Ul yJAJICHHOTO aIMUHUCTPH-
poBanus Kerberos ncrons3ys yrumury kadmin. CHavana mosyuunrte OuieT IUist CBoei
AJIMUHHCTPATOPCKOM POJIM Y UCIOJIB3YHUTE ero ISl MOAKII0YeHHUs K cepBepy kadmin:

kadmin -p geeko/admin
Authenticating as principal geeko/admin@EXAMPLE.COM with password.
Password for geeko/admin@EXAMPLE.COM:

kadmin: getprivs
current privileges: GET ADD MODIFY DELETE
kadmin:

HUcnone3ys komaHny getprivs, mpoBepbTe, Kakue y Bac npusmieruu. Cucok Bbl-
11e oToOpaxaeT MOJHBIA HaOOp MPUBUIIETU.

B xauectBe MmpuMepa, UBMEHUTE TTPpUHIMWIIATIA g eeko:

kadmin -p geeko/admin
Authenticating as principal geeko/admin@EXAMPLE.COM with password.
Password for geeko/admin@EXAMPLE.COM:

kadmin: getprinc geeko
Principal: geeko@EXAMPLE.COM

Expiration date: [never]
Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 10:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:47:17 CET 2005 (admin/admin@EXAMPLE .COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: 0

Number of keys: 2

Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
Key: vno 1, DES cbc mode with CRC-32, no salt
Attributes:

Policy: [none]

kadmin: modify_principal -maxlife "8 hours" geeko
Principal "geeko@EXAMPLE.COM" modified.

kadmin: getprinc joe

Principal: geeko@EXAMPLE.COM

Expiration date: [never]
Last password change: Wed Jan 12 17:28:46 CET 2005
Password expiration date: [none]

Maximum ticket life: 0 days 08:00:00

Maximum renewable life: 7 days 00:00:00

Last modified: Wed Jan 12 17:59:49 CET 2005 (geeko/admin@EXAMPLE.COM)
Last successful authentication: [never]

Last failed authentication: [never]

Failed password attempts: O

Number of keys: 2

Key: vno 1, Triple DES cbc mode with HMAC/shal, no salt
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Key: vno 1, DES cbc mode with CRC-32, no salt

Attributes:
Policy: [none]
kadmin:

ITO U3MEHNUT MAaKCUMAJIbHOE BPEeMsI )KHU3HU OUJIeTa, yCTAHOBHMB €ro PaBHbIM BOCHMHU
yacam. [ToapoOHyto nHgopmaiuio o Komanjae kadmin U JOCTYIMHBIX OMIUAX CMOTPU-
Te B makeTe krb5—-doc, mo cchlike http://web.mit.edu/kerberos/www/
krb5-1.8/krb5-1.8.3/doc/krb5-admin.html #Kadmin%200ptions,
WM Ha man-crpaHule man8 kadmin.

6.4.8 Creating Kerberos Service
Principals

Jlo HacTOsIIIIero MOMEHTa MBI 00CYKJaJH TOJIBKO ayTeHTH(HKALIUIO ITOJIH30-

BaTesel. OHaKo, CIyKObl coBMecTUMBIE ¢ Kerberos 0OBIYHO Takke JOTKHBI
ayTeHTU(UIIPOBATh ceOs Imepes KineHTaMu. TakuM oOpa3om, B 6a3e JaHHBIX
Kerberos T0/KHBI CYIIIECTBOBATH CIICIIMANIBHBIEC CITYKeOHbIC IPUHITAIAIBL TS KakK-
JIOW cITy>XObI paboTatomeit qanHon obnactu. Hanpumep, eciu ldap.example.com
npenocrasisieT ciayx0y LDAP, Bam HyxkeH citykeOHbli puHmnai, ldap/
ldap.example.com@EXAMPLE . COM, Ayis ayTeHTU(UKAIIMN STOH CIIyKOHI TIepen
BCEMHU KJIMEHTAMU.

CorJanieHue UIMEHOBAHUS IS CITyKEeOHbIX IPUHIUIATIOB CJTy X~
6a/umaxocTal@OBJACTE, TIe HMYI_XOC Ta — IOJHOE UMs XOCTa.

JeficTBUTENbHBIE TECKPUIITOPHI CITYKO:

JecKpUnTop Cay:Kobl Cay:xo6a

host Telnet, RSH, SSH

nfs NFSv4 (c monnepxxoit Kerberos)

HTTP HTTP (c ayrentudukanueit
Kerberos)

imap IMAP

pop POP3
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JecKpunTop Cay:Kobl Cay:xo6a

ldap LDAP

C.Hy)Ke6HbIe MPUHOUIIAJIBI CXOAHBI € MMOJIb30BATEJILCKUMU, HO UMEIOT CYIIICCTBEHHLIE
ommunst. OCHOBHOE OTJIMYNE MEk Iy HUMHU 3aKTI0YaeTCs B TOM, YTO KJII0Y ITOJTb30Ba-
TEJILCKOTO MPUHIMIIAJIA 3aIIUIIEeH NapojieM — KOr/ia MOJIb30BaTe b M0JTy4yaeT OueT
Ha nipeoctaBieHne Omnera ot KDC, eMy HyHO BBECTH CBOI TapoJIb I TOTO, YTO-
661 Kerberos cmor pacmmdgpoBaTh 3T0T 6Ms1eT. CUCTEMHOMY aAMUHUCTPATOPY OBLIO
Obl OUeHb HEeYyJ00HO MOJyYaTh HOBbIE OMIeThl Iist ieMoHa SSH Kax/ipie BoceMb 4acoB
WK OKOJIO TOTO.

BwmecTo aTOTO0, KITI0Y 17151 pacii@poBKY epBOro OuiieTa CirykeOHOTo MpUHIIUIIAA
nosryyaercst agmuanctparopom oT KDC Becero oiuH pa3 v XpaHUTCS B JIOKAJIbHOM
(aiine ¢ umeHem keytab. CityxObl, Takue Kak 1eMOH SSH, 4yMTaloT 3TOT K104 U, IPU
HEO0OXO/IMMOCTH, MCIIOJIB3YIOT €ro JUIs TOJyYeHus] HOBOTO OWiieTa aBTOMAaTHYECKH.
®aiin keytab mo ymoruanmio HaxoauTcsi B /etc/krb5.keytab.

IJist co3aaHus CEPBUCHOTO MPUHIMIANIA XOCTa jupiter.example . com BBEOUTE
crenymome KoManasl B ceccuu kadmin:

kadmin -p geeko/admin

Authenticating as principal geeko/admin@EXAMPLE.COM with password.
Password for geeko/admin@EXAMPLE.COM:

kadmin: addprinc -randkey host/jupiter.example.com

WARNING: no policy specified for host/jupiter.example.com@EXAMPLE.COM;
defaulting to no policy

Principal "host/jupiter.example.com@EXAMPLE.COM" created.

BmecTo ycTaHOBKY MapoJis Ulsl HOBOTO NpUHIUNANA, ¢iar —randkey yKa3blBaeT
kadmin co3gars ciayyailHblil Kinod. OH UCIIOJIB3YEeTCs IOTOMY, YTO AJ1 9TOrO IIPUH-
LUIaa He HYKHO B3aUMOJEICTBHE C M0JIb30BaTeIeM. DTO CepBEpHast yueTHas 3a-
IUCb.

3areM U3BJIEKHTE KJTI0Y ¥ COXPAHUTE ero B JIOKambHOM (paiine keytab /etc/
krb5.keytab. Baagenbuem aToro ¢aiina SBasieTcs Cyneprnosb30BaTelib, TaK YTO
BBl DOJKHBI 3aIyCTUTh KOMAHAY OT root MCHOIB3yst 000mouky kadmin:

kadmin: ktadd host/jupiter.example.com

Entry for principal host/Jjupiter.example.com with kvno 3, encryption type
Triple

DES cbc mode with HMAC/shal added to keytab WRFILE:/etc/krb5.keytab.

Entry for principal host/jupiter.example.com with kvno 3, encryption type
DES

cbc mode with CRC-32 added to keytab WRFILE:/etc/krb5.keytab.
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kadmin:

IMocne 3aBepieHnst yoeauTech, 9TO Bbl YHUUTOXKWIN aJMAHUCTPATOPCKUI OUIeT, To-
JIydeHHBIH Kinit BbIe KoMaH1oi kdestroy.

6.4.9 BknrouyeHue noonepxkm PAM B
Kerberos

conepxkut Moayss PAM ¢ nmeHem pam_krb5, KOTOpHI MOAAEPKUBAET BXO/I B CH-
cteMy depe3 Kerberos u usmeHeHue naposisi. DTOT MOJYJIb MOXKET UCTIOIb30BATHCS
KaK KOHCOJIbHBIMU TTPUJIOKEHUSIMU: login, su, Tak ¥ NpUIOKEHUSMHA TpaduaecKoin
aBTopu3anuu, Hanpumep KDM (re mosib3oBaTeib BBOIUT MAapOJb U XOUET, YTOOBI
MIPUJIOKEHHE, YIOCTOBEpSIoIIee MOATHHHOCTD, TOJIYUYHJIO IJIs1 HeTO HaYalbHBIN OMJIeT
Kerberos). [Ins vactpoiiku nogaepxku PAM B Kerberos, ucrnosnb3yite ciienyonyo
KOMaHAy:

pam-config --add --krb5

Dra KomaHa JoOaBIIsIeT MOYJb pam_krb5 B cymiecTByomue ¢haiiibl KoHpurypa-
uuu PAM u nipoBepsieT, B IPaBUIbHOM MOPSIKE JIM OH 3amyckaercs. i TOYHOM Ha-
CTPOMKM UCIOJIB30BaHMs pam_krb5, oTpepaktupyiite aiin /etc/krb5.confu
I00aBbTE MPUIOKEHH 110 YMOTYaHUIO B pam. [1oIpoOHOCTH JOCTYIIHB HAa man-cTpa-
Hylle man 5 pam_krbb5.

Mogayns pam_krb5 crienuaibHO He MpeJHa3HAUeH IS CeTeBhIX CITyk0, KOTOphIe
npuHuMaloT omnetsl Kerberos kak 4acTh ayTeHTH(HUKAIINK TOJIB30BaTEN 1. ITO COBCEM
IPYroy cydai, KOTOphIl OyJeT OIUcaH HUXKe.

6.4.10 Hactpouka SSH onsa
ayTeHTUdpUMKaLumm ¢ nomoubio Kerberos

OpenSSH noanepxuBaer ayreHTugukanuio Kerberos kak /17151 IpOTOKOJIOB BEpcUr

1 u 2. B Bepcun 1, ecTb crienuasibHbBle COOOMIEHHS MPOTOKOJA Mepeiavy OMIeTOB
Kerberos. Bepcus 2 yixe He ucnonb3yer Kerberos nHanpsimyio, nosnarasice Ha GSSAPI,
Oommee API ciryx6 6e3onmacaoctr (General Security Services API). 9to mporpamm-
HBII HHTepdeiic, He XapaKTepHbIN ToJIbKO 111 Kerberos — oH ObUT cO30aH TSI CKPHI-
THS 0OCOOEHHOCTeH crucTeM ayTeHTuduKamu, 6yap To Kerberos, cucrema ayreHTrgm-
Kallu¥ Ha OCHOBE OTKPBITOro Kimoua Hanogooue SPKM wunu apyras. OpHako, umero-
niasicst onomoreka GSSAPI nomaepxuBaet Tosibko Kerberos.

CeteBag ayteHTMcbmkaumsa npy nomolwm Kerberos
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s ucnonb3oBanus sshd ¢ ayrentudukanueit Kerberos, orpenakrupyiite daiin /
etc/ssh/sshd_config u ycraHOBUTE CIIEAYIOLIME ONLINN:

# These are for protocol version 1

#

# KerberosAuthentication yes
# KerberosTicketCleanup yes

# These are for version 2 - better to use this
GSSAPIAuthentication yes
GSSAPICleanupCredentials yes

3areM nepesamnycrure aeMoH SSH ¢ momompio koMangsl rcsshd restart.

Il ucnonb3oBaHus ayreHTU(UKanuu Kerberos ¢ nmporokonom Bepcuu 2, BKIIO-
YHTE ero Ha CTOPOHE KJIMeHTa. DTO MOKHO CIEIaTh TUOO B CHCTEMHOM (Daii-

Jie KoHdurypauuu /etc/ssh/ssh_config wim Ha ypoBHE MOJIb30BaTE-

51, OTPEeaKTHpoBaB ~/ . ssh/config. B mobom ciydae, 1o6aBbTe OIIIHIO
GSSAPIAuthentication yes.

Teneps Bbl cMoxeTe nmoakmovaThes UCoNb3ys ayTeHTudukanuio Kerberos. Ucnosnb-
3yite k11 st Ay MPOBEPKHU HAJIMYKS JeCTBUTEILHOTO OMIIeTa, 3aTeM ITOIKITIOUH-
Tech K cepBepy SSH. [l npuHyauTeIbHOTO UCTIONIB30BAHUA BEPCUM 1 ITpOTOKOIIA
SSH, ykaxwure ormuio —1 B KOMaHJHOM CTPOKE.

NMOOCKA3KA: OononHutenbHas uHcopmauus

B paiine /usr/share/doc/packages/openssh/README. kerberos
conepxuTt 6onee noapobHoe onvcaHwe B3anmonencTans OpenSSH n
Kerberos.

6.4.11 Ucnonb3oBaHue LDAP u Kerberos

npu ucronb3oBanuy Kerberos, omHIM U3 cIOCOOOB pacIipocTpaHeH s OIb30BaTe b-
cKkoit nHdopmanuu (takoi kak ID mosb3oBatelis, ero rpymisl U JOMAIHSS JUPEKTO-
pus) B Bameii jokanbHOM ceTH, siBisieTcs ucronb3oBanne LDAP. Dt1o Tpebyer Ha-
JIEKHOTO MEXaHU3Ma ayTeHTU(PUKAIIUK, TIPEJOTBPAILAIOIIETO MOJMEHY MaKETOB U
npyrue atakd. OIHUM U3 pelieHui sBJsieTcst ueronb3oBanue Kerberos mist B3anmo-
neuicteus ¢ LDAP.

OpenLDAP peanusyet GOJBIIMHCTBO CIIOCOO0B ayTeHTH(UKaImu yepe3 SASL, ypo-
BEHb [IPOCTON CECCMOHHOM aBTOpU3auuu. SASL 3T0 ceTeBoii mpOTOKOJI, CO3JaHHBIA
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i ayreHtudukanuy. Peanuzanuein SASL saBisercs cyrus-sasl, KOTOpslil ogaepxu-
BaeT pa3/in4Hble MeTobl ayTeHThuKanu. Ayrentudukanus Kerberos Beimonsser-
csa nocpeactBoM GSSAPI (General Security Services API). I1o ymonuaHuio riarux
SASL nnst GSSAPI He ycraHOBNeH. YcTaHOBUTE Cyrus—sasl—gssapi npu moMo-
mu YaST.

Yrobsl paszpemmth Kerberos ucronb3obanue cepsepa OpenLDAP, co3naiite npuHIU-
nana 1dap/ldap.example. com u godaBbte ero B keytab.

[To ymomuanuio cepsep LDAP slapd 3amyiien ot nonbs3oBatens u rpynimsl 1dap, B

TO BpeMs Kak (paiin keytab MoxkeT unTaTh TONbKO root. [lostomy, 160 n3menure
koHpuryparmio LDAP, yToObl cepBep paboTal OT root WM pa3penuTe yTeHue gaii-
na keytab rpynme 1dap. DTo MOXHO aBTOMATU3UPOBATh UCIIOJb3Ysl CKPUIIT 3aIlyCKa
OpenLDAP (/etc/init.d/1dap) ecnu aiin keytab 6bUT yka3aH B IepeMEHHON
OPENLDAP_KRB5_KEYTAB ¢paiina /etc/sysconfig/openldap u nepemMeH-
Hag OPENLDAP_CHOWN_DIRS yCTaHOBJIEHA B ye S, YTO yKe CIIeJIaHO M0 yMOJI4a-
Huo. Eciu OPENLDAP_KRB5_KEYTABR mycTa, Ucnioib3yercs keytab daiin /etc/
krb5.keytab u Bbl T0MKHB caMy I3MEHUTH MPaBa IOCTYIA COTJIACHO JIabHENIIeH
WHCTPYKIHU.

st 3anycka slapd ot root, orpenaktupyiite /etc/sysconfig/openldap. Ot-
KJTI0UUTe iepeMenHble OPENLDAP_USER u OPENLDAP_GROUP, n0o6aBUB Iiepe
HFMU CUMBOJI KOMMEHTAPHS.

YroOsl pazpemuth uTeHue daiina keytab rpynmne LDAP, BeimosHuTE

chgrp ldap /etc/krb5.keytab
chmod 640 /etc/krb5.keytab

TpeTtbe (1 BOZMOXXHO HawmTydIlee) perieane — ucnonb3oBath ¢ OpenLDAP otnesns-
HbIl (paiin keytab. [Ins storo 3amycture kadmin 1 BBeguTe ceqyomyio KOMaH1y Mo-
cite nodapyieHus npuHiunaia ldap/ldap.example.com:

ktadd -k /etc/openldap/ldap.keytab ldap/ldap.example.com@EXAMPLE.COM

3aTeM BBHITOJIHUTE B KOHCOJIH:

chown ldap.ldap /etc/openldap/ldap.keytab
chmod 600 /etc/openldap/ldap.keytab

Yro6s! ykazate OpenLDAP ucnonbs3oBats oTaensHelil aiin keytab, namenure nepe-
MEHHYI0 B aiiie /etc/sysconfig/openldap:
OPENLDAP_KRB5_KEYTAB="/etc/openldap/ldap.keytab"

W nakoneu, nepe3samnycrure ceppep LDAP ¢ nomompio rcldap restart.

CeteBag ayteHTMcbmkaumsa npy nomolwm Kerberos
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6.4.11.1 Acnonb3oBaHne ayTeHTUpUKaLmn
Kerberos ona LDAP

Ceituac Bol cMoskeTe aBTOMaTH4ecKy MCIOJIb30BaTh YTHIIMTHI, Hanpumep ldapsearch, ¢
ayteHTudukanueit Kerberos.

ldapsearch -b ou=people,dc=example,dc=com ' (uid=geeko)"

SASL/GSSAPI authentication started
SASL SSF: 56

SASL installing layers

[...]

# geeko, people, example.com

dn: uid=geeko, ou=people,dc=example, dc=com
uid: geeko

cn: Olaf Kirch

[...]

Kaxk Bumnre, ldapsearch BeIBoguT coobIeHre 0 Havaie ayTeHTH(HUKAIIN Yepes3
GSSAPI. Crenytoriee cooOllieHHe KpaiHe 3araJiouyHo, HO OHO MMOKa3bIBaeT, uTo (haK-
mop ypoens bezonacrHocmu (security strength factor — SSF i kpatkoctu) paBeH
56. (3HaueHue 56 MPOU3BOIBHO. BO3MOXKHO ero BhIOpaIi MOCKOJIbKY OHO PAaBHO YHC-
ny 6urt B Kioue mwgposanus DES). Bam 310 roBoput 0 TOM, 4TO ayTeHTH(PUKAITIS
GSSAPI 6bi1a ycrnenHoi 1 4to mudpoBaHUe UCTIONb3YETCs TS 3alIUTHI LIEJTOCTHO-
cTH U KoH(puaeHIMaIbHOCT! coeantenus ¢ LDAP.

Ayrenrudukanus B Kerberos Bceria 00010JHa. DTO 03HAYAET, UTO HE TOJBKO Bl
ayTeHTuduiupyerech Ha ceppepe LDAP, Ho u cepep LDAP ayrentuduipyercs
Ha Bameii cropone. B wactHocTH, 3TO 03HaYaeT uTo BBl coepunsieTech ¢ TpeOyeMbIM
cepBepoMm LDAP, a He ¢ kakiuM-JTu00 (PUKTHBHOM CITy)k00H, peUIokeHHoi Bam 3710-
YMBILLUIEHHUKOM.

6.4.11.2 AyteHTucpukauma Kerberos n Hactpomnku
poctyna LDAP

Ternepr MBI pa3perruM KaxaoMy MOJIb30BaTeN 0 U3MEHSITh aTPHOYT KOHCOJIU B CBO-
eit 3armucu LDAP. [Jonmyctum, 3armuce LDAP nons3oBatens joe pa3mMerteHa B
uid=joe, ou=people, dc=example, dc=com U YyCTAHOBUM CJIEAYIOLINE Ha-
CTpOHKU gocTyna B /etc/openldap/slapd.conf:

# This is required for things to work _at all_
access to dn.base="" by * read
# Let each user change their login shell
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access to dn="*,ou=people,dc=example,dc=com" attrs=loginShell
by self write

# Every user can read everything

access to *
by users read

Bropoe BblpaxxeHue Npe1ocTaBisieT ayTeHTU(ULIMPOBAHHBIM OJIb30BATENSAM JIOCTYII
Ha 3ammch K aTpuoyTy loginShell ux cooctBeHHOi 3ammcu LDAP. TpeTbe BhIpa-
’KEeHUe TIPEJOCTABIISIET BCEM ayTeHTU(UIIMPOBAHHBIM TOJIb30BATENSIM JOCTYII HA YTe-
HUe Ko Bceld aupextopuu LDAP.

Tenepb HaM He XBaTaeT elle OHOI YacTu na33yia — Kak cepsep LDAP onpene-
JIUT, 4TO NoJb30BaTenb Kerberos joe @EXAMPLE . COM OTHOCHTCS K OTJIMYUATEb-
HoMmy uMeHu LDAP uid=joe, ou=people, dc=example, dc=com. ITOT
BUJI OTOOpakeHUs TOJDKEH OBITh HACTPOEH BPYYHYIO C UCIIOTBE30BAHIEM TUPEKTHUBBI
saslExpr. [las 3T0ro npumepa, Hy’)kHO J00aBUTh B paiin slapd.conf:
authz-regexp

uid=(.*),cn=GSSAPI, cn=auth
uid=$1, ou=people, dc=example, dc=com

YrtoObl OHSTH, KaK 3TO paboTaer, Bam HyKHO 3HATh, YTO MPH Ay TEHTU(DUKALIAK
SASL nons3oBarensi, OpenLDAP co3naer ornuuuTensHOE UM U3 UMEHU TaHHBIM
emy SASL (takoro kak joe) u umenu merona SASL (GSSAPI). Pesynbratom Oyzer
uid=joe, cn=GSSAPI, cn=auth.

Ecnu HacTpoeH authz—-regexp, OH NPOBEPSIET OTIMYUTEIBLHOE UMs1, CO3/JaHHOE Ha
ocHoBe nHpopMarun SASL, UCIToNb3ys IEPBHIT APTyMEHT KaK PEryJIspHOE BhIpakKe-
Hue. [1pu coBnageHnm 3Toro peryysipHoOro BhIpaKeHUs], UMsI 3aMEHSETCS BTOPbIM ap-
I'YMEHTOM BblpakeHUus authz—regexp. 3amecTurens $1 3aMeHseTCs MOACTPOKOMH,
COBIIABIIIEH C BhIpAKEHUEM (. *) .

Bo3moxHbI 6oJiee crioxkHble BhipaxeHus. Eciu Baria cTpykTypa aupekropuii 6osee
CJIOXKHA WJIM UM T10JIb30BaTe sl He SIBJISIETCS YaCcThI0 OTJIMYMTEJILHOrO MMeHU, Bl Mo-
JKeTe UCTIONIb30BATh BhIPAKEHHS ITOUCKA JIJIS1 OTOOpaKeHUSI OTJIMUYUTETbHOTO MMEHH
SASL Ha OTIMUUTENIBHOE UMS IIOJIb30BaTEIS.

6.5 JononHutenbHaa uHcbopmauus

Od¢uumansnsiii cailt MIT Kerberos http://web.mit .edu/kerberos. 3nech
MOXHO HalTH CCHUIKM Ha JII0Oble Apyrue pecypchl o Kerberos, BKiloUas yCTaHOBKY
Kerberos, pykoBocTBa Moyib30BaTeIsl U aIMUHUCTPATOPA.

CeteBag ayteHTMcbmkaumsa npy nomolwm Kerberos
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HokymeHT 1o agpecy ftp://athena-dist.mit.edu/pub/kerberos/
doc/usenix.PS nperocTaBiiseT JOBOJLHO OOIMIMPHOE OMMCAHNE OCHOBHBIX MTPHH-
uunos Kerberos, u jierko unraercs. Takxke B HEM COAEPKUTCS MHOTO HH(OpMALIUU
U1 manbHentero n3ydenus Kerberos.

Od¢unmansnbiii Kerberos FAQ nocrynen no aapecy http://
www.nrl.navy.mil/CCS/people/kenh/kerberos—faqg.html. Kaura
Kerberos — Cucmema cemesoii aymenmugpurayuu Brian Tung (ISBN 0-201-37924-4)
TaK’Ke MpeajiaraeT MUPOKUH CIIeKTp HH(GOPMAITUH.
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Ucnonb3oBaHue ckaHepa
oTneyYyaTKoB naJbLieB

Ecnu y Bac ecTb ckaHep OTIIEUaTKOB MaJiblieB, Bbl MOkeTe MCrosb30BaTh OMOMETpPH-
YEeCKYyI0 ayTeHTU(PUKAIIMIO B JIOMOJIHEHHE K CTAHJAPTHOH (IIOCPEACTBOM JIOTHHA U Ta-
ponsi). [locne perucrpaiiy CBOMX OTIIEYATKOB MAJIbIIEB, TTOIb30BATEh MOXKET BOU-
TH B CUCTEMY, TIPOBeJIs MAJbIeM 110 CKaHepy WU BBe/Isl MapOJib. MOAIEePKUBAET OOJTb-
10e KOJIMYECTBO MOJAOOHBIX CKaHepoB. CIIMCOK MOJIIePKUBAEMBIX YCTPOWUCTB MOK-
HO HaliTh Ha http://www.freedesktop.org/wiki/Software/fprint/
libfprint

Ecmm B pe3ynbraTe mpoBepky 060pyAoBaHus OyneT 0OHapyKeH UHTET pUPOBAHHBIHN
WY TIO/IKJIIOUEHHBIN K CUCTEME CKaHep OTIeYaTKOB MaJiblieB, MakeThl Libfprint,

pam_fp,uyast2-fingerprint-reader OyayT yCTAHOBJICHB aBTOMATUYECKU.

B HacTosmiee BpeMst MOKeT ObITh 3aperMCTPUPOBAH TOJBKO OMH OTIIEYaTOK Majblia
JUIsl KaxJoro nojb3oBaressd. OH xpanutcs B /home/ login/ . fprint/.

VMcnonb3oBaHne CKaHepa 0oTnevyaTkoB nanbLesB
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7.1 NMporpammbl,
nopnepXxuvsarowime
6uomeTpuUeEcKylo
ayTeHTUpuMKaumio

PAM moaynbs pam_fp nogiep:KuBaeT ayTeHTU(UKALMI paclio3HaBaHUS OTIeYaTKa
MaJiblia B CJAEIYIOMMX CIydasx (XOTs U He BO BCeX clydasix Bam moxeT ObITh Ipeasio-
KEHO ayTeHTH(UIPOBATE ceOs TAKUM 00pa3oM):

* Apropusauuss B GDM/KDM wuium npu UCnosib30BaHUM Mporpammsl login

* bnokuposka sxpana B GNOME/KDE

» 3amyck YaST u mogyneit YaST

* 3amyck npuIoKeHHH, KOTOphIe TPeOYIOT IpaBa root: sudo WM gnomesu

* Bxon B CUCTEMY OT UMEHU APYTOro IMOJIb30BaTEJICA ITPU IIOMOIIM sU WK su  —
username

NMPUMEYAHMUE: YcTponcTtea ong cYMTbiBaHMS oTrneyaTka nanbua u
wncppoBaHne AoMalLHen AupeKTopumn

Ecnu Bbl xoTnTe ayTeHTUdMUMpPOBaTL cebst C MOMOLLbIO ckaHepa, Bbl He
JONXHbI UICMONb30BaThb WNHPOBaHNMIO AoMalHen aupekTopuu (cM. Thasa 10,
Managing Users with YaST (TBctynneHne) ans nony4eHnst AononH1TENbHOM
nHdpopmauwmm). B npoTuBHOM cnyyae ayTeHTndmumpoBaTh cebs Takum obpa-
30M He MonyynTCs, T.K. LOMaWHSAS AvpekTopus ByneT pacwmntpoBaHa Tonbko
nocre ycrewHoro okoH4aH1s npoLecca astTopusaunm.
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7.2 YnpaBneHue 6uomeTpruyeckomn
ayTeHTUdpukaumen yepes YaST

npoue,qypa 7.1 Brauouenue Ouomempuueckoii aymenmuuxayuu

JI71s1 viCTIoNb30BaHUsT OMOMETPUIECKON ayTeHTH(UKAIY B TOJKHBL HACTPOUTD
PAM. Kak npaBuiio, 3T0 MPOMCXOAUT aBTOMaTUYECKU BO BPEMS YCTAHOBKU CUCTEMHI,
€CIM TIO/IIepKUBACMBII CKaHep ObUT 0OHapyxkeH. Ecim aToro He mpousonuio, Ber Mo-

’KeTe BKIIIOUUTH MOJICPKKY OTIEYaTKOB nasblieB B YaST cienyrommm oOpazoMm:

1 3anyctute YaST u Beibepute Obopydosanue > Pacnoznasanue omneuamxos nano-
yes.

2 B okHe HacTpoek, Bbibepere Hcnoawv306ams pacno3nasanie omneuamkos naiblyed
1 HaxxMmuTel 0mo6o N1 COXpaHEHUS HACTPOEK.

IMocne sToro Bei MoxeTe ayTeHTH(DUITPOBATH ceOst C MOMOIIIBI0 CKaHepa.

lMpouenypa 7.2 Pezucmpauus omneuamxos naivled

1 B YaST, naxmure bezonacnocms u noav3ogamenu > YnpasieHue noav308amensi-
MU u zpynnamu sl OTKpeITUs oKHA User and Group Administration. B Hem oto0pa-

JKaeTCs CIMCOK IOIb30BaTeNIel U Ir'pymnii B CUCTEME.

2 BriGepurte moJib30Batesis, Uik KOTOPOro Bbl XOTUTE 3aperucTprpoBaTh OTIIEYATOK
najgbla 1 Haxmure Edit.

3 Bo Briazke Plug-Ins, BoiOepute the fingerprint entry u Haxmute Launch s ot-
KPBITUS OKHA Kongbuzypayus omneuamxos naivies.

4 YaST nomnpocHt moJib30Baresiss CKAHUPOBATh OTIIEYATOK MajbIla 0 TeX Mop, MoKa
He Oy/IeT cleJIaHO TPU YeTKUX CHUMKA.

VMcnonb3oBaHne CKaHepa 0oTnevyaTkoB nanbLesB
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Fingerprint configuration

Please swipe your finger

Successful swipes: 2, failed swipes: 0

ancel

5 Iocrne Toro, Kak OTIMEYATKH ObLIU CHATHI, HAKMUTE KHOTIKY [Ipumerums, 4T00bI 3a-
KPBITb OKHO KoHbuzypayus omneuamros nanoles.

6 Eciu Bbl Tak ke XOTHUTE UCHOJIB30BaTh OTHEYATKY NabLEB JUlsl ayTeHTU(hUKALIMH
npu 3anycke YaST unu YaST monyneit, Bel 1OSKHBI HACTPOUTH UCHONIB30BAaHKE
OTIIEYATKOB [UIA IOJIb30BaTelA root.

YroOsl cenath 310, ycranopute puibTp System Users B okue User and Group
Administration, M BHIOepeTe TIoJIb30BaTeNsl root, a Tak ke OCTaBbTe 3 YETKUX OT-
revaTKa najpla, Kak OMMCaHo BbIIIE.

7 Tlocne peructpanyu OTIIEUYATKOB MANBIIEB MMOJIb30BaTeNsA, HAKXMUTE Finish, 4TOObI
3aKPHITh AUATIOTOBOE OKHO W COXPAHUTh U3MEHEHUS.

Kax ToJbKO OTIeyaTKy najblieB 3aperucTpripoBaHbl, MOJIb30BATENb MOXET BHIOPATh
METOJ, ayTeHTU(DHKAMHU: OTIEYATOK MaJIbLia WX NAPOJb AJIs JOCTYIA K IPOrpaMMam,
nepeurcieHHsM B Pazaen 7.1, «[Iporpammel, noanepkuBaioiiie 6HOMETPUIECKYIo
ayrenTrdukanuio» (crp. 118).

B nacrosiee Bpems B YaST He peanu3oBaHa (DyHKIMS IPOBEPKU WK YAATIEHUS CY-
HIECTBYIOIIMX OTNeYaTKoB najblieB. Ecim Bel Bce ke XOTUTe yJanuTh Ux, MpocTo yaa-
JmTe gupekroputo /home/login/ . fprint.

J1s1 osTy4eHusi JOMOJIHUTEbHOM TEXHUYECKON nHpopMauu cM. http://
www.freedesktop.org/wiki/Software/fprint.
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Hactpounka napameTpoB
6e30MacHOCTN C MOMOLLbIO
YaST

Mounyns Lenmp bezonacnocmu YaST nipenHazHayeH 1Jisl UI3MEHEHUsI HACTPOEK CBSI-
3aHHBIX ¢ O€30MACHOCTBIO CUCTEMBL. DTOT MOJIYJIb UCTIONB3YETCS TSI HACTPOMKH Ta-
KHX acCleKTOB 0e30MacHOCTH, KaK BXOJ B CUCTEMY, YCTAHOBKA MAPOJIsl, OIIIUH 3arpy3-
KM, CO3JJaH1E TTOJIb30BaTelIel 1 Mmpapa JoCTyma K (aiiam mo ymordanuo. OH 3aryc-
kaercs u3 Lenrpa Yopasnenus: YaST bezonacrocmu u Iloavzosamenu > Llenmp bes-
onacrocmu. Tocne 3anycka IJenmpa bBezonachocmu akTUBHBIM sIBJisieTcsl uajior 06-
30p De3onacHocmu, OCTaIbHbIE TUAJIOTW HACTPOEK JOCTYITHBI B TPABOU MaHEH.

8.1 O630p 6e3onacHocTH

0630p 6ezonacrnocmu OTOOPaKaeT MOHATHBIA CIIMCOK CaMbIX BaXXHBIX HACTPOEK Oe3-
ormacHocTy Bammeii cuctemsl. CtaTyc 6€30MacHOCTH KakJOTO MYHKTA CIIMCKA OYEBH-
neH. 3eJieHast TaJlka COOTBETCTBYeT Oe30IacHbIM 3HAUEHHUSIM, B TO BpeMsl Kak Kpac-
HBI KPEeCT TOBOPHUT O TOM, UTO 3HaUEHIE JJaHHOTO MTYyHKTA CITICKa He sBJIsIeTcs 0e3-
onacHbiM. HaxaB Cnpaexa Bel oyunte 0630p HaCTpoek U MH(MOPMAITHIO O TOM, KaK
o6e3onacuTh crucTeMy. 17151 "3MeHeHHsI HACTPOeK HaXXMHUTE COOTBETCTBYIONIYIO CCHLT-
Ky B KoJioHKe CocTostHue. B 3aBUCHMOCTH OT HACTPOMKH JIOCTYITHBI CJIEIYIOIIUE 3HA-
YeHUST:

Brarouenol Buikaroueno

HaxaB Ha 3TOT 351eMeHT Bbl MOXeTe BKJIIOUUTh WM OTKJIIOUUTD COOTBETCTBY1O0-
Y10 OIIIHIO.

Hactpolika napameTpos 6e3onacHocTy ¢ noMouwbto YaST
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Hacmpoumy
HaxaB Ha 3T0T 351eMeHT Bbl 3anyctute cooTBeTcTBYIOIMIA MoAysib YaST ajis us-
MeHeHHsI HacTpoeK. Bel BepHetech B quanor O630p 6e30MacHOCTH, KaK TOIbKO
MOZYJb OyIeT 3aKPHIT.

Heuszsecmno
JlaHHBIIA CTaTyC O3HAYAeT, YTO COOTBETCTBYIOIIAs CiIyk0a He ycTaHOBJIeHa. OH He
SABJISAETCS MHIUKATOPOM TOTEHIIMAIBHBIX MTPOOJIieM 0e30MacHOCTH.

PucyHok 8.1 Ilenmp 6ezonacnocmu YaST- O630p 6ezonacrocmu

@ Security Overview
W This is oveniew of the most important security settings. more

Security Setting Status Security Status
Predefined Security Conf]
Password Settings Use secure file permissions Configure x
Boot Settings Remote access to the display manager Enabled x
. . Use current directory in root's path Disabled 4
Login Settings
o Use current directory in path of regular users Disabled v
User Addition Write back system time to the hardware clock Enabled v
Miscellaneous Settings | | always generate syslog message for cron scripts Disabled x
Run the DHCP daemaon in a chroot Unknown x
Run the DHCP daemon as dhcp user Unknown x
Disable remote root login in the display manager Enabled x
Disable remote access to the X server Disabled v
Remote access to the email delivery subsystem Enabled x
Disable senvice restart on update Disabled v
Disable service stop on removal Disabled v
Enable TCP syncookies Enabled v
Disable IPv4 forwarding Disabled -
Disable IPv6 forwarding Disabled -
Enab\g basic‘system services in runlevel 3 Configure Z
(multiuser with network)
Enab\§ basic.‘system.services in rurj\evel 5 Configure . .
Change Status Description

[&|Help @cancel| | <FoK |

8.2 lNpegonpeneneHHbIe HACTPOUKU
6e3onacHocTy

B ecTb Tpu npenonpenesieHHbIX Ha00pa HACTPOEK 0e30MacCHOCTH. DTU HaOOPHI IpUMe-
HSIIOTCS KO BceM HacTporkam moxyJist Llenmp Bezonacnocmu. Kaxmplii 13 HIX MOKET
OBITh U3MEHEH T10 CBOEMY YCMOTPEHUIO MCIIOJb3YsI IUAJIOTH B TipaBoi nanemu. Criv-
COK HaOOPOB CJIeAYOIINN:
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Jomawnss pabouas cmanyus
It0T HAbOp HACTPOEK pa3pabOoTaH AJIs KOMITHIOTEPA, KOTOPHIA He ABNSAETCS Ya-
CTBIO JIOKAJIbHOM ceTH U He noaxaoueH kK MHTepHery. CoOTBETCTBYET COCTOSIHUIO
C HaMMeHbIIeH 6e30IacHOCTBIO.

Cemesas pabouas cmaHyus
JaHHast KOH(UTYpALIUs UCTIONB3YETCS AJIs1 KOMITBIOTEPa, MOAKIIOYEHHOTO K JIO-
KaJIbHOH ceTH 6o VHTepHeTy.

Cepeep cemu
Kongurypanuus pazpabotaHa [Jyisi KOMIIbIOTEpa NPEJOCTABIISIOIETO CETEBBIE Ccep-
BUCHL: BeOcepBepa, aitnoBoro cepeepa, DNS cepsepa u T.1. COOTBETCTBYET Ham-
6osiee Ge30MacHbIM 3HAUSHHUSIM HAaCTPOEK.

Ioavzoeamenvckue Hacmpoliku
Ecmu nyskt Toav3oeamenvckue Hacmpoiiki BBIOPaH MPU OTKPHITUN UAJIOTa
IIpedonpedenentle Hacmpoliku 6€30nACHOCMY 3TO TOBOPHUT O TOM, YTO 3HAUCHHUS
OJIHOTO M3 MPeIyCTaHOBJICHHBIX HAOOPOB HACTPOEK ObLIU M3MeHeHbl. CaMoCTOsI-
TeJbHOE MEPEKTIOUeHNE Ha STOT IYHKT C JIIOOOTO IPyroro He M3MEHsIET HACTPOEK
0e301macHOCTH - Bbl 10JIKHBI UIBMEHSATH UX € MIOMOIIIBIO Auanora 0630p 6e30nacHo-
cmu.

8.3 Hactpoukun naposns

OpHOM U3 caMBIX BaXXHBIX ITPOOIIEM 0e30IaCHOCTH SIBJISIOTCS JIETKO MOAOHpaeMble T1a-
posmu. Cpenctea auanora Hacmpoiiku napoas ipegHa3sHaYeHbI 47151 TPOBEPKHU Oe3-
OIACHOCTH UCHOJIb3YEMBbIX apOJIeH.

IIposepsimb HoBble napoau
Ecnu 3TOT MyHKT aKTMBUPOBAH, MOJIb30BaTe b MOJIYUUT MpeayNpexaeHIe, IpU
WCIIOJIb30BAHUH B KAUECTBE MAPOJIsl CIOBA U3 CIIOBAPS WIM UMEHU COOCTBEHHO-
ro. Jlyist orpaHrYeHNsI MUHUMAJTLHOM JIJTUHBI TIAPOJIsl BBEUTE €€ 3HAUYEHUE B T10JIe
Munumanvhas npuemnemas Oauna napoas nocie akTuauuu Ilposepsimo Hosvie
napoau.

Yucao 3anomMuHaemvix napwleﬂ
Kornma IMPOBEPKaA BO3paCTa Mapojid aAKTUBHUPOBAHA, 9Ta HaCTpOfIKa HCIOJIb3YETCA
IJIA COXPAaHCHU A 3aJaHHOI'0 YMCJjia NpeAbIAyIINX naponeﬁ IOJIb30BaTEJId, IPENOT-
Bpalast uX MOBTOPHOE UCIIOJIb30BAHHUE.
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Memoo wugpposarus napons
Aunroput™ mwg poBanus napodis. 3Hadenue o ymordanuio (Blowfish) o6praHo
He TpeOyeT U3MEHEHHUI.

Bospacm napoas
[TpoBepka Bo3pacta maposisi aKTUBUPYETCS yTEM YKa3aHUSI MUHUMAJIBHOTO 1
MaKCHMaJIbHOI'O 3HaUeHu! (B AHAX). Y CTAaHOBOBUB MUHUMAJIbHOE 3HAUYEHHE OOJIb-
e O HeH, BBl MOXKETe 3alPeTUTh MOJIb30BATENI0 TOBTOPHYIO HEMe JIEHHYIO
CMeHY napoJis (1 clieyioliee 3a Heill OKOHYaHMe BPeMEHH KU3HU napous). s
OTKJTIOYEHUsI IPOBEPKH CPOKA NEVCTBUSI MApOJIsl UCTIONB3YIOTCS 3HaUeHus 0 1
99999 COOTBETCTBEHHO.

[neli 00 npedynpexcoenus 06 ucmeuerun CpoKka Oelicmeust napost
ITonp3oBaTeb MOKET 3a0J1arOBpEeMEHHO TOTydaTh MpeaynpexacHue od ucreve-
HUM CpOKa JIeHcTBUSA maposisi. B 3ToM moJjie yka3pBaeTcsi KOJIMYECTBO JHEH JI0 UC-
TEUEHHs CPOKa JIEACTBUS NApOJIs, IO JOCTHKEHUHA KOTOPOTO MOJIb30BaTe b OyaeT
MOJy4aTh MpEAyNpekaAeHre O HEOOXOAUMOCTH CMEHUTD TapOJib.

8.4 Hactpouku 3arpy3sku

ITOT ANAJIOT YCTaHABIMBAET, KOMY U3 II0JIb30BaTeJIel pa3peleHO BBIKII0YATh KOM-
TIBIOTEP Yepe3 MeHeKep aBTOpH3alii. 3/1ech TakKe MOKHO yKa3aTh, Kak OyaeT MH-
tepriperupoBatbes Gtrl + Alt + Delete.

8.5 Hactpounikun Bxona B cucreMy

Jluaior mo3BoJisieT YCTAHOBUTh HACTPOWKU OE30MaCHOCTH, CBSI3aHHBIE CO BXOJOM B CH-
cTemy:

3adeporcka noc.ne HenpasUABLHOL NONBIMKU 8X00a
Omnpepenser 3aepxkKy (B CEKyHIax) MOC/IE HEYyJaYHOU MOMNbITKY BXOJa B CUCTeE-
My. PekomeH yeTcs ycTaHOBUTh JaHHOE 3HaYeHHe [UIs 3aTpyAHEHHs IPOHUKHO-
BEHUs B CUCTeMy ITyTeM nepedopa naposneil. [TockonpKy 3Ta HacTpoiKa BIUSET Ha
ToJIb30BaTeNel, IOMYCTHUBINNX OMIMOKY MpX Habope Maposis, He 3aCTaBIIsIHTe UX
’K1aTh TIOBTOPHOM aBTOPU3ALIMN CJMIIKOM JIOJITO.
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3anucvieams ycneuttvle NONLIMKU 6X00a
[Mpu BRIIOYEHNH TAaHHOH OIIINY HOCTICAHSSI yIaYHAS TIOMBITKA aBTOPU3aLUH OY-
JeT COXpaHAThcs B (aitn /var/log/last1log U 0TOOpaxaThcs MpU Moceny-
IOLLIEM BXOJIe B CUCTEMY. DTH JIaHHbIE TaK)Ke UCMONb3YIOTCA KOMaHIoi finger.

NMPUMEYAHUE

BHumaHue! Ota onums He BANSET HA XypHan /var/log/wtmp, KOTO-
pbii COLEPXUT AaTy U BpeMsa BCex aBTopmaaunii n nepesarpyskok cucrte-
Mbl. Coepxumoe /var/log/wtmp 0TOBpaXaeTCs C MOMOLLbIO KOMaH-
Obl 1ast.

Paspewums yoanennwiii epagpuueckuii 6x00
Ecnu BrimioueHo, rpadpuueckuil MeHekep apropusanuu (Harpumep gdm mim
kdm) OyzmeT moctyreH u3 ceT. BritloueHre npecTaBiseTr MOTeHIIUATBHYIO YTpo-
3y 0E30MaCHOCTH CUCTEMBI.

8.6 [lobaBsieHue nosib3oBaresisi

MuHrMaJIbHbIE M1 MAKCUMAaJIbHBIE 3HAUEHUS UASHTU(PUKATOPOB I'PYII U MOJIb30BaTe-
neit. I3MeHeHne 3HaYeHU 10 yMOJTYaHUIO TpeOyeTcst KpaiiHe pejiko.

8.7 Pasnin4yHble HacTpPouKu

31ech MpeICTaBIeHbl HACTPOMKH OE30MaCHOCTH, HE COOTBETCTBYIOIINE OCTATbHBIM Ka-
TEropusAM:

Paspewenus gaiinos
npeJJiaraeT TpH MpeLyCTaHOBJIEHHBIX YPOBHS (hailyIOBBIX IPUBUJIETHI IS CHU-
CTeMHbIX (paiiyioB. DTH HAOOPBI IPUBUIETHIA ONPEeIAI0T, MOXET JIM 00bIY-
HBII [TOJIb30BaTENb YUTATh (Daiiiibl )KypPHAJIOB U 3aIlyCKaTh ONpeesIeHHbIE PO-
rpamMMbl. Y poBeHb Jlezkuii IpefiHa3HaueH [UIsl CUCTEMBI C OIHUM I10JIb30BaTe-
JIeM ¥ TIO3BOJISIET, HATIPHMEP, YUTATh OOJIBIIMHCTBO CUCTEMHBIX (paiiioB 0OBIY-
HOMY nosb3oBarteno. [TonHbIi cicok MpUBUJIETHI JOCTyIeH B dafie /et c/
permissions.easy. YpoBeHb bezonachuwiii pa3padoTaH IJisi MHOTOIIOJIB30-
BaTeJIbCKUX CHCTEM C JIOCTYNOM K ceTu. [TonpoOGHOe 00bsICHEHNE ero HacTpo-
€K MO’KHO ITOCMOTpeTh B (aiiie /etc/permissions. secure. Haubonee
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’KECTKUM BJII€TCS YPOBEHb llapanoudanvhulii, UCTIOIb30BaTh KOTOPBIA CeLyeT
ocTopoxkHO. MH(popmanuio 06 3TOM ypoBHE MOXHO IOIYIUTh U3 (aiina /et c/
permissions.paranoid.

THoavzosamens, 3anyckarouuii updatedb
IMporpamma updatedb ckaHUpYeT CHCTeMY U CO3/1aeT Oasy JIaHHBIX pa3Mellie-
Hus (ailyioB, Ucroap3yeMyo komaHoi 1ocate. [pu 3anycke updatedb or
nosib3oBatesis nobody, B 6a3y JaHHBIX JOOABJISIOTCS TOJNBKO (haiiibl JOCTYITHbIE
Ha YTeHHe BceM Nob30BaTessM. [1pH 3amycke ee oT Mmojb3oBarelis root, B 6a3y
JAHHBIX TIONAAYT MPAKTUYECKU Bee (paiiyibl (3a UCKIIIOUEHUE TeX, K KOTOPBIM root
HE UMeeT JOCTYIIa Ha YTEHIE).

Texyuwguii kamanoz é nymu root | Texyuwuii kamanoz é nymu 0ObIUHBIX NOAL306AMENEN
ITpu 3amycke mporpamMmMsl 6e3 yKa3aHusI IOJHOTO IMyTH K ee UCTIONMHsIeMoMY daii-
JIy, CUCTeMa IPOU3BOJUT MOUCK STOH MPOrpaMMBl 110 YTU YCTAHOBJIEHHOMY Ie-
peMeHHO SPATH. ITo ymMoI4aHHUIO B CIIUCOK JUPEKTOPUI U1 IOMCKA KOMAaH-
Il HE BXOJUT TeKyIIast IMPEKTOpHUs. ITO HEOOXOANMO ATl TOTO, YTOOBI, HANIPH-
Mep, MpH 3aIycKe KOMaH bl 1 s 3ammycKanach nporpamMmma /bin/1ls, a He TPOsIH
u3 / rexymus xaramgor/ls. Jlns 3amycKka nporpaMM U3 TEKYILEH AUPEKTO-
PUH K €e UMEHH HYXHO 100aBUTh npepukc . /. [Ipu u3MeHeHnn 3TOM OMINHU Te-
Kymas Jupektopus (. ) 6yaer qodasiieHa B MyTh U1 MOMCKA KOMaHpl. MI3MeHATh
3HAa4YEHUE 110 YMOJIYAHUIO JUIS1 TUX ONLIMI HE PEKOMEHIYETCH.

Mazuueckue xaasuuu SysRq
Bommue6nas kHorka SysRq - 310 KJ1aBHaTypHOe coyeraHue, O3BOJIsIoNIee
KOHTPOJIPOBAaTh CUCTEMY, JaKe €CIM B Hell mpousoren cooi. s moxyye-
HHS IOpOOHON MH(pOpManmu odpartutech K daitny /usr/src/linux/
Documentation/sysrq.txt (Tpedyercs ycTaHOBKA MakeTa kernel—
source).
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Cnuncku ynpasneHus
aocTtynomMm B Linux

POSIX ACLs (access control lists - criucky ynpaBjieHHUs IOCTYTIOM) MOTYT ObITb HC-
MOJIb30BAHbI KaK PACIIMPEHUE TPATUIIMOHHON KOHIICTIIIUN TPUBUIICTHI JIIsl OObEKTOB
(aiinosoii cucremsl. C momoribio ACL npuBwierur Moryt ObITh YCTAaHOBJIEHBI OOJee
ruOKo, YeM MPH MOMOIIH TPAJAUIIMOHHON KOHIIETIIMY OUTOB JIOCTYIIA.

Tepmun POSIX ACL npeanosaraet, uyto 31o Hactoswid cranaapt POSIX (portable
operating system interface - nepeHocUMBbIN nHTEPENC oneparmonHbix cucreM). Coot-
BeTcTBYyMoIHe yepHoBble cranaapTel POSIX 1003.1e u POSIX 1003.2¢ 6blm UCcKITO-
yeHsl 1o psixy npuauH. Tem He meHee, ACLs (B TOM BHJie, B KOTOPOM OHU PEaTn30Ba-
HBI BO MHOTHX CHUCTeMaXx, npuHaiexamux cemeiictey UNIX) ocHOBaHBI Ha 3TUX Yep-
HoBuKax. Peammzammsa ACL ans gaiinoBoii cucteMsbl (ONMMcaHHAs B 9TOM TJIaBe) TaKxkKe
CJIe/IyeT 3TUM JIBYM CTaHJapTaM.

9.1 TpaanuuoHHble cbannoBble
npusuneruu

BbI MoXkeTe HalTU MOAPOOHYI0 MH(OPMAIIHIO O TPAJUITHOHHBIX (haIOBBIX MPUBH-
nerusix Ha Info crpanntie makera GNU Coreutils, cektmst File permissions (info
coreutils "File permissions"). CyllecTBYIOT TaKxX€e JOINOJHUTEIbHBIE aAT-
TpuOYyTH setuid, setgid, sticky bit.
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9.1.1 buT setuid

B HEKOTOpBIX CUTYyalMsIX MPUBUJIETMH JIOCTYIIA MOTYT OBITh CJIMIIKOM CTPOrMMH. [1o-
3TOMy B Linux CymIeCTBYIOT JONOJHUTENIbHBIE HACTPOMKH, IIO3BOJIAIOIINE AJIS OIpee-
JICHHOTO JIeHICTBUSI BpDEMEHHO CMEHUTDb UJEHTU(DUKATOP TEKYLIETO MOJIb30BaTENs UK
rpymmsl. Harmpumep, nmporpamma pas swd 0OBIYHO TpeOyeT MPUBHIETHI CYIepIoIb-
30Batesis s JocTyna K aility /et c/passwd. DTOT daill1 coaepKUT BaxXHYIO UH-
(popmanuio, Takylo Kak JOMAITHUAE KAaTaJIOTU NOJIb30BaTENEH, UAEHTU(DUKATOPBI M10JIb-
30BaTesnei 1 rpyni. Takum 06pa3oM OOBIYHBIN MOJIE30BATENh HE CMOXET U3MEHHTh
passwd, HOTOMY YTO IPEJOCTABIATh BCEM IOJIb30BATENAM NPSAMOM IOCTYI K 3TOMY
(aitny civkom onacHo. Bo3aMoXkHBIM peliieHreM 3Toi poOIeMbl SBJISETCS MeXa-
Hu3M setuid. setuid (set user ID - ycraHoBKa ujeHTH(PUKATOPA TTOJIB30BATENS) TO CIIe-
[UAJIbHBIN (haiiIoBBIi aTTPUOYT, KOTOPBIA COOOIIAET CUCTEME, YTO MPOrpamMMy HYKHO
BBITIOJIHATD MCIOJIB3Ys1 ONPE/IENICHHBI NIeHTU(PUKATOP Nob30BaTess. PaccMorpum
KOMaHJy passwd:

-rwsr-xr-x 1 root shadow 80036 2004-10-02 11:08 /usr/bin/passwd

BrI BuinTe S, 4TO yKa3bIBaeT Ha YCTAHOBJICHHHIN OMT setuid 11t MpUBHUJIETUI MOJIB30-
BaTesst. CorylacHO eMy, Bee MOJIb30BaTeNH, 3allyCKAIOIIUe KOMaHIy pas swd, BbIION-
HAT €€ OT II0JIb30BaTejisi root.

9.1.2 bur setgid

bur setuid nmpumensiercs k nosp3oBareasaM. OIHAKO CYIIECTBYET aHATIOTUYHOE CBOM-
CTBO JyIs TpyNIL: OUT sergid. Ecny 3TOT 6MT ycTaHOBJIEH /ISl IPOrpaMMBI, TO IPOrpam-
Ma OyIeT MCIOJIB30BaTh MpH paboTe ASHTU(DUKATOP COOCTBEHHOH IPYIIITHL, BHE 3aBH-
CHMOCTH OT TOT0, KaKOM MOJIb30BaTellb e 3aMyCTl. B TNpeKTOpun C yCTaHOBIEHHBIM
ouroM setgid, Bce BHOBb CO3JJaHHBIE MTOJJIMPEKTOPUH U (haiiyibl OyIyT MPUHAIIEKATh K
TOH ke rpyIIne, K KOTOPOW NPUHAUICKUT JUpeKTopusi. PaccMoTpum crefyioyo au-
PEKTOpHIO:

drwxrws—-—-- 2 tux archive 48 Nov 19 17:12 Dbackup

Bol BUIMTE S, UTO YKa3blBaeT Ha YCTAHOBJIEHHBIN OUT setgid AJ1s1 MPUBMIJIETHI T'PYIIIHL.
Bnazenen aupeKTOpyH U WieHsl Ipynnsbl archive OyayT UMeTh JOCTYH K 9TOH Au-
pexropuu. ITonb30Bareny, He MpUHAJIEXALME K STOH IPyIIE, «OTPa3sTCSA» Ha Hee.
D¢ dekTUBHBIM UAEHTU(HUKATOPOM I'PYIIIBI 1l 1)1 BCEX 3alIUCAHHBIX B IUPEKTOPUIO
aiino 6yner archive. Hanpumep, mporpamMme pe3epBHOro KOMpoBaHus, padoTa-
IOIIeH ¢ MAEHTU(UKATOPOM TPy archive, He MOHATOOATCS MPUBIIETHH CyIIep-
N0JIb30BAaTENIS [UIs AOCTYNA K 9TOH AUPEKTOPUU.
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9.1.3 Sticky Bit

CymectByer Takxe sticky bit. Ero nosenenue otnmdaercs aiist (haiiioB U JUPEKTOPHIA.
Ecnu oH ycTaHOBIIEH 11 UCTIONHSAEMOTO (hailyia, TO COOTBETCTBYIOIIAS TPOrpaMMa He
OyIeT BBIIPYKaThCs U3 ONICPATUBHON MaMSITH, YTOOB! H30€KaTh TOBTOPHOH 3arpy3Ku
¢ jkecTKOro aucka. [TockosbKy COBpeMEeHHbIE KeCTKUE AUCKU I0CTATOUYHO MPOU3BOAU-
TEJIbHBI, MICIIONB3YeTCsI 3TO peko. Ecm 3TOoT OUT ycTaHOBJIEH ISl TUPEKTOPUH, TTOJTh-
30BaTesM He CMOT'YT YAAJIATh U3 Hee uyskue (paiibl. TUMUUHBIMU TPUMEpPaMU SIBJISIIOT-
sl TUPEKTOpuH /tmp U /var/tmp:

drwxrwxrwt 2 root root 1160 2002-11-19 17:15 /tmp

9.2 Npeumywiectesa ACL

Tpamummonno B Linux ist kaxaoro aiyioBoro o0beKTa 3aJaH0 TpH Habopa MpH-
Busteruid. OHU BKJTIOYAIOT B ceOs MpaBa Ha uTeHue (1), 3amuch (w) ¥ UCTIOJTHEHUE (X )
JUISl KaKJIOTO U3 TPEeX TUIIOB MOJIb30BaTesei: Bilajiesblia (paiiia, rpymibl, U OCTaIbHBIX
nosip30BaTesieil. [ToMrMMo 3TOoro MOXHO YCTaHOBUTS Set user id, set group id w sticky
OuT. DTa CKy/IHAS KOHIIEMIIUS BIIOJIHE PUMEHUMa B OOJBIIMHCTBE cuTyanuii. OJHAKO
1Uis1 ©6oJiee CTIOKHBIX CLIEHApPHEB U MPUJIOKEHUI CHCTEMHBIE aIMUHUCTPATOPHI JOIKHBI
OBbLTH KCIOJIB30BaTh OOXOIHBIE ITyTH, YTOOBI IIPEOI0JIETh OrPAHUYCHUS TPAIUITIOHHON
KOHLICTIIINY TIPABUICTHH.

ACL MoryT OBITh HCIIOJIb30BaHbI KaK paclidpeHre TPAAUIIMOHHON KOHIIETITNH TPH-
Busteruid. OHU MMO3BOJISIOT MPEIOCTABIIATH JOCTYIT UHIMBUYJIbHBIM TIOJIb30BaTe-
JISIM WJTY TPYTIIaM Jaxe eClv Te He SIBJISAIOTCS BJIAJIeNbIIeM WM TPYNION-BIaAEbIEM.
CIHUCKY yrpaBJieHHs TOCTYIIOM — 3TO KOMITOHEHT sipa Linux, KOTOpBIA B HACTOSI-
niee BpeMs noanepxusaercs ReiserFS, Ext2, Ext3, JFS u XFS. C nomonipio ACL
CJIOJKHBIE CIIEHAPUM MOTYT OBITh peaJTN30BaHbl Oe3 UCIIONb30BaHUS CJIOKHBIX MOJeseH
MIPUBWJIETUN HA YPOBHE MPUTOKEHHUSI.

Ecnu Bel xotute 3amenuts Windows cepBep Ha Linux cepBep, To peumyIlecTBa
ACL oueBuanbl. HekoTopble U3 HOIK/TIOYEHHBIX pabOUYMX MAIIMH MOTYT paboTaTh MOJ
Windows naxe nocie murparuu. OC Linux npefocTapisieT cyObl ledaTd U [10-
cryna K (paiinam kaveHTaM Windows nocpeacrsom Samba. ITockonbky Samba non-
JepKUBACT CIUCKH YIPABJICHUS IOCTYIIOM, IIPUBIIIETHH ITOJIb30BATENS MOTYT OBITh
YCTaHOBJIEHHI UCIIOJIb3Y s I'papuiyecKkuil UHTepeic Kak Ha cepBepe Linux, Tak u B
Windows (tosisko misg Windows NT u 6ostee mo3aamx). C IMOMOIIBIO YaCTH MaKeTa
Samba winbindd, BO3MOXHO Tak:Ke HA3HAUNTH MPUBUJIETUY TIOJIH30BATENISIM CYIIIe-
CTBYIOIIMM TOJIBKO B JoMeHe Windows 1 He HMEIOIIMM aKKayHTa Ha cepBepe Linux.
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9.3 OnpepneneHus

Kiracc mons3oBares
CranpaprHas koHuenuus npuswiernii POSIX ncnonesyer Tpu kaacca nosb3osa-
TeJiel /1711 Ha3HAUYeHUsl PUBWIIETUI (pailyIoBOM CUCTEMBI: BJajiesiell, TpyIa-Biia-
Jeniell v ipyrue nosib3oBaresu. Tpu Outa gocTyna MOryT ObITh YCTAHOBJICHBI JUIs1
KaXJ0ro Kjlacca Mojab30BaTeseld MpeJoCTaBsis JOCTYM Ha YTeHue (1), 3armuch (w)
U BBITTOTHEHUE (X).

ACL
[MpuBHIIerny MOJB30BATENS ¥ TPYIIIH AJIST BCeX BUIOB 00BEKTOB (DafIOBOM CH-
ctemsl (ailyioB u gupekTopuit) onpenesnsiorcs nocpeacrsom ACL.

ACL no ymonyaHuio
Hedontasie ACL MOTYT IPUMEHSTBCS TOJIBKO K AUpeKTOpUsM. OHU OIpesesoT
MIPUBIJIETUH, KOTOPBIE OOBEKT (DailIOBON CUCTEMBI HAaC/IeLyeT OT POAUTENBCKOM
JUPEKTOPHYU MPU CO3AAHUU.

3amucy ACL
Kaxaplil crivcok ynpasiieHus JOCTYIIOM COCTOMT U3 Habopa 3amuceit ACL. 3a-
mick ACL cofepuT THI, onucaTesb M0JIb30BaTeN sl WU IPYIIIb], HAa KOTOPBIA
CCBLIAETCS 3Ta 3aIMCh, M HA0OP MpUBUJIETHil. [IJI1 HEKOTOPHIX THIIOB 3alMCcen
ornucaTesb IPYyMIIbl ¥ NOJNb30BaTeN sl HE YKa3bIBAETCA.

9.4 Pabota c ACL

Tabmmua 9.1, «Ture 3ammceir ACL» (ctp. 133) oTpaxkaer 6 CyIIeCTBYOIIUX TH-

noB 3anuceit ACL, kax/Iplil 13 KOTOPBIX OIpeessieT NPUBUIErUY NOJIb30BaTeNs WIn
rpynibl NoJb30BaTesel. 3anuch 6aadeney ONpeaesseT IPUBUIETUH Biajesbla daid-
Jia WM AUPEKTOPUH. 3aIuCh 2pynna-eaadeney, OpeNienisieT MPUBWISTHH TPYIIIb, Bila-
nemoieil daitiom. Cynepnosb30BaTesib MOKET CMEHUTH BJlaJIeblia WM TPYIIITY-BJa-
JeJblia P MOMOIIM KoMaHll chown U chgrp, B Cllydae 4ero Biajiesel U Tpym-
na-Biajenen OyayT CChUIAThCS Ha HOBOTO BiaJesiblia WM IpyHITy-Biaagensia. Kaxnas
3aIHCh UMEHOBAHHBIL NONB306aMENb OTIPEieNsIeT IPUBIIETUH MOJIb30BaTENs, yKa-
3aHHOTO B MoJie "KBajuukarop" 31oi 3anucu. Kaxaas 3anuce umenosannas epynna
onpezessieT NPUBUJIETHH IPYIIIbl, YKa3aHHOH B MoJie "KBaauduKaTop” 3TOH 3anucu.
[Mone "kBaymgukaTop" 3aM0THEHO TOJBKO JJIS 3aMUCEeH TUTIA UMEHOBAHHBIN TOJTh30-
BaTeslb U UIMEHOBaHHAs IpyIa. 3aruch opyzie orpeaeseT MPUBUIETUN BCEX OCTAITb-
HBIX M0JIb30BaTENEN.
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3anuce macka OIr'paHUYMBACT NMPUBUJIETUN UMEHOBAHHOTI'O I10JIb30BaTEJIsA, UMEHOBAH-
HOH TPYNITBI U TPYIIIBI-BIaJeIbIIa OTIPeessis, Kakne pa3pelleHus STUX 3anvcei 0y-
IyT IPUMEHATHCS, a KaKue - MacKupoBathes. Ecii mpaBo J1ocTyma CyImecTByeT B Of-
HOH M3 9TUX 3aMucell U B MacKe, TO OHO npuMensiercs. [IpaBa, copepxkariyecs Tob-
KO B MacKe WJIU TOJIbKO B 3alUCH He IIPUMEHSIOTCS, U JOCTYII B 9TOM cilydae He Oy-
ner paspetneH. [IpaBa Biajesnbla 1 rpymiibl-Buagesblia IpuMeHsoTcs Beerga. Taomm-
1a 9.2, «MackupoBka npuBmiIeruii gocryna» (crp. 133) neMoHCTpUpyeT 3TOT Mexa-
HH3M.

CymectByeT 1Ba ocHOBHBIX Kjlacca ACL: munumanvreui ACL — cogepxur 3anucu
THITOB «BJIafIEJIEI», «TPYIIIa-BIageell» U «IPyrue», COOTBETCTBYIONIME TPAIUIIMOH-
HbIM OUTaM noCTyma st GaiioB u aupekTopuit. Pacuupennnoui ACL 60mee mpoasu-
HyT. OH IOJDKEH cofepKaTh MacKy U MOKET BKIIIOUATh B Ce0s1 HECKOJIBKO 3aHCe ISt
MMEHOBAHHBIX TI0JIb30BaTe el 1 UMEHOBAHHBIX TPYIIIL.

Tabnuua 9.1 Tune: 3anuceii ACL

Tun TexcroBas popma
BJIAJIENeI] user: :rwx
MMEHOBAHHBIN MOJIb30BATENb user:name:rwx
rpymnna-Biajesnery group: :rwx
MMEHOBAHHAS TPyIIa group:name:rwx
Macka mask: :rwx

Ipyrue other::rwx

Tabnuua 9.2 Mackuposka npusunezuii docmyna

Tun 3anucu TekcToBasi popma IIpuBniaernn
MMEHOBaHHBIN MOJIB30- user:geeko:r—-x r—x

BaTelb

Macka mask::rw- rw-—
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Tun 3anucu TekcToBasi popma IIpuBniaernu

3(ppexTuBHBIE MPUBU- r——
JIeTUH:

9.4.1 3anucu ACL n 6utbl poctyna

Pucynok 9.1, «Munumansheiii ACL: Cpasaenue 3anmuceit ACL ¢ 6uramu

noctyna» (crp. 134) u Pucynok 9.2, «Pacmmpennsiii ACL: CpaBHeHue 3anuceit
ACL c 6uramu goctymna» (ctp. 135) COOTBETCTBYIOT MUHUMAILHOMY M pacIIMPEH-
Homy ACL. Ha prcyHkax n3o0paxeHsl Tpy OJIOKA: JIEBBIA TIOKA3bIBAET THIIT CIICIUH-
kaumu 3ammceid ACL, nieHTpanbHbIi oToopakaet npumep ACL, v mpaBbiii 610K cO-
OTBETCTBYET OUTaM JIOCTYIIA TPAJAUIIMOHHON KOHIIETIIVY PUBWIIETHI (OTOOpakae-
MBIM, HAlIpUMep, KoMaH/Iol 1s —1). B 00oux cityyasix NpUBWIETHH Kjlacca 8.1ade-
sey, otobpakatorcs Ha 3armuchk ACL «Bnamenen». [IpuBmieruu kiacca opyezue 0To0-
pakatotcs Ha cooTBeTcTBYMOMIYI0 3armuch ACL. OmnHako oToOpakeHue Mmpas JOCTyIa
KJIacca zpynna OTIMYaeTCs Ui KakKI0ro U3 CIyJaeB.

PucyHok 9.1 Munumanvnviiit ACL: Cpasrenue 3anuceii ACL ¢ umamu docmyna

owner

owWwner user: ! rw— - CIaSS

. group
owning group group: :r—— - class

other other: :—— - E other
class

B ciyuyae munmmansroro ACL — 6e3 Macku — IpaBa JA0CTYyIIa TPYIIIbl OTpaka-
1otcs Ha 3anmuck ACL rpymnna-Biajenel, Kak nokassisaet Pucynok 9.1, «MunHu-
masbHBI ACL: CpaBHenue 3anmceit ACL ¢ 6utamu goctyna» (ctp. 134). B ciy-
qae pacmmpeHHOro ACL— ¢ Mackoi — mpaBa I0CTyIIa IPYIITEl OTOOPaKAOTCs Ha
Macky, Pucynok 9.2, «Pactimpennsiit ACL: CpaBHenue 3anuceit ACL ¢ Guramu
nocryma» (ctp. 135).
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PucyHok 9.2 Pacuupennviii ACL: Cpasnenue 3anuceii ACL ¢ oumamu docmyna

awner
Qwner user: [ rw— o » class

named user user:jane:rw—

owning group group: :r——

group
mask mask: : rw— - - class
other
class

10 0TOOpAKEHUE UCTIOIB3YETCS IS YIIPOIIEHUs B3AUMOJICUCTBYSI C PHJIOKEHHUSIMHE,
n30aBsas oT HebxomumocTu moauepxkku ACL npunoxernem. [IpuBriernu goctymna,
Ha3HAYEHHBIE TOCPEACTBOM OMTOB JOCTYIIA, 3aaI0T BEPXHUI MpPe/IesI /ISl BCEX «TOH-
KHX HACTPOEK», caenanubix mpu oMo ACL. 3MeHeHre OGUTOB JOCTYIa OTpaka-
etrcs Ha ACL 1 Hao6opoT.

9.4.2 Nupektopus c ACL

Bei Moskete mosryuunts goctyn kK ACL ¢ momorpio komann get facl u set facl.
Hcrnonb3oBaHue 3TUX KOMaH] IOKA3aHO B CIIEAYIOIIEM IIpuMepe.

[Mepen co3manueM AUPEKTOPUH UCTIONB3YHTe KOMaHIy uma sk, YToObl 31aTh OUTHI
JOCTyIa MAaCKUpyeMbIe TIpH co3aHnu (aioBoro oobekTa. Komanma umask 027
YCTaHABIVBAET MPUBIJIETUH IO YMOIYAHHIO CJIEAYIOIIUM 00pa3oM: BIaesel] MoayJa-
€T noyHei goctyn (0), TpyIne 3anpemieH JOCTYI Ha 3aruch (2 ), JOCTYH OCTaIbHbIM
TMOJIb30BaTENsIM 3aKpHIT (7). B AeficTBUTeIbHOCTH uma sk MacKUpyeT COOTBETCTBYIO-
1ye OUTHI JOCTYIMa WK cOpackiBaeT ux. [IoqpoOHOCTH MOXKHO y3HATh HA Man CTPaHK-
e umask.

mkdir mydir co3gaer JUPEKTOPUIO mydir ¢ IPUBWIETUAMU, YCTAHOBIEHHBIMU
koMmaHaol umask. C nomompio 1s —dl mydir MOXHO OMpeaeanuTh NPaBUIbHOCTh
YCTaHOBKHY TPUBWIIETHIA. [IJIs1 TAHHOTO IpUMepa BBHIBOJ OYAET CIIETYIOIM:

drwxr-x—-—-- ... tux project3 ... mydir

Ucnonesys get facl mydir, mpoepbTe ucxomHoe cocrosiaue ACL. Byner oto6-
pakeHa cieymouas UHpopMaLus:

# file: mydir

# owner: tux

# group: project3
user: :rwx

group: :r-x
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other::——-

INepBble TPy CTPOKM BBIBOAA OTOOPAXKAIOT MM, BJIajiesiblia ¥ IPYIITy-BJajesblia Ju-
pextopuu. Ciienylonue Tpu crpoku cogepxar tpu 3anucu ACL: «Bnagenen», «rpynm-
na-Biajienel» U «apyrue». Gakrtuuecku Mel umeer Jeto ¢ MuHUManbHbIM ACL 1 ko-
MaHza get facl He JaeT AOMONHUTEIbHON MH(OPMALIUK 110 CPABHEHHIO C KOMaHI0M
1s.

N3menure ACL, pa3pelius J0CTYI Ha YTEHUE, 3aIIUCh U BHIIIOJHEHUE [10JIb30BaTEI0
geeko U rpymnmne mascot s KOMaHJOil:

setfacl -m user:geeko:rwx,group:mascots:rwx mydir

Onums —m ykasbiBaeT set facl usmenuTs cymectByommiit ACL. Crneayomuii 3a
Hell aprymeHT onpeaenser 3anvcu ACL, koTopsle OyayT u3MeHeHbl (MOKHO YKa3aTh
HECKOJIbKO 3amKcel, pa3nesnssa u3 3amnsateiMu). [locneanss yacts onpenensietT uMst
JTUPEKTOPHH, K KOTOPOH OyIyT MPUMEHEHbI 3TH M3MeHeHH . Vcrob3yiiTe KOMaH Iy
getfacl, yroOsl y3Hath nosyuenHbie ACL.

# file: mydir

# owner: tux

# group: project3

user: :rwx

user:geeko:rwx

group: :r—-x

group:mascots:rwx

mask::rwx

other::——-

B nonosnHeHue k 3anucsM, CO31aHHBIM 7151 IOJIb30BaTeNsl geeko U TPyIbl
mascots, 6pula JoOaBICHA 3aMKCh C MACKOW. DTa 3aIich OblIa CO31aHa aBTOMATHIe-
CKH, TaKMM 00pa3oM, 4TO BCe 3a/IaHHbIE MTpaBa JIOCTyMa OyIyT IpUMeHeHbl. set facl
ABTOMATHYECKH aJalTUPYeT CYIIECTBYIOIIVE 3AMCH C MaCKaM# K U3MEHSIEMbIM OH-
TaM. JTO IOBE/IEHNE MOKHO U3MEHUTD MCIOJb3ys onumio —n. Macka onpegeinser
MaKCUMaJIbHblE 3(P(PEKTUBHBIE IPUBUIIETUH [UIs1 KJlacca «TPyIIax», BKIOYas UMEHO-
BaHHOTO MOJIb30BaTEs1, UMEHOBAHHYIO IPYIIITY U TpyIy-Biajensla. Butel gocrymna
KJIacca «TpyIia», oToopaxaemble KOMaHION 1s, —d1 mydir Terepb COOTBETCTBY-
IOT 3aIIUCH Macka.

drwxrwx——-—-+ ... tux project3 ... mydir

[NepBriii cTonGel] BHIBO/IA TENIEPh CONEPXKUT JOMOTHUTEIBHO 3HAK +, YKa3blBas Ha Cy-
mectBoBaHue pacutupernolx ACL 7151 3TOTO 3N1eMeHTa.

CorsacHo BHIBOJY KOMaH/Ibl 1 s, MacKa BKJIIOYaeT B ce0s1 IOCTYH Ha 3amnuch. Tpaaumm-
OHHO 3TH OUTHI O3HAYAIH OBl, YTO IpymIa-iaagenel (project 3) Takke NMeeT mpa-
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BO HAa 3alUCh B AupeKkTopulo mydi r. OgHako 3¢ ekTUBHbIE NIpaBa AOCTYyIAa COOTBET-
CTBYIOT COUETAHUIO M1PAB 33JaHHBIX JUIsSl TPYNIIb-BIAAEIblA U MACKU — r—X B HallleM
npumepe (Tabmuna 9.2, «MackupoBka npusuieruii jocryna» (crp. 133)). Iosto-

MY B OTHOIIEHNH 3(pHEeKTUBHBIX MTPUBHUIIETHI I'PYIIIBI-BIagebIIa, AaXe Hocie Jo0aB-
JIEHWS JOMOJHUTENbHBIX 3anuceid ACL, Huuero He U3MEHUIOCh.

N3MeHuTe 3HaUeHre MacKy ¢ TOMOoIIbI0 KomaHa set facl wim chmod. Hanpumep
ucnoib3yite chmod g-w mydir.ls -dl mydir NOKaxer:

drwxr-x-—--+ ... tux project3 ... mydir

getfacl mydir gacrt ciienyiomuii BEIBOI;

# file: mydir

# owner: tux

# group: project3
user::rwx

user:geeko:rwx # effective: r-x
group: :r-x
group:mascots:rwx # effective: r-x
mask::r-x
other::——-

[Mocie cOpoca GuTa JOCTYIIA HA 3aNKCh IS IPYIIBI KOMaHI0W chmod, BHIBOJA KO-
MaH[bl 1 S JOCTATOYHO, YTOOBI YBUIETh, YTO OUTHI MACKU M3MEHWIUCH: OCTYII Ha 3a-
MUCh CHOBA €CTh TOJILKO y BJIajesblia mydir. BeiBog get facl NOATBEpKIAET ITO.
OH BKJTIOYaeT B ce0s KOMMEHTAPUI JJT BCEX 3aMUCeid, B KOTOPBHIX OUTHI OCTYIIA He
COOTBETCTBYIOT PeaJlbHbIM MTPUBUIIETUSAM U3-3a IPUMEHEeHUs] MacKu. OpUrrHaIbHbIe
mpaBa MOTYT OBITh BOCCTAHOBJICHHI B JII0OOE BpeMs KOMaHI0i chmod g+w mydir.

9.4.3 Oupektopus ¢ ACL no ymonyaHuio

Hupektopuun moryT umets ACL o yMosr4aHuIo, KOTOPBIE SIBJISIOTCS CIIEUAIbHON
pasnoBuaHOCTHI0O ACL, onpenensionieii mpaBa I0CTyIa, HACTeAyeMble OOBEKTaMH B
3TOM AUpeKTopuH npu ux cozgannu. ACL o ymomuaHuio BiIMsieT Ha HOAIUPEKTOPUN
" (aiisbl.

9.4.3.1 Oenctensa ACL no ymonyaHuio

CymectByeT Ba mmytH nepeaaun ACL no ymonuanuio aidaaM 1 nogaupekTOpusiM:

* Tlopnupexropus nHacienyer ACL poautensckoil qupektopun kak ceou ACL no
yMmosdanuio u oobraasie ACL.
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» Qaiin Hacnenyer ACL no ymomuanuio kak ceon ACL.

Bce cuctemHBIe BBI3OBEL, CO3A0IIIE OOBEKTH (hAJIOBON CHCTEMBI, UCTIOIB3YIOT T1a-
pameTp pexuM, KOTOPHIH OIpelesisieT PekUM J0CTyIa K cO3JaHHOMY 00beKTy. Ecim
ponutensckas qupektopust He umeeT ACL o ymordanwio, 3aianHbie uma sk OUTH
JOCTYIIa BBIYUTAIOTCS M3 OMTOB JOCTYyIIA IApaMeTpa PEeXuM, a pe3y/bTaT YCTaHABIIHU-
BaeTcsi co3nanHoMy 00bekTy. Ecimu ke ACL mo ymosyanuio 3anaH, OUTH JOCTYIIa HO-
BOro 00BEKTa COOTBETCTBYIOT COBIIAJAIONIMM YACTsIM MapaMeTpa PEXKM U pa3pellie-
HusM ACL o ymonryanuio. B 3Tom ciyyae uma sk He yYUTHIBaeTCA.

9.4.3.2 NMpumeHeHne ACL no ymonyaHuto

Crnenytoiyie Tpy nMprMepa MoKa3bBaIOT OCHOBHBIE oniepanuu 1uist qupektopuid 1 ACL
10 YMOJTYaHHIO:

1. Hobaeuts ACL 110 yMOTYaHHMIO CYIECTBYIOIIEH AUpeKTOprur mydir:

setfacl -d -m group:mascots:r-x mydir

Omusa —d komaHapl set facl yKasplBaeT set facl BHIIIOJIHUTD U3MEHEHUS (om-
st —m) it ACL mo ymon4aHuio.

BarisHem noonmke Ha PE3YIbTAT BBIIIOJHEHUA 9TOM KOMaH/bI:

getfacl mydir

# file: mydir

# owner: tux

# group: project3
user: :rwx
user:geeko:rwx
group: :r—x
group:mascots:rwx
mask::rwx
other::——-
default:user::rwx
default:group::r—-x
default:group:mascots:r—-x
default:mask::r-x
default:other::———

get facl Bo3Bpamaer kak ACL, Tak u ACL no ymomyanuio. ACL o ymom4a-
HUIO COOTBETCTBYIOT CTpOKaM, HaunHaommMcs ¢ default. Hecmorps Ha To, 4TO
Brl mepenanu komanae set facl Tonbko 3amuch ACL 1o yMo4aHuio 1yist rpyIi-
npl mascots, set facl aBTOMaTHUECKH CKOMMPOBaa BCE OCTAJIbHBIE 3AMHUCH U3
ACL, uto6sl cozngath BamuaHbiid ACL mo ymomyanuio. ACL 1o yMOJTYaHUIO He OKa-
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3BIBAIOT MOMEHTAJIBHOTO BJIMSIHUSA HAa JOCTYH K 00beKTy. OHM BCTYNAIOT B UTPY NIPU
CO3/IaHMH HOBBIX OOBEKTOB. DTH HOBbIE OOBEKTHI HACTEAYIOT IPUBUIIETHH TOJIBKO
oT ACL 1o yMOJI4aHUIO CBOEI POAUTENLCKON JUPEKTOPUH.

. B ciemyrorem npumepe ucrosb3yiiTe KoMaHay mkdi r, YToObI co3aTh B mydir
MOJANPEKTOPUI0, KoTopast yHacneayer ACL o ymon4aHuio.

mkdir mydir/mysubdir
getfacl mydir/mysubdir

# file: mydir/mysubdir
# owner: tux

# group: project3
user::rwx

group: :r-x
group:mascots:r—x
mask::r-x

other::——-
default:user::rwx
default:group::r—-x
default:group:mascots:r—-x
default:mask::r—-x
default:other::——-

Kak u oxuganoch, BHOBb CO3laHHAsI AUPEKTOPHA my subdir Momydmia npasa
Joctyna u3 ACL no ymosuaHuio poauresbekoit gupektopun. ACL mupextopun
mysubdir gasgercd TouHbM oTpaxkeHreM ACL 1o ymMosr9aHuo IUpeKTopun
mydir. [lommupekTopus nepesact 3T NpaBa BJIOKEHHBIM B Hee 0OBEKTaM U T.J1.

. Ucnionp3yiite t ouch 11 co3panus ¢ailia B [UpeKTopuy my d i r, Hanpumep,
touch mydir/myfile.ls -1 mydir/myfile nokaxer:

—rw-r—-——-—-— + ... tux project3 ... mydir/myfile

BoiBon get facl mydir/myfile:

# file: mydir/myfile
# owner: tux

# group: project3
user::rw-

group: :r—x # effective:r——
group:mascots:r—x # effective:r——
mask::r——
other::-—-

Ecmu ACL 1o yMo4aHMIo U uma sk He HaKJIaJAbIBAIOT HUKAKUX OrPaHUYEHUH,
touch npu co3aaHnu HOBBIX (haJIOB UCTIONB3YET PEXUM CO 3HaUeHUueM 0666,
cosfaBas (hailipl C JOCTYIIOM Ha YTeHHe U 3anuch 4Jis1 Beex (Pasnen 9.4.3.1, «[eii-
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crBus ACL no ymosuanuio» (crp. 137)). Takoke 910 03Ha4aer, uTo Bee Mpasa
JOCTYyTIa, KOTOPBIE HE COAEPKHUT 3HAUeHNE pexuM OyIyT yAaleHbl U3 COOTBETCTBY-
fomyx 3amuceit ACL. HecMoTpst Ha TO, 4TO 3amycH AJIsl IPYIITE He OBUIH YAAJICHBI
3 ACL, 3HaueHne MacKy ObUTO0 MOJM(UIIMPOBAHO AJ1s1 MACKMPOBKH IIPaB He 3a-
JAHHBIX 3HAUYCHUEM PEXHM.

Dra MojieNb HeoOX0IUMa /15 IPABUIILHOTO B3aMMOJICHCTBUS MPUIIOKEHUI (HAIIpH-
Mep, kommisitopoB) ¢ ACL. Bel MoxeTe co3naBath (paiiiibl ¢ OrpaHUYSHHBIM JI0-
CTYIIOM U 3aTeM NIOMevaTh UX KaK UCMOoJHsAeMble. MexaHu3M ma sk rapaHTUpyer,
YTO TOJILKO KOPPEKTHBIE MOJIb30BATEIH U IPYIITBI CMOT'YT 3aITyCKaTh UX KaK UM 3a-
Oyaropaccyurcs.

9.4.4 Anroputm nposepku ACL

AJITOPHUTM MIPOBEPKU MPUMEHSIETCS TIepe]] TeM, KaK JII0OOMY TpOLECcCy WU TIPUIOKe-
HHIO OyZIeT peiocTaBiieH Jocty K 3amuieHHoMy ACL o0bekTy (aiiioBoii cucre-
Mbl. OCHOBHOE ITPaBUJIO TIPOBEPKHU 3aKTiodaeTcs B ToM, uto 3amucu ACL mpoBepsioT-
s B CJIEAlyIOIIEM NOpsAKE: Blajesiell, UMCHOBAaHHBII MOIb30BaTe b, IPYIIa-Biajeser
WM IMEHOBaHHAsI TPYIIA, IpyTrHe MOJb30BaTeli. JOCTyn MpesocTaBisieTcs B COOT-
BETCTBUHU C 3aIUChI0, KOTOpas Oojiee mogxoauT mpoueccy. [IpuBuieruy He Hakaru-
BaIOTCSL.

Bcee ycnoxHsercs, eciy mporecc MpUHAUIEKUT OoJiee YeM K OJHOM IpyIIe 1 OTeH-
L1aIbHO COOTBETCTBYET HECKOJILKUM T'PYIIIOBBIM 3anuicsAM. B aTom ciayyae U3 MHO-
’KeCcTBa BHIOMpaeTcs POM3BOJIbHAS 3aIMCh ¢ TpeOyeMbIMU NpUBHIIEerusaMu. HeBaskHo,
Kakas U3 3allUcell IPUBEMIET K pe3yJIbTaTy «IOCTYI pa3pelieH». AHaJIOIUYHO, ECIIU
HM OfIHA M3 TPYIIIOBBIX 3aITicel He COIEPKUT TPeOyeMbIX MPUBMIIETHIA, CITyJaitHO BBI-
OpaHHas 3aIiCh PUBEJIET K KOHEUHOMY Pe3YNIbTaTy «JOCTYII 3arpeIieH».

9.5 NMNoppepxka ACL
NPUNOXEeHUAMMU

ACL MoryT OBITh HCIIOJIb30BAHBI TSI PeATU3alUN OYeHb CIIOKHBIX MOJIENeH TIPUBH-
JIETUH, KOTOPbIE COOTBETCTBYIOT TPpeOOBaHUSIM COBPEMEHHBIX MpHIIoxeHui. Tpamu-
nmoHHas cucrema npusuieruii 1 ACL mMoryT apdpekTuBHO coueraTbcsi. OCHOBHBIE
(paiinoBeie koMaHb (Cp, mv, 1s, u T.4.) noguepxuBaioT ACL, paBHO Kak Samba u
Konqueror.

PykoBoncTteo no 6e3onacHocTu



K coxaneHnuio MHOXECTBO PeJaKTOPOB U (paillIOBbIX MEHE)KEPOB IO CUX TOp HE MOJI-
nepxuBaer ACL. Hanpumep, konrpoBanue (aiisioB ¢ nomoipio Emacs npusogur

k notepe ACL. Ilpu uzmenenuu ¢aitnos B pegaktope ACL nHOraa coxpassioTcst, a
WHOT/IA HET, B 3aBUCHMOCTH OT TOTO CII0c00a, KOTOPBIM PeJaKTOp CO30aeT pe3epBHBIE
kornuu. Ecim penaktop 3anvchiBaeT M3MEHEHUs1 B opuruHaibHbii aiin, ACL coxpa-
HAATCA. Ecy n3MeHeHHoe coliepkaHue COXpaHseTcsl B HOBBIH (haiisi, KOTOpbIid BIO-
CJIEICTBUH TIOJIy4aeT UMl OPUTMHAJIBHOTO (pailia, U caM pellaKTop He MOANepKUBa-
et ACL, oHM MOTYT OBITh MOTEPSIHBL. 32 UCKIIIOYEHIEM apXuBaToOpa star B HACTOsIIIIee
BpeM: He CYLLECTBYET ITPOrpaMM Pe3epBHOIO KoMpoBaHus, coxpansaommx ACL.

9.6 JdononHutenbHasa nHcbopmaums

3a noppodHoii nHpopManmert 06 ACL obparnaiiTech B CIIPaBKy 110 KOMaHAaM
getfacl(l),acl (5) usetfacl(l).
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LLindopoBaHue cpannos u
pa3nenos

BonbIIMHCTBO MOJb30BaTe el UMEET Ha CBOMX KOMITbIOTepax KOH(HUIEHIIMAIbHbIE
JaHHbIE, JOCTYI K KOTOPBHIM JOJUKEH OBITh 3aKPHIT IJIs1 TPeThUX Juil. Yem Gosbiiie Bor
roJiaraeTech Ha IEPEHOCHBIE KOMITBIOTEPHI U PAOOTY B Pa3IMYHOM OKPYKEHUHU U pa3-
HBIX CETsX, TeM Oojiee OCTOpPOKHBIM Bam crenmyer OvITh co cBOoMMU JaHHBIMU. [1py Ha-
JIMYUM CETEBOTO WM (PU3UUECKOTO J0CTyNa K Bareil cucreme mocTOpOHHUX JIMIL pe-
KOMeHyeTcst g poBaTh (paiiyIibl WM LieNble AUCKOBBIE pa3aessl. HoyTOyku mmm Ho-
cuteny MHGpOpMalLIuK, TAKUE KaK BHEIIHUE )kecTkue qucku win USB-Hakonureny,
MOTYT OBITh TOTEPSTHBI WM YKpaeHsl. [1oaToMy pekomMeHayeTcs mudpoBaTh 4acTh
(paiinioBoIi cHCTEMBI, XPaHSAIIYI0 KOH(PUISHIIMAIbHbIE TaHHBIE.

Cy1miecTByeT HECKOJIBKO CITOCOOOB 3aIIUTHI IJAHHBIX ITPY TIOMOIIY (D POBAHUS:

IudpoBanue pasmena KeCTKOro AUCKA
Bel MoskeTe co3aath 3amugpoBaHHbIN pa3esl BO BpeMs UHCTAJUISIUY WA Ha
yKe YCTaHOBJICHHOH crcteMe mpu momonin YaST. Boree mogpo6Has uHbpop-
Manus cogepxurcs B Pazgen 10.1.1, «Cozganue 3ammdpoBaHHOTO pasjesna Bo
BpeMs MHCTausuun» (cTp. 145) n Pazaen 10.1.2, «Co3nanue 3amudpoBaH-
HOTrO pasfeiia Ha paboTamwiiei cucteme» (ctp. 146). DTOT ke crmocod MoKeT
OBITH UCTIOIB30BAH IS CMEHHBIX HAKOIUTENIEH, TAKUX KaK BHEIIHHE )KeCTKUe
JMCKH, Kak onucaHo B Paznen 10.1.4, «IlIudpoBanue colepKUMOro CheMHBIX
Hocutesen» (cTp. 147).

Coznanue 3ammppoBaHHOTO (haiiia B KauecTBe KOHTEHepa
Brl MOxeTe co3ath 3aimMpoBaHHbINA (haiin Ha CBOEM KECTKOM TUCKE WA CMEH-
HOM Hakormurese py momory YaST. DToT ¢ailt MoxeT ObITh UCIIOIBb30BaH IS
TOTO, YTOOBI Xparums Apyrue (aiiibl U KaTalord. 3a JOTOHUTEIFHOM NH(pOopMa-
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et oopatuteck K Pazaen 10.1.3, «Co3nanue 3anmdgpoBaHHOro (paiiia B Kaue-
CTBE KOHTelHepa» (cTp. 146).

[MndppoBanre nOMANTHUX KaTaJIOTOB
C nomonpio Bel Takke MoxeTe co3aBath 3aippOBaHHbIE TOMAITHUE TUPEK-
TOpUH TOJIb30BaTenell. Koraa moip3oBaresb BXOJUT B CUCTEMY, 3alTUpOBaHHAS
JOMAIHSAS AUPEKTOPUSI MOHTUPYETCSI, ¥ €€ COAEPKUMOE CTAHOBUTCS JOCTYITHO
noJib30BaTeo. 3a nmoapodHon uHpopmarme oopaturech Kk Paznen 10.2, «Uc-
M0JIb30BaHKE 3alI(PPOBAHHBIX AOMAIIHUX AUPEKTOpUil» (cTp. 148)

Iugposanue OTAEIbHBIX TEKCTOBBIX (pailioB ASCII
Ecnu Bea Bamna koHduaeHnmanpbHas nHGOpPManusa XpaHUTCS B HECKOJIBKUX TeK-
croBbix (paitnax ASCIIL, Bel Mmozxete 3ammppoBaTh UX OTAEIBHO U 3ALIUTUTD Na-
poseM uctionb3yst Kgpg nnm pepakrop vi. 3a nanpHelmei napopmarmein ooparu-
tech k Pazgen 10.3, «cnons3oBanue vi A1 MU(ppPOBaHUST OTAEIBHBIX TEKCTOBBIX
ASCII aiinos» (cTp. 149) .

NPEOYNPEXOEHUE: 3awmndpoBaHHbIN HOCUTENb Npeanaraet
orpaHuyYyeHHyro 3aLuTy

OnwcaHHble B 3TOI rnase METOLbl NpeanaratoT TONbKO OrpaHNYeHHYIo 3a-
wwuTy. Bbl He MOXeTe 3aWnTUTb 3anylLeHHyo cucTeMy oT B3noma. MNocne To-
ro, Kak 3awWngpoBaHHbIi HocuTenb Bbin 6r1aronony4yHo CMOHTUPOBAH, MO0
nonb3oBaTeNb C COOTBETCTBYIOWMMM NpuBUNernsmMm Byaet UMeTb K HeMy 10-
cTyn. OHaKo 3aWmdpoBaHHbI HoCUTENb By eT MONE3eH B Cnyyae notepu
nnu Kpaxu Bawero komnbloTepa nnu Ans NpefoTBpalleHns YTeHns Bawmx
KOHJOMAEHUMANBHBIX AaHHBIX TPETbUMU NLAMM.

10.1 Co3paHue 3awimdppoBaHHOM
c¢hannoBon cucteMbl Npr NOMOLLLU
YaST

YaST MoXHO KUCTIONIb30BaTh U1 LM POBaHUS pa3/eoB WK YacTer Bawei aii-
JIOBOYM CHCTEMBI KaK BO BpeMsI MHCTAJULSINM, TaK U HA YKe YCTAaHOBJICHHON CHUCTe-
Me. OpHako mud)poBaHue pasjesia yKe YCTAHOBJICHHOM CUCTeMBI OoJiee TPYI0eMKO,
MIOCKOJIbKY OHO TpeOyeT BHECEHI s N3MeHEHHH B Ta0HIly pasaesioB. B aTom ciydae
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Oostee 1eecoodpa3HbIM MOXKET OBbITh CO3[aHue 3amugppoBaHHOTO (haiina pukcupo-
BaHHOTO pa3mepa, KOTOPbIH OyJeT UCTIONb30BaH IS XpareHus: IPYrux (haiyioB nin
yacreid Bameii parinoBoii cucteMsl. YToObI 321U poBaTh LENBIN pa3jie, BbASIUTe

B TaOJIMIE pa3/esioB pasaen s nmdpoanus. PasmeTka, npemiaraemast YaST o
YMOJTYAHUIO, HE COAEPKUT 3aM(POBaHbIX pa3aesoB. [Jo6aBbTe X BPyUYHYIO B AUAJIO-
re pa3MeTKHU JIUCKA.

10.1.1 Co3paHue 3awumcpoBaHHOro
pa3gena BO BpemMsi MUHCTaNNsauumn

NPEOYNPEXOEHUE: Beson naponsi

Y6enutecb, 4To Bbl XOpowo 3anoMHmnmn naponb Ang 3awmgpoBaHHOro pas-
nena. bes atoro naponst Bel He CMOXeTe HY MOYYnTb JOCTYM, HU BOCCTAHO-
BUTb 3alLMCPPOBAHHbIE AaHHbIE.

Huanor YaST Pa3merka npenocraBiisieT BO3MOXHOCTb CO3JJaHus1 3aIIM(PPOBAHHOTO
pazzena. YToObl cO3aTh HOBBIN 3alM(PPOBAHHBIN pa3ie:

1 3anycrure monynb YaST Pasmerka Komnviomep > Cucmema > Pazmemxa.

2 Bribepurte xecTKH JUCK, HaxmuTe Jobasume U BHIOEpUTE NEPBUYHbIN WU pac-
LIMPEHBIA pa3aed.

3 Buibepute pasmep paszaesna Win 00JacThb Ul HCHIOJIb30BAHK Ha UCKE.
4 BuiGepure TMN (paiiyIOBOI CHCTEMBI M TOYKY MOHTHPOBAHHUS pasziesna.

5 Ormetwte Hlugpposamv ycmpoiicmeo.

NMPUMEYAHMUE: TpebyeTcsi B,ONONHUTENbHOE NPOrpaMMHoOe
obecneueHue

Mocne Bbibopa LLnghpoBaTh yCTPOVCTBO, BO3MOXHO MOSIBNEHWE BCMIbIBA-
IOLLEro OKHa, 3anpawmnsaiowWwero yCTaHOBKY AOMONHUTENBHOMO NPOrpPamHo-
ro obecneyeHus. NoaTBEPANTE YCTAHOBKY BCEX TPEOYEMbIX MaKeTOB €Cni
X0TUTe, 4TOObI 3aWNdPOBaHHbLI pasaen dbin paboTocnocobeH.
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6 Haxwure Janee v BBeauTe MapoJib, KOTOPbIN OYAET UCIIOIBb30BATHCS s NI PO-
BaHUsA pazgeina. OH He Oy#eT 0TOOpakaThesl Ha SKpaHe, MOITOMY BO M30ekaHUe
OIIMOOK ero HyXHO OyJIeT BBECTH JBAXKIbL.

7 3ageprmTe mporiecc HaxaB 3agepuiums, IOCIe Yero OyIeT co3/1aH HOBBI 3ammmd-
POBaHHBIN pazen.

Koraa Bam nonao6utcst cMOHTHpOBaTh 3ampoBaHHBINA pa3/iesl, OTKpoiiTe daii-
JIOBBI MEHe/IXKep U BO BKJIAJIKe, OToOpaxatoliel odnume Mecta Baieit daiinosoit
CHCTEeMBI, BBIOEpHTE 3aITich C paszesioM. Y Bac Oyner 3anpoineH naposs, rocie ye-
ro pazaen OyaeT CMOHTHPOBAH.

[Tpu MHCTAJUISALIMY CUCTEMBI HA KOMITBIOTEP C YK€ CYIECTBYIOIIMMHU pa3esiaMu
Bel MoskeTe 3ammppoBaTh CyIIeCTBYIOMUE pasnen. B atom cnyyae crnenyiite onu-
canmio B Paznen 10.1.2, «Co3nanue 3ammgppoBaHHOTo paszesa Ha padoTaomei
cucreme» (ctp. 146) u uMeliTe B BUIY, UTO BCE CYIECTBYIONIHME JaHHbIe OyIyT YHU-
YTOXEHBI BO BPEMS1 TOW OIEPALIH.

10.1.2 Co3pnaHue 3awwumcpoBaHHOro
pa3aena Ha paboTaloLLen cucteme

NPEAYNPEXOEHUE: AkTnBauusa wncpoBaHus Ha paboTatoLen
cucrteme

Tak>xe BO3MOXHO CO3aaTh 3alWNGPOBAHHbIA pasfen Ha paboTatowei cucte-
Me. OiHaKO WMPPOBaHME CYLLECTBYIOWErO pasaena yHUITOXNT BCe AaHHble
Ha HeM, a Takxe noTpedyeT M3MEHEHUs Pa3MEPOB U CTPYKTYPbI CYLLECTBYHO-
KX pa3nenos.

Ha 3anymenHoii cucreme Boidepute Cucmema > Pazmemia B LienTpe ynpaBneHus
YaST. Haxmute /la 4ToOBI IPOIOIKUTE. B Ixcnepmmuoii pazmemie BoiOepute pas-
Aen aias mmgpoBaHus U Haxmute Pedakmuposams. OcTajbHast MpoLeaypa CXof-
Ha c onmcanHo# B Paznen 10.1.1, «Co3panue 3ammgpoBaHHOTO pasjeia BO BpeMsi
UHCTAUIAIMN» (CTp. 145).

10.1.3 Co3paHue 3awumcpoBaHHOro
c¢hanna B Ka4ecTBe KOHTEeMHepa
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BwmecTo ucnonb3oBaHus pa3aena MOXHO CO3JaTh 3anv(ppOBaHHBIN (DA, KOTOPBIA
Oyzet coaepxaThb B ceOe Apyrue (hailiibl U KaTaJlord ¢ KOHDUICHITNATBHBIMU JJaH-
HbIMU. Takvie KoHTeHHepHBIe (DafTBl CO3OAI0TCS U3 AUANIOTra DKCIIEPTHAS pa3MeTKa
YaST. Buibepure [llugpposarmvie gaiinwt > Jobasums wugposarnmviii haiin v BBe-
JUTe MOJIHBINA MyTh K (haitny u ero pasmep. Eciu YaST nomkeH co3aath KOHTeHHep-
HbI (pail, akTuBupyiTe onuuio Cozdams nemaesoli paiin. IlonTBepanure nim u3me-
HUTE TIpeijlaraeMble HaCTPOUKM (hOPMaTUPOBAHUS U TUIT (DAJIOBON CHCTEMBI. YKa-
’KUTE TOYKY MOHTUPOBAHUS U YOSUTECh, YTO OIIMS Sauugdposantv ycmpoicmeo Bhi-
OpaHa.

Haxwmure Janee, BBequTe Mapob 11 gemuppoBanus (aiiyia i IpUMEHUTE U3MEHe-
HUS HaXaB 3asepuiums.

ITpenmyiecTso 3ammmppoBaHHbIX (PailJIOB-KOHTEMHEPOB HaJ, pa3fieaMy 3aKII04aeT-
Csl B TOM, YTO OHM MOTYT OBITh 100aBJIEHBI O€3 M3MEHEHU s pa3METKH JKeCTKOTO JMCKa.
OHU MOHTHPYIOTCSI P TIOMOLIY NETIIEBOTO YCTPOICTBA U BEAYT ceOsl Kak OObIYHbIE
pasziesnsl.

10.1.4 LLindopoBaHue copepXxumoro
CbeMHbIX HocuTeneu

YaST oTHOCUTCSI K CheMHOMY HOCUTEJIO (TaKoMYy, Kak skecTKui quck uid USB flash)
TaK e, Kak OOBIYHOMY JKECTKOMY JUCKY. Paiibl-KOHTEHHEPh! UM Pa3Aeibl Ha TAKUX
YCTPORCTBAX MOTYT OBITH 3ami(poBaHbl IO HHCTPYKIUY Bhie. OTHAKO He pa3pe-
IIaiiTe UM MOHTHPOBAHUE BO BpeMsl 3arpy3KH, IOCKOJIbKY CheMHbIe HOCUTEIN OOBIYHO
MOJKJTIOYAIOTCS K YK€ 3alyIleHHOH cucteme

Ecnu cheMHOe ycTpoicTBO ObLTO 3amimdporano ripu nomomwm YaST, To cpeapt KDE
1 GNOME aBromaTHuecKy pacro3HaoT 3amr(pOBaHHbII pa3/el U 3alpocsT Maposib
npu oOHapykeHnn ycrpoiicta. Ecmu Brl mopkimiounTe cheMHOE YCTPOHCTBO OThOp-
marupoBaHHoe B FAT npu 3anymensom KDE nmu GNOME, noss3oBaresns nocie
BBO/IA M1apOJIsl ABTOMATUUYECKU CTAHET BJIaJeJbLieM YCTPOICTBA U CMOXKET YUTATh U
3amnuChIBaTh (pailibl. st Apyrux ¢aiioBbX CHCTEM HEOOXOIMMO SIBHO yKa3aTh BJla-
JeTbIa OTIIMIHOTO OT root, YTOOB! pa3pellluTh STUM IIOJIH30BATENISIM YTCHUE WITH 3a-
nuch (ailyioB Ha yCTPOKCTBO.
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10.2 Ucnonb3oBaHue
3awmdopoBaHHbIX AOMaLUHUX
AvupeKTopun

JI71s1 3a0IMThl JaHHBIX B JOMAIIHUX JUPEKTOPHAX OT KPaKH M MOCIESIYIOIIErO HeCaHK-
LIMOHMPOBAHHOI'O JOCTYIA, UCHIONB3YiTe Moay/b YaST YipasiieHue 1nosp3oBatess-
MH, 9TOOBI Pa3pelUTh M poBaHUEe TOMAITHUX TUPEKTOPHiA. BBl MOkeTe co3naBaTh
3aLHI/I(I)pOBaHHbIC JOMalIHUE JUPEKTOPUU I HOBBIX U CYHIECTBYIOIINX IOJIb30BATE-
neit. s nmdpoBaHus wiv AemmppoOBaHUS TOMAITHUAX TUPEKTOPUI yXKe CYIIEeCTBY-
IOIIMX MOoJIb30BaTeNeil Bol JoKHBI 3HaTh UX naponu. Paznen “Managing Encrypted
Home Directories” (I'masa 10, Managing Users with YaST, TBctynuienue) noapoGHo
OIMCHIBAET 3TY MPOLIEAYPY.

3ammdpoBaHHbIe JOMAIIHKE Pa3/ieiibl CO3AATCS BHYTpH (paiiia-KOHTelHepa

kak onucaHo B Pazznen 10.1.3, «Co3panue 3ammdpoBaHHOTO (aiiia B KauecTBe
KoHTeiHepa» (cTp. 146). B nupektopun /home co3paercs ABa ¢aiina ais Kaxaon
3amppOBaHHON JOMALIHEN TUPEKTOPUH:

LOGIN.img
daiin, conepxanuii 06pa3 TMPEKTOPUU

LOGIN.key
3aluINeHHbIA TapoJieM MOJIb30BaTe sl KoY K 00pasy .

[Tpu Bxoze B cuctemMy IOMalIHss TUPEKTOPUS JemudpyeTcs aBToMaTudecku. s
9TOTO MCIOJIB3YETCSI MOLYJb pam Ha3bBaeMbIid pam_mount. Ecin Bam Hago no6aButh
JOTIOJTHUTEJIbHBIA METOJI BXOJ]a B CUCTEMY, KOTOPBIN OOecrieurBaeT 3amppoBaHHbIe
JOMAITHUE AUPEKTOPUH, TOOABbTE STOT MOLYJb B COOTBETCTBYIONINI KOH(UTY paIy-
OHHBIH haiin /etc/pam.d/. 3a nogpodHOCTsIMU oOpaTutech K ['aBa 2, Asmopusza-
yusi ¢ nomougpto PAM (ctp. 19) 1 man crpanuie pam_mount.

NPEOYNPEXOEHUE: OrpaHnyeHns 6e3onacHOCTU

LUngopoBaHue foMalLHER AMPEKTOPUN NONb30BaTENS HE 06EeCNEYNBAET BbICO-
KOro YPOBHS 3almMThbl OT APYruXx nonb3oBaTenei. Ero MoxHo nobutbes TONbKo
He pasgensist CUCTEMY C APYTrMM NONb30BaTENSMU (ON3NYECKM.

Insa ycuneHns 6esonacHocTy Bbl MoXeTe Takxe 3awngpoBatb swap pas-
Oen, a Takxxe gupekTopun /tmp U /var/tmp, NOCKONbKY OHW MOTYT COAep-
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XaTb BPEMEHHbIE 00pasbl UM KPUTUHECKME AaHHble. 3angpoBaTh swap,
/tmp W /var/tmp MOXHO npu nomowwm moaoynst Paametka YaST kak onu-
caHo B Pazgen 10.1.1, «CosnaHuve 3awmdpoBaHHOro pasaena Bo Bpems
nHcTannaumm» (ctp. 145) unn Pazgen 10.1.3, «Co3naHne 3awumdpoBaHHoO-
ro doarna B Ka4ecTBe KOHTeHepa» (CTp. 146).

10.3 Ucnonb3oBaHue Vi ons
LwindppoBaHUda oTAeNbHbIX
TekcToBbix ASCII channos

Henocrarok ucnosb3oBaHus 3a1uMpOBaHHBIX Pa3/IeIoB OYEBUAEH: KOTrJa paszien
CMOTHPOBaH, 10 KpailiHel Mepe root OyAeT Takke UMeTh JOCTYII K JaHHBIM B 9TOM
paszene. i1 npeAoTBpallieHHs 9TOr0 MOKHO MCIOJIb30BaTh Vi B pexume g poBa-
HUSL.

UroObl OTpeIaKTUPOBATH HOBBIH (Daiil UCTIONIB3YHTe KOMaHLy vi —x filename. Vi
MPEeIOKUT Bam ycTaHOBUTH MapoJib, MOCIIE Yero OH 3amdpyer coaepxumoe daria.

OTkyaa Obl Bbl He 3anpocuiii JOCTYI K 9ToMYy afiy, vi 6yaer TpedoBaTh MapoJib 1is
JOCTYIIA.

Jnst emme Gosbineit 6e3onacHocT Bel Moxkere pasMecTuTsb 3ammppoBaHHbIN (aiin Ha
3aIn(pOBaHHOM pasziesie. ITO PeKOMEH/YeTCs, TIOCKOJIBKY HCIIOIb3yeMOoe B Vi IHg-
pOBaHME HE CJIMIIKOM YCTOHUUBO.
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O6HapyXeHune BTOpPXeHUN
npu nomowiu AIDE

3ammTa CUCTeMBI - 00s13aTeNNbHas 3a/1a4a JUIsl JTI0O0T0 OTBETCTBEHHOTO CUCTEMHO-

ro agmuHucrparopa. ITockosibKy HEBO3MOKHO rapaHTUPOBATh, YTO CUCTEMA HE TIOA-
BEPrHeTCs B3JIOMY, OY€Hb BaXXHO [TPOM3BOJUTH JOMOJHUTENILHBIE IIPOBEPKU PETYJISAP-
HO (HarpuMep 1o KPOHY), YTOOB YOSTUTHCS B TOM, YTO CUCTEMa BCE ellle KOHTPOJIU-
pyercs Bamu. [Inist sToro ynooHo ucnionszoBath AIDE Advanced Intrusion Detection
Environment - ycoeeputencmeo8antyo cpedy 0OHAPYHCEHUSL BIMOPICEHU.

11.1 Onqa yero HyxHa AIDE?

ITpocrast mpoBepka, KOTOpast YaCTO MOMOraeT OOHAPYKUTh HEXKeJIaTeIbHbIE NU3Me-
HEeHHUsI, MOXKeT ObITh IpOM3Be/icHa ¢ oMoinbio RPM. B nakeTHOM MeHekepe ecTh
BCTpoeHHas (PyHKIIMs TPOBEPKU U3MEHEHMIt B (paiinax cucteMsl. [jist mpoBepku Bcex
(paiino., BHIMONHUTE KOMaHAy rpm —Va. OJHaKO 9Ta KOMaH/a Takke OTOOPa3uT U3-
MeHeHus B (pailyiax KoH(Uryparuu u Bam npugercs oThuIbTpoBaTh BHIBO, YTOOBI
OTIPEAETTUTDh TOJIHKO BaKHBIE N3MEHEHHUSI.

Eme ogHa npo6yiema ¢ RPM 3akodaercst B TOM, YTO YMHBIA B3JIOMIIUK MOXET IO/~
MEHUTDb rpm, YTOOBI 3aMACKUPOBATh BCE U3MEHEHHU . DTO MOXKET ObITh CIIeJIAHO MPH
TIOMOIIM PYTKUTA, KOTOPHIA TIO3BOJIUT B3JIOMIIUKY CKPBITh BTOPKEHUE U TTOJTyIUTh
MIPUBWIETHH cynieprioib3oBartesisl. [loatomy Bl JomKHBI peann3oBath eie OgHy Mpo-
BEPKY, KOTOPYIO Clie/IyeT MPON3BOIUTH HE3aBUCUMO OT IMPOBEPSIEMON CUCTEMBI.

O6HapyxeHune BTopxXeHuii npu nomowwm AIDE
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11.2 Hactpouka 6a3bl gaHHbIx AIDE

BAXHO: MHnumanusunpymte 6a3sy naHHbix AIDE nocne yctaHOBKM

[Nepen ycTaHOBKOWM CUCTEMbI MPOBEPLTE KOHTPOJbHYIO CyMMY HOCUTENS
(Paspen “Checking Media” (MpunoxeHwne A, lMomolub 1 peleHne rnpobnem,
TBcTynneHve)), 4tobbl y6eauTbes B ero noanvMHHOCTH. Mocne yCTaHoBKM cu-
CTEMbI MHMUManuampyiTte 6a3y aaHHbix AIDE. Y1obbl yOOCTOBEPUTLCS, HTO
BCE NPOLUSIO YCMELHO BO BPEMS M MOCNE NHCTaNNALMK, NPON3BEeaNTE UH-
CTannsAuMIoO NPsIMO U3 KOHCOMNMW, Ha KOMMbIOTEP HEe NMOAKMIOYEHHbIN K ceT. He
ocTaBnsiiTe KomnbtoTep 6€3 NPUCMoTPa 1 He NOAKMoYarTe ero K ceTn 0o 3a-
BEPLLEHNS Npouecca co3aaHns 6asbl gaHHbIx AIDE.

AIDE 1o ymMOnT4aHHIO He yCTaHOBJIEHA Ha . [I71s1 yCTaHOBKU UCTIONb3YiiTe Komnuvlomep
> Ycmanosxa npozpamm, vnu BBegute zypper install aide B KOMaHOHON
CTPOKE OT root.

YroOsl ykazate AIDE kaxue aTprOyThl Kakux (paiiyIoB JOJKHBI IPOBEPSATHCS, NCTIONb-
3yiTe KOH(UTypalMoHHsbIi (aiti/etc/aide . conf. Pabory ¢ mporpammoi cieny-
eT HayaTh ¢ 3Toro (aitia. [lepBas ero cexiys ynpasiseT OOIIMMY MTapaMeTpaMu, Ta-
KHMH Kak pa3MenieHue (aiia 6a3sl nannbix AIDE. K jokanbHbIM HacTpoWKam OTHO-
carcs cekupd Custom RulesuDirectories and Files. TunuuHoe npaBu-

JIO BBILJISIUT CJIEIYIOIIUM 00pa3oM:
Binlib = p+it+n+ut+g+s+b+m+c+mdS+shal

IMocne omnpenenenus nepeMmeHHor Binlib, COOTBETCTBYIOIIME OMIIMU POBEPKH UC-
MOJIBL3YIOTCS B ceKIuu aiinoB. Creayioniue HaCTPONKY SIBJISIOTCS] BAXKHBIMU:

Tabnuua 11.1  Baosicrwie nacmpoiixu AIDE

Onusa Onmmcanne

p [poBepsier mpaBa A0CTyIIA BHIOpaH-
HbIX (DAfJIOB U IUPEKTOPUI.

i ITpoBepsier HOMep haitIoBOTO Je-
ckpuritopa (inode). Kaxaomy nme-
HU (paiiia COOTBETCTBYET YHUKAITb-
HBII HOMEp JeCKPHUNTOPa, KOTOPBIA
HE JOJDKEH M3MEHSTHCSI.
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Onuus Onucanne

n [poBepsieT YMCIIO CCBHUTOK Ha COOT-
BETCTBYIOLIHIT (hati.

u IIpoBepsieT, U3MeHUIICA JIU BIaJeser
(paiina.

g IIpoBepsieT, U3MEHUIACh JIU IPyMNa
(paiina.

S IIposepsiet, u3mMeHUIICA U pa3mep
(paiina.

b ITpoBepsier, U3MEHUIIOCH JIM YUCIIO

HCTIOJIb3YeMBbIX (DarIoM OJIOKOB.

m [IpoBepsieT, UBMEHUIIOCH JIK BpeMsl
Moaudukanum daiina.

c [IpoBepsieT, UBMEHUIIOCH JIK BpeMsl
MOCJIEJHETO JOCTYMA K (paiiy.

md5 [TpoBepsiet, n3meHmIach i y aiiia
KOHTpOJIbHasl cymma mdS5.

shal [TpoBepsiet, m3meHmIach i y aiiia
KOHTpoJIbHas cymMa shal (160 owur).

Bot koH(pwuryparusi, mposepsiorias Bce ¢aiiyibl B AUPEKTOPUH / Sbin 3a UCKIIIOYEHH-
eM JupekTopud /sbin/conf.d/ ¢ onuuAMY, 3a1aHHBIMU B Binlib:

/sbin Binlib
!/sbin/conf.d

s coznanus 6a3bl gaHHBIX AIDE BHIIOMHUTE ClieAyoOIIue JeHCTBUS:

1 Orxkpoiite /etc/aide.cont.

2 Vkaxwure aiisbl, KOTOpbIE HEOOXOIUMO POBEPSITh U HACTPOMKH MPOBEPKU. 3a
MOAPOOHBIM CITMCKOM HACTpoeK oOpaturech K /usr/share/doc/packages/

O6HapyxeHue BTopXXeHwin npu nomowwm AIDE
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aide/manual .html. Onpeaesnenre ¢ailioB TpeOyeT HEKOTOPBIX 3HAHUI O pe-
T'YJISIpHBIX BblpaskeHusx. Coxpanute Baiy namMeHeHus.

UtoOBl MPOBEPUTH MTPABUILHOCTh KOH(DUTYPALIMOHHOTO (haiisia, BHIIOJIHUTE:

aide --config-check

JIo6oli BHIBOJI, MPOU3BEACHHBIN 9TOW KOMAH/OH, SIBJISIETCS MOJCKAa3KOH 00 OIuo-
Kax B KoHpuryparmu. Hanpumep Bbl MOXeTe YBUIETh ClleAyIoNIee:

aide --config-check

35:syntax error:!

35:Error while reading configuration:!
Configuration error

OmmobKy cienyer uckath B cTpoke 36 (aiina /etc/aide . conf. O6paTure BHU-
MaHHe, 9To cooOIIeHre 00 OMMOKE CONEPKUT ITOCIEAHIOK YCIIEITHO CIYMTAHHYIO
CTPOKY KOH(UTYpaIMOHHOTO (pailia.

WNuavmanusupyiite 6a3y nanasix AIDE. BrimonauTe KoMaHy:

aide -1

Ckorupyiite co3iaHHyIo 0a3y B 6e3omacHoe Mecto, HarnpuMmep CD-R nim DVD-R,
yaaneHHsil cepsep uin USB quck 11 nocieayonero ucrojib30BaHusl.

BA>KHO:

STOT Wwar BaxeH, NOCKOMNbKY OH NnomoraeT nsbexarb nogaenku 6asbl naH-
HbiX. YToObI MpeaoTBpaTnTb N3MeHeHne 6a3bl AaHHbIX, PEKOMEHOYETCS UC-
Monb30BaTh HOCUTESb, KOTOPLIA MOXET ObITh 3aNMcaH TONbKO OAUH Pas.
Hukoraa He ocTaBnsinTe 6a3y Ha KOMMbIOTEPE, 3a KOTOPbLIM Bbl X0TUTE Ha-
ononatb.

11.3 JlokanbHblie npoBepku AIDE

YrtoObl NpOBEpUTD (AIIOBYIO CUCTEMY, BHIITOJIHHUTE CJISAYIONIME IIary:

1 Ilepenmenyiite 6a3y JaHHBIX:

mv /var/lib/aide/aide.db.new /var/lib/aide/aide.db

2 Tlocrne moObIX U3MeHeHH KOH(pUTyparwy Bel Bceraa TOKHBI e pEMHUITAATA3HPO-

BaThb 0a3y manubx AIDE u nepeHecTr BHOBb CO3aHHYI0 6a3y naHHbIX. Co3naHue
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pe3epBHOM Komuu 0a3bl Takxke xopomas uaes. [TonpodHee 00 3TOM paccKa3blBaeT
Paznen 11.2, «Hacrpoiika 6a3sl nanasix AIDE» (ctp. 152).

3 BeinosiHUTE IPOBEPKY TPH TIOMOIIIH CIIEAYIOIEN KOMAH/IbI:

aide --check

Ecmu BeiBoz mycT - Bee xopoiio. Eciu AIDE Haiinetr usmeHenus1, Oyier otoopaxeH
CBOJIHBIY OTYET U3MEHEHHI, HATIpUMeEp:

aide —--check
AIDE found differences between database and filesystem!!

Summary :
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1

Y1005 HOIIpO6Hee Y3HaThb 00 HU3MCHCHMAX, CMCHUTE YPOBEHb AE€TaIU3allii IIPOBEP-
KM C ITIOMOIIBIO ITapameTpa —V. HJ'IH MpEabpIAyIEro npuMepa, pe3yjbTaT MOXET BbITJIA-
OETHh CICAYIOIINM 06pa3OMZ

aide --check -V

AIDE found differences between database and filesystem!!
Start timestamp: 2009-02-18 15:14:10

Summary :
Total number of files: 1992
Added files: 0
Removed files: 0
Changed files: 1

changed: /etc/passwd

File: /etc/passwd
Mt ime : 2009-02-18 15:11:02 , 2009-02-18 15:11:47
Ctime : 2009-02-18 15:11:02 , 2009-02-18 15:11:47

B sTom npumepe Mbl odpadoTanu aitn /et c/passwd KoMaHaoi touch.
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11.4 NpoBepka U3 He3aBUCUMOW
CUCTEMDI

JI71s1 OTBETCTBEHHBIX aIMUHUCTPATOPOB (KOTOPBIMU MBI BCE SIBJISIEMCS) PEKOMEH]TY-
ercs 3anyckaTh OuHapHbIi (aiin AIDE n3 noBepeHHOro HCTOYHHMKA. DTO UCKITIOYaeT
BO3MO:KHOCTh MoauduKamu ¢aitna AIDE B310MINUKOM ISl CKPBITUSA CIEI0B M1PO-
HUKHOBEHUS B CUCTEMY.

st storo AIDE noyker OBITH 3aITylieH B CHCTEMe, He3aBUCUMOH OT YCTaHOBJIGHHOM
cucteMbl. [Ipy MOMOIIM OTHOCUTENBHO JIETKO J00aBUTh B CUCTEMY aBapHUIHOTO BOC-
CTaHOBJICHUsI TIPOU3BOJIbHBIEC TIPOTPAMMBI IS TOCTHKEHUS TpeOyeMoro (hyHKITMOHA-
J1a.

[Nepen Havanom ucnosb3oBaHuss CUCTEMBl aBapUIHOTO BOCCTAHOBJIEHUS Bbl 10k~
HBI TIPEJOCTABUTH CHCTEME JIBa MakeTa. OHU BKJIOYAIOTCS] B HE€ TOUYHO TaKXkKe, KaK
JIMCK C OOHOBJICHUSIMHU JIpaliBepOB. 3a MOAPOOHBIM OITMCAHUEM BO3MOXKHOCTel linuxre
WCITOJIb3YEMBIX JIJISl TUX IieJiel oOpaTuTech K http://en.opensuse.org/
SDB:Linuxrc. [lanee Oyaer onucaH OAWH U3 BO3MOXKHBIX CIIOCOOOB.

Mpouenypa 11.1  3anycx Cucmemor asapuiinozo eéoccmarosnerus ¢ AIDE

1 VYkaxute FTP cepBep B KauecTBe BTOPOro KOMITbIOTEpA.

2 Crommpyiite maketsl aide U mhash B HyxHyio aupektopuio FTP cepsepa, B Ha-
meM cinyvae /srv/ftp/. 3amenure ARCHu VERSION Ha Bammm 3HaueHus:

cp DVD1/suse/ARCH/aideVERSION.ARCH.rpm /srv/ftp
cp DVD1/suse/ARCH/mhashVERSION.ARCH.rpm /srv/ftp

3 Cozpaitte daiin /srv/ftp/info.txt, cogepxaiuil mapameTpsl 3arpy3ku Cu-
CTEeMbl aBAPUIAHOTO BOCCTAHOBJICHUS:

dud: ftp://ftp.example.com/aideVERSION.ARCH. rpm
dud: ftp://ftp.example.com/mhashVERSION.ARCH. rpm

3amenute FTP nomeHn, VERSION u ARCH 3HaYEeHUsIMH, UCTIOJIb3yeMbIMU Ha Ba-
e CUCTEME.

4 TlepesamycTute cepBep, KOTOPHIA HEOOX0aUMO MpoBeputh pu romoriiu AIDE, u
3arpy3ure ero ¢ DVD, copepxainero Cucremy aBapuitHoro BoccraHoBjieHus. Jo-
0aBbTe CIEAYIOLIYIO CTPOKY B TTapaMETPhI 3arpy3KH:
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info=ftp://ftp.example.com/info.txt

STOT napaMeTp MPEAINUCHIBACT linuxrc cuutaTh BCIO nH(popmarmio u3 aiiia
info.txt.

[Mocne 3arpy3ku CucteMsl aBapuitHOro BocctaHoBjieHus mporpamma AIDE roroa k
UCII0JIb30BAHHUIO.

11.5 [lnsa panbHeuLuen
UHdoopmMaummn

Nudopmanus 06 AIDE nocrynHa:
» Nomammnss crpannna AIDE http://aide.sourceforge.net.
* B Buzie nokymeHTanuu K mabiony (aiiia kondurypammu /etc/aide. conft.

* B HeckospKuX (haiinax, MepeyncaeHHbIX HIke /usr/share/doc/packages/
aide, mocie yCTaHOBKM NakeTa aide.

* B pacceuike HoBoctell AIDE https://mailman.cs.tut.fi/mailman/
listinfo/aide.
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SSH: be3onacHasi paborta B
cetn

Yacro 6bIBacT HEOOXOAMMO HOJIYUUTh JOCTYIT K KOMITbIOTEpY yaaneHHo. Eciu nosb3o-
BaTeJb OTIIPABJISIET JIOTUH U MApOJIb B BUIE OOBIYHOTO TEKCTa, OHM MOTYT OBITh Iiepe-
XBa4eHbI U UCTIOJIb30BAHBI 3I0YMBIIUIEHHUKOM ]ISl TOTO, YTOOBI MOJYYUTh JOCTYIT K
yIQJIEHHOI cCTEME OT MMEHH 3TOr0 M0JIb30BaTelsl. TO OTKPOET HaNnaJaloLieMy 10-
CTYII KO BceM haiiiaM MoJib30BaTesist U MOKET ObITh UCTIOIBb30BAHO JUTS MOMBITKH MO-
Jy4eHusl root NPUBWIETHI WK NONBITKY IPOHMKHOBEHUS Ha JPYryio cucremy. B
MIPOIILIOM ISl yAJIEHHBIX COEIMHEHUH UCTIONb30BAIUCh telnet, rshu rlogin,
He ¢ poBaBllMe NnepeaaBaeMblil TpaduK U He 3allUIIEHHbIE OT POCITYIIUBAaHUS.
EcTb u npyrue HezammiieHHble KaHaJbl CBSI3U, CO3/laBaeMble, HAallpUMeEp, IPH UCIIOJTb-
3oBaHnM FTP wm apyrux nporpaMm [uist KONMAPOBAHMUS YEPE3 CETh, HAIIPAMEP L CP.

KommnekT nporpamm SSH ofecrieunBaeT HeOOXOAUMYIO 3alUTY, IU(pPYs MeperaBa-
eMbIii Tpaduk, BKIIOYast JJIOTMH ¥ napoJib. [Ipu ncnonp3oBannu SSH nanHbie Bee ke
MOT'YT OBITh NlepeXBaveHbl, HO Oe3 KJII0Ya, UCTIONB3YIONIerocs s g poBaHusl, UX
HEBO3MOXXHO OyzeT pacmmgpopats. Takum o6pazom SSH obecrnieunBaeT 6e30macHoe
coeJMHeHNe B HeOe30IIacHOM CeTH, Takoi Kak uHTepHeT. KomrutekT nporpamm SSH
noctyned B B nmakere OpenSSH.

B naker OpenSSH ycTaHOBJIEH IO yMOJTUaHUIO U BKJIOYAET B ce0s1 IPOrpaMmsbl s sh,
scp U sftp. B KoH}Urypanuy o yMoI4aHUIO yAaleHHBII JOCTYI K BO3MOXKEH

TOJIBKO C TTOMOIIIBIO CITYXeOHBIX MporpamMmm u3 Komiuiekta OpenSSH, u Tonbko ecnu
3amyIneH s shd U OTKPBITHL COOTBETCTBYIOIIFE TIOPTHL B OpaHIMay3pe.

12.1 ssh—Secure Shell

SSH: bezonacHas pabota B cetu
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Hcrnosb3yst s sh MOKHO HOAKIIOYATHCS K YIAJIEHHBIM CUCTEMaM U paboTaTh C HUMU B
WHTEPAKTUBHOM pexume. 17151 Toro, 4ToObl MOJKTIOUYUTHCA K Sun Kak MoJIb30BaTe b
tUX UCTIONB3YHUTE OJIHY U3 CIIEAYIOIIUX KOMaH;

ssh tux@sun
ssh -1 tux sun

Ecnu uMms nosib3oBaTesis Ha JJOKaJIbHOM M yJAJIEHHOM KOMIBIOTEPE COBIAAeT, Bhl
MOXETE ero OMyCTUTh: ssh sun. YJaJeHHbI KOMIBIOTED 3aPOCUT MapoJib YIalleH-
Horo nosk3oBates. [locne yenerHo# ayrenTrdukammy Bel Moxete paboTaTh Ha yaa-
JIEHHOM KOMIIBIOTEPE B PEKMME KOMAHIHON CTPOKH U UCTIONb30BATh MHTEPAKTUBHBIE
npusoxeHus, Hanipumep YaST, B TeKCTOBOM pekuMe.

Bosee toro, ssh npemocrapiisieT BO3MOKXHOCTD YAaTEHHOTO 3aITyCKa HEMHTePaK TUBHBIX
KOMaHJI Ha yIaJIeHHOH cucTeMe ssh HOST COMMAND. COMMAND AoJKHA ObITh
MpU HeOOXOIMMOCTH B3Ta B KaBbIYKH. Kak U B OOBIYHON KOMaHIHOH CTPOKE, MOKHO
00BEJUHUTH HECKOJILKO KOMAaH/I.

ssh root@sun "dmesg | tail -n 25"
ssh root@sun "cat /etc/issue && uptime"

12.1.1 3anyck npunoxeHun X Ha
yhaneHHOM KOMMblTEpe

SSH Tak:ke yrpolaer UCroib30BaHUE yAaJIeHHbIX npriioxkeHnit X. Eciu Bol 3amyctu-
Te ssh ¢ KiovyeM —X, nepeMeHHass DI SPLAY OyJer aBTOMAaTHUECKH YCTAHOBJICHA Ha
yJaJIeHHOM KOMIIBIOTEPE U BeCh BHIBOJI X-cepBepa OylieT sKcnoptupoBarbes mo SSH
coepuHenuo. CieyeT OTMETUTD, YTO 3alyllleHHbIe YAAJIeHHO NPUIokKeHus1 X He MO-
I'yT OBITH NIEPEXBAYCHBI IIOCTOPOHHIMH JIMLIAMHU.

12.1.2 NMpob6poc areHTa

Hcnonp3ys onuuio —A, MEXaHU3M ayTeHTU(UKauu ssh-agent nepeHocuTCs Ha cieny-
oI kommelotep. Takum o6pazom, Bel MoxeTe paboTaTh ¢ pa3INUHbIX KOMITBIOTE-
PoB 6e3 Bojia MmapoJisi, HO TOJBKO eci Bel pactpocTpaHiii CBOH IMyOIMIHBIN KITIOY Ha
TeJIeBble MAIIMHBI U COXPAHWIN €r0 TaM HaJJIekKaIuM 00pa3oM.

IMo yMOIT9aHMIO 9TOT PeXUM BHIKJTIOUEH, HO MOXKET ObITh aKTUBUPOBAH B B JIIO-
6oe Bpems B (aiiie koHpurypamuu /etc/ssh/sshd_config ycTaHOBKOU
AllowAgentForwarding yes.
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12.2 scp—b6e3onacHoe
KOnupoBaHue

SCp Konupyer (paidiipl Ha yJaJIeHHBII KOMIBIOTEP WK ¢ Hero. Ecim ums nonip3oBa-
TeJIs Ha jupiter OTIMYaeTcs OT MIMEHH TMOJIb30BaTelsl Ha Sun, YKaKuTe roclieHee Uc-
nose3ys popmar username@host. Ecmu daiin Tpedercst CKomupoBaTh B TUPEKTO-
pHUIO, OTJIMYHYIO OT JOMAIITHEH JUPEKTOPUH YIAJIEHHOTO TOJIb30BaTeN s, YKaXKHUTE ee
Kak sun:DIRECTORY. Crneayioliye NpuMephl OKa3bIBAIOT, KAK CKOMMPOBATh (haill ¢
JIOKQJIbHOM MAIlIMHBI Ha Y/IAJICHHYIO U HA0O0POT.

# local -> remote

scp ~/MyLetter.tex tux@sun:/tmp

# remote -> local
scp tux@sun:/tmp/MyLetter.tex ~

NOAOCKA3KA: Onuusa -1

KomaHpa ssh MoxeT 6bITb MCMONb30BaHa ¢ onuuen —1, 4tobbl ykasatb yaa-
NIEHHOrO NONb30BaTENS (Kak anbTepHaTnea popmaty username@host). C
KOMaHZOW scp onums —1 UCNoNb3yeTcs Ans orpaHuyeHns notpebnsemoro
scp KaHana.

Ilocne Toro, kak HpaBI/UIbHHﬁ 11apoJib BBEACH, SCP HAYMHACT IE€peaavdy JaHHBIX U I10-
Ka3bIBaA€CT paCTyH_[I/Iﬁ pAA 3BE3A0YEK, UMUTUPYA ITPOLUEHTHOE COOTHOIIECHUE BbIITOJIHE-
HUA IIpouecca. Kp0Me TOro, ImporpaMmMa IoKas3bIBa€T IMPEAIoJIaracMoe BpEMA 10 €ro

3aBEpLICHUS. Ecnu YKa3aH KJIIo4 —J, Iporpamma HE 6yneT HUYEro BBIBOAWUTDH HA TEP-
MMWHaJI.

SCP TaKKe MOJAEPKUBAET PEKYPCUBHOE KONMpoBaHue aupekropuil. Komanaa

scp —-r src/ sun:backup/

CKOIUPYET COJEPKUMOE BCEl TUPEKTOPUHM ST C, BKJIIOYAs BCE NOAJUPEKTOPUU, B IU-
pekTopmio backup cuctems! sun. Ecim moganpeKkTopun He CyIecTBYIOT, OHU OyIyT
CO3/1aHBl aBTOMaTHYECKH.

HpI/I HCIIOJIb30BAHUM KJII0Ya —, SCP COXPAHUT AATy IMOCICAHET0 UBMEHEHW A NCTOYHN -

ka. Kimou —C nmo3BosmT ckaTh HepegaBaeMble JaHHbIE. ITO MUHUMU3HUPYET 00beM Iie-
pefaBaeMbIX JaHHBIX, HO Harpy3uT MPOLIECCOPHI Ha 00ENX MalllFHaX.

SSH: bezonacHas pabota B cetu
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12.3 sftp—6e30nacHasi nepenava
cdoannos

Ecim Bbl XoTHTE CKOIMPOBaTh HECKOJIBKO (haiiyioB, yTHINTA s ftp Oyaer yaoOHoH
AIBTEPHATUBOM SCp. DTa YTHINTA OTKPHIBAET KOHCOJIb C HAOOPOM KOMaH| OXOKUM
Ha KOMaHJIbl cTaHaapTHOU ftp KoHconu. Beegure help B noackaske sftp mis nosyue-
HUA CIIUCKA JOCTYIHBIX KOMaH/. [JonosHUTeIpHYI0 MH(POPMALIMIO MOKHO MOJIy4UThb
Ha ctpadwuiie man sftp (1).

sftp sun

Enter passphrase for key '/home/fs/.ssh/id_rsa':
Connected to sun.

sftp> help

Available commands:

bye Quit sftp

cd path Change remote directory to 'path'

[...]

12.4 SSH peMoH (sshd)

st paboThl ¢ mporpamMamu ssh 1 scp, B (POHOBOM peskuMe JOJIKHEH OBbITh 3amyIieH
SSH-nemoH, KOTOpEIi OyIeT Mcons30BaTh MOpT 22 TCP/ IP. [lpu 3amycke B miep-
BBII pa3, IEMOH reHepupyeT Tpu nmapsl kmoueld. Kaxaas nmapa CTOUT U3 CEKPETHOro 1
OTKPHITOrO KJioua. TakiM oOpa3om, 3Ta Imporeaypa Ha3bIBaeTCss OCHOBAHHOM Ha OT-
KPBITOM KJTIoue. YTOOBI rapaHTHPOBATh Oe30MacHOCTh coequHenus yepe3 SSH, noctyn
K (pafiiry ¢ CeKpETHBIM KJTIOUYOM JIOJDKEH OBITh TOJBKO Y CHCTEMHOTO aJMAHHUCTPATOPA.
IMTo ymom4anuio, 3TOT ¢haiin MMeeT UMEHHO Takue npasa. CeKpeTHbIN KoY UCTIONb-
3yeTcsl TONBKO JIOKTBHBIM SSH-1eMOHOM 1 He JOKeH OBITh PEIOCTaBIeH KOMY-TO
emmé. OTKPHITHI K04 (Y3HaBaeMBIi MO pacHIMpeHHIo (haitna . pub) oTmpasiseTcs
KJIEHTY, 3aIpOCUBINEMY coenrHeHre. Paiin, B KOTOPOM HaXOAUTCS OTKPBITHIA KITIOY,
MOXET MPOYMTATh JI0OOM MOJIb30BaTENb CUCTEMBI.

Casaszp nnunuupyet SSH-kimment. SSH-neMon oxupgaer 3anpoca or SSH-kimenra i
co3zaHus coequHeHNs. [IepBbIM maromM oH1 0OMeHHUBaTCA NH(pOpMaIe HIeHTH-
(pukaryuy, nposepsist MpOTOKOJ U Bepcuio SSH, a Tak ke yTO4HsIsl HoMep MopTa, T.K.
JOYepHHUE TIPOIIECCHI, TOposkieHHble SSH-IeMOHOM, MOTYT OJJHOBPEMEHHO OOCITYKH-
BaTh HeckoJbko SSH-ceccuil.
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OpenSSH pns ceszu mexay SSH-cepsepom u SSH-kJMeHTOM MOAEPKUBAET MEPBYIO
1 BTOpYI0 Bepcuio mporokosa SSH. ITo ymomyanmio ucnosbs3yercst BTopas Bepcust. Ec-
71 Bbl XOTUTE UCTIONB30BATh MEPBYIO BEPCUIO, UCTIONb3YHTE KITIOY — 1.

[Tpu ucnons3oBannu Bepcun 1, SSH-cepBep mochuiaeT CBOM OTKPHITHIA KIIIOY U TaK
Ha3bIBaeMHIN "KJTI0Y cepBepa’’, KOTOphle TeHepHpyIOTCs pa3 B yac. Ha ocHoBaHMM 3THX
kimoueil SSH-KIIMEeHT reHepupyeT KJI04 CECCUM, KOTOPBIN B MOCIEACTBUM OH TOChLIA-
et SSH-cepBepy. SSH-k/MEHT Takke TOBOPHUT CEpBepy KaKOW METO IUMPOBaHS HC-
MoJ1b30BaTh. Bropast Bepcus mpotokona SSH He TpeOyoT Kitloua cepeepa. O6e cTopo-
HBI Hcnonb3yoT aroputM duddu-Xemmana (Diffie-Hellman) myist ooMena kimova-
MHU.

CekpeTHBIN W CEPBEPHBIN KIIIOYM HEOOXOIUMBI JUTSI PACII(pPOBKH KITIOUA CECCHU U

HE MOTYT OBITh MOJIyUYeHBI, TIPU UCTIOIb30BAHUY JIMIIIb OTKPHITHIX KiTouel. Tosbko 3a-
npamuBaemblii SSH-geMoH MoxeT pacigpoBaTh KJI0OY CECCUU, UCTOJb3YsI CBOU CEK-
peTHbIe KIlour. JTa HavaibHas (ha3a yCTaHOBKY COEJIMHUHEHUS MOXKET ObITh HCCIIENIO-
BaHa OoJiee IETATBHO (BKJII0YAS OTIAI0YHYI0 HH(GOPMAITIIO) TP MOMOIIY KJII0Ya —v
SSH-kimeHTa.

PexomenayecTcs COXpaHATh CEKPETHBIE U OTKPBITHIE KJIIOUHM, KOTOPbIE HAXOAATCA B /
etc/ssh/, Ha KaKOM-HUOYAb 6€30IIACHOM BHEIITHEM HocHTele. B aToM ciydae Moxk-
HO OTCJIEUTDb NOAJEIIKY KJIIOUEH WM UCIIO0JIb30BaTh CTaphble KJII0UU IIOBTOPHO, K IIpU-
Mepy, NIOCIIe MIEPEYyCTAHOBKU CUCTEMBI.

MO OCKA3KA: CyuiectBytowiue SSH knoumn

Ecnn Bbl ycTaHOBMTE Ha MalWWHY C yXe yCTaHOBNEeHHON Linux cuctemon, SSH
KoY 3TOW cruCTEMbI By IeT aBTOMaTUHECKM MMMOPTUPOBAH BO BPEMS UHCTAN-
NALMK C COXPaHeHNeM NocnenHero BpeMeHn JOCTyna K Hemy.

IIpy nepBOM COEIMHEHNH C yIAJIEHHBIM KOMIIBIOTEPOM, KJIIMEHT COXPAHUT BCE OTKPBI-
ThIE KJIIOYH B ~/ . ssh/known_hosts. DTo NpeaoTBpaTHT JIIOOYIO aTaKy THIIA Je-
JIOBEK IocepeAMHe—IIONBITKY Apyrux SSH cepBepoB MCM0b30BaTh NOLAEIbHBIE UME-
Ha u IP anpeca. Takue ataku 0OHAPYKUBAIOTCS JIMOO IO KJIIOYY, OTCYTCTBYIOIIEMY B
~/.ssh/known_hosts, 1100 Mo HeCHOCOOHOCTH cepBepa pacigppoBaTh KIIod
CECCUM U3-3a OTCYTCTBUS COOTBETCTBYIOIIEH 3alUIIEHHON YaCTH KJIIOYa.

B Ciy4dae, €Clin OTKprTLIfI KJII0Y CEPBEPA UBMEHHUJIICA (‘ITO H606X0,Z[I/IMO BBISICHUTD IIC-

pell TOMBITKOM MOAKII0YEHUs K TAKOMY CEPBEPY), HECOOTBETCTBYIOIINE KJTIOUU MOTYT
OBITh yJIaJIeHbl KOMaHION ssh—keygen —-r HOSTNAME
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12.5 MexaHn3m ayteHTUdpUKaLuu
SSH

B cBoeit mpocreiimeii popme, ayreHTUDUKALINS TPOU3BOJUTCS BBOJJOM MAPOJIs MOJIb-
30Bartelisl, KaK U IpH JIOKAJIBHOM BXofe B cucteMy. OHAKO, 3aIIOMUHATH TIAPOIIN
HECKOJIbKUX TMOJIb30BATEEl yIaJIeHHbIX KOMIBIOTEPOB IOCTATOYHO HEMPAKTUYHO. K
TOMY K€, TH apOJI MOTYT OBITh M3MeHeHBI. C IPYroil CTOpOHBI— MPH MPeIoCTaB-
JICHUM IOCTYTIA B KAYeCTBE r 0Ot aJIMHUHUCTPATOPY HEOOXOAUMO UMETh BO3MOXKXHOCTh
OBICTPO OTMEHUTD STH MPUBIVIETHH 0e3 U3MEHEHHsI Tapoisi root

Jl71s1 BXOJIa B CUCTEMY, He MCIIOJIb3Ys MapoJb YAaJeHHOTo moJb3oBatesns, SSH ucnosnb-
3yeT JAPYTYIo Napy KJo4el, KoTopasi IOJKHA ObITh CreHEepUPOBaHA TI0JIb30BaTEIIEM.
OHa cocTouT U3 OoTKpHITOro (id_rsa.pub wm id_dsa.pub) 1 3alMIIEHHOrO
kmova (id_rsa wm id_dsa).

UroObl BOUTH B CHCTEMY He YKa3bIBasi MAPOJIb YIAJICHHOTO MOJIb30BaTe I,

OTKPBITHIN KJIOY «IT0JIb30BaTesist SSH» moikeH cymniecTBoBaTh B ~/ . ssh/
authorized_keys. DTOT NOAX0] TaKXkKe MPEAIoaraeT, YTo yAaleHHbIN MOIb30Ba-
TeJIb MOJTyYaeT MOJTHBIN JOCTYI: JoOaBIeHHe Klloya TpeOyeT 3HAHHS Maposist yaaleH-
HOIO II0JIb30BaTelA U yAAJICHHUE KJII0Ya JIMIIAET [IPaB yAAJIEHHOI'O IIOAKJII0YEHNs K CU-
CTEME.

JI71s1 MaKCHMAJTbHOM 6€30MacHOCTH 3TOT KJTIOY JIOJDKESH OBITh 3alUIIICH MapojieM, KO-
TOPBIN BBOJIUTCS MPU KaXIOM HUCMOJIb30BaHUM KOMaHA ssh, scp u sftp. B omimune
OT IPOCTOM ayTeHTU(UKALIMK, ITOT MAPOJIb HE 3aBUCUT OT YAAJIEHHOTO MOJIb30BATE S
Y TIOSTOMY HE U3MEHSIETCSI.

B kauecTBe abTepHATUBHI OITMICAHHOM BHIIIE ayTeHTH(UKAIINA OCHOBAHHOM Ha KJTIO-
yax, SSH takske npeanaraer ayreHTU(UKALMIO OCHOBAaHHYIO Ha uMeHu xocta. C ee
MIOMOIIIBIO MTOJTH30BATENh JOBEPEHHOTO KOMITHIOTEPa MOXKET MOIKTIOUUTCS K IPyroMy
KOMIIBIOTEPY UCTIONB3YS CBOE MM TIOJIb30BaTeNsA. CKOH(UTYPUPOBaHA TSI UCTIONIb30-
BaHUS ayTeHTU(PUKALIMK OCHOBAHHOW Ha KJII0YaX W HACTPOMKA Ha Heil ayTeHTU(UKa-
IIUM OCHOBaHHOM Ha MMEHU XOCTa HaXOAUTCS 3a MpeiesiaMy JaHHOTO PYKOBOJICTBA.

NMPUMEYAHMUE: MNpasa poctyna Kk doarnam npu ucnonb3osaHum host-
ayteHTUbUKauUn

Mpu ncnonb3osaHun host-ayteHTuprkaumu, pamn /usr/1ib/ssh/ssh-
keysign (32-6UTHble cuCTeMbl) N /usr/1ib64/ssh/ssh-keysign
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(64-61THblE cucTeMbl) nonxeH nmetb SETUID 61T, KOTOPbI B HE YCTAHOB-
NEH Mo yMon4aHuio. Bbl BOMXHbI yCTAHOBUTL €ro camu Bpy4Hyto. icnonbayii-
T€ ANsi 9TOro goaitn /etc/permissions.local, 4TOObl ObiTb YBEPEHHbIM,
yto SETUID 61T coxpaHnutcs u nocne obHoBneHns OpenSSH.

12.5.1 N'eHepauunsa SSH knioua

1 JIng co3panms Kimoda ¢ HacTpoiikamu 1o ymosmdanuio (RSA, 2048 bits), BBenuTe
KoMaHay ssh-keygen.

2 Cornacutech ¢ aeonTHBIM pa3MellieHreM Kimoda (~/ . ssh/1id_rsa), HakaB
Enter (kpaiiHe pekoMeHIyeTCsI) WM BBEJUTE allbTEPHATUBHOE pa3MelleHHe.

3 Beeaure naposb u3 10 - 30 cumBoJIoB. [J1s1 HErO CrpaBeIMBHI TPABUJIa CO3IaHUs
6e3omnacHbIX naposnei. Kpaitne pekoMeHIyeTcsl He OCTaBIATh €r0 MyCThIM.

BpI 10KHBI OBITH A0COJTIOTHO YBEpEeHHI, YTo Bar 3ammineHHbIi K09 HeOCTYIeH Hil-
KoMy KpoMme Bac (Bcersia ycraHaBnmBaiite ero npasa goctymna B 0600). 3aiuieHHbIA
KJTI0Y HUKOT/IA He TOJUKEH IoMafaTh B IyKHUe PyKH.

Il cMeHBI Taposis K CyLIECTBYIOLIEMY KJIIOUY UCIIONb3YiTe KoMaHly ssh-keygen
-p.

12.5.2 KonupoBaHue kno4ya SSH

Jlnst konupoBaHus oTkpeiToro SSH ximova B ¢aitn ~/ . ssh/authorized_keys
TMOJTb30BATENS YIAJICHHOTO KOMITBIOTEPA, UCTIONB3YHTe KOMaHLy ssh—-copy—id. dus
TOr0, YTOOBI CKOMMPOBATh Bari uyHbIi Kimod u3 ~/ . ssh/id_rsa.pub Bsl Mo-
JKEeTe UCIIOIb30BaTh KOPOTKYIO hopmy. [list konmpoBanus kioueil DSA vnm kmoduei

Apyrux HOHb3OBaTeHeﬁ, Brr JOJUKHBI YKa3aTh MYTh:
# ~/.ssh/id_rsa.pub
ssh-copy-id -i tux@sun

# ~/.ssh/id_dsa.pub
ssh-copy—-id -i ~/.ssh/id_dsa.pub tux@sun

# ~notme/.ssh/id_rsa.pub
ssh-copy-id -i ~notme/.ssh/id_rsa.pub tux@sun

IS yenenHoro KONMpoBaHus Kinoua, Bam morpeOyeTcst BBECTH MapoJib YIaleHHO-
ro noJjib3oBatesis. [Ii1s yaaaeHus CyIecTBYIOIIEro Koda OTpeJakTUPYITE BPYIHYIO
(paiin ~/ . ssh/authorized_keys.
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12.5.3 Ucnonb3oBaHue ssh-agent

[Tpu HeOO6XOIUMOCTH TIPOU3BECTH OOJIBINIOE KOJIMIECTBO OIEPAIUil JOBOJIBHO HEYI00-
HO BoauTh napoisib SSH s kaxaoi 3 Hux. [lostomy naker SSH conep:xut erie
OIIMH MHCTPYMEHT, ssh-agent, KOTOPbI COXpaHseT CEKPETHBIE KJIIOUM Ha BPeMs
X-ceccuu UM KOHCOJIbHOM ceccur. Bee ocTanbHble OKHA WM IPOrpaMMbl 3aITyCKaloT-
s Kak KIMeHTH s sh—agent. [ocrne 3amycka arenra, ycranaBimBaeTcst Ha0op mepe-
MEHHBIX OKPYKEHHUsI, KOTOPBIA OyIeT UCMOIb30BaH KoMaHgaMu ssh, scp u sftp,
YTOOBI IPOU3BECTH ABTOMATHUYECKUI BXO/ IOCPEACTBOM areHTa. 3a MoAPOOHOCTSIMU
obpatuTech Kman 1 ssh-agent.

IMocne 3anmycka ssh—agent Bam nmoHanoOuTcs 100aBUTh KJTIOYH UCTIONB3YST KOMaH-
1y ssh-add. OHa 3armpocuT naposb. 3aTeM Bbl CMOKETe UCIIONb30BaTh B TEKYIIIEN
CecCUM KOMaHIbI Ssh He BBOIS MMaposib /IS KaXKIOH U3 HHUX.

12.5.3.1 Ucnonb3oBaHue ssh-agent B X-ceccum

B ssh-agent 3anyckaercs aBToMaTM4ecku OKOHHbIMU MeHexepamu GNOME u
KDE. [17151 Toro, 9T0o0HI 106aBUTh CBOM KJIIOUH MOCPENCTBOM s sh—add mpu crapre
X-ceccun, HEOOXOIUMO:

1 BoiiTu B cUCTEMY KaK I0JIb30BATE b M IIPOBEPUTH, CYLIECTBYET JIK (haii
~/.xinitrc.

2 EciM OH He CyIIeCTBYET,MCIOJIB30BaTh MAa0JIOH MJIM CKOIIMPOBATh €ro u3 /etc/
skel:
if [ -f ~/.xinitrc.template ]; then mv ~/.xinitrc.template ~/.xinitrc; \

else cp /etc/skel/.xinitrc.template ~/.xinitrc; fi

3 Eciu Bbl ckomupoBaiy madioH, HalauTe Caeayolie CTPOKH U pACKOMMEHTHPYH-
te ux. Ecm ~/ . xinitrc yxe cymecTByeT, JoOaBbTe CleayIoue CTpOKH (6e3
3HAKOB KOMMEHTApHs).

# if test -S "S$SSH_AUTH_SOCK" -a -x "$SSH_ASKPASS"; then
# ssh-add < /dev/null
# fi

4 1pu crapte HoBOM X-ceccun, y Bac Oyner 3amporied SSH mapoits.
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12.5.3.2 Ucnonb3oBaHue ssh-agent B KOHCONMbHOM
ceaHce

B koHcosbHOM ceance Bam He0OX0MMO BpyUHYIO 3allyCTHTh Ssh—agent u 3aTeM
BbI3BaTh ssh—add. EcTh qBa cnocoba 3amycka areHTa. [lepBblil U3 MpUBeAeHHBIX HU-
e MPUMEPOB 3allycKaeT HOBYIO ceccuio bash moeepx cyuectBymomeid. Bropoit npu-
Mep 3aIlyCKAeT areHT B CYLLECTBYIOLIENH CECCUM M MOIU(ULMPYET OKPYKEHHUE.

ssh—-agent -s /bin/bash
eval $(ssh-agent)

Ioce Toro, kak areHT OyzeT 3aIyIieH, BHIMOJHUTE S sh—add, YToOBl 10OaBHUTH B
HErO CBOM KJIIOYH.

12.5.4 AyTeHTU(pUuKaLma ocCHOBaHHasA Ha
XocTax

12.6 NMpobpoc nopra

ssh Takke MoxeT ObITh MCIIOJIb30BaH i iepeHarnpapiennss TCP/IP moakmovyeHwi.
Ota onuusl, Ha3plBaeMasi SSH TyHHenupoBaHueM, nepeHamnpasiser TCP coenu-
HEHUS Ha OMpeesIeHHBIN MOPT APYroro KOMIbIOTepa 1o 3aim¢)poBaHHOMY KaHAITY.

Hcrnoneays crepyronnyo KOMaHy, Jiioboe coequHeHue Ha jupiter mopt 25 (SMTP) ne-
peHanpapisiercs HAa SMTP nopt Ha sun. To 0cOOEHHO MOJIE3HO IS TeX, KTO UCTIOJb-
3yetr SMTP cepseprt 6e3 SMTP-AUTH nnmu POP-before-SMTP. Dnextponnast mou-
Ta, OTKy/a OBl OHA HY MPUIILIA, OyJeT mepeaaHa Al JadbHEHIIe JOCTaBKY «JOMalll-
HEeMYy» [I0OYTOBOMY CEpBEpY.

ssh -L 25:sun:25 jupiter

Amnanornuso, Bce POP3 3anpocs! (mopt 110) Ha jupiter moryT ObITh IepeHANPABIICHbI
Ha POP3 nopt sun ripu momon cienyomei KoOMaH Ibl:

ssh -L 110:sun:110 jupiter

O0e KOMaH/Ibl IOJKHBI ObITH BBITIOJIHEHHBI C IPABAMU root, TaK KaK COeMHEHUE
WCMOJIb3yeT MPUBUIETUPOBaHHbIC TIOPTHI. [Ipy NCMOMb30BaHUM JIEKTPOHHOU ITOYTHI
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0OBIYHBIME MOJIb30BATENAIME OyaeT ucrosib3oBatbess SSH coenunenne. SMTP u POP3
JOJDKHBI OBITh YCTAHOBJIEHH B 1localhost, 4ToOB 3T0 padoTaso. [JonoTHUTETBHYIO
nH(pOpMAaIMIO MOKHO HallTU B Man-pyKOBOACTBAX VISl KaX A0 U3 IIpOrpamMm, OIu-
CaHHOU BBIILIE, 2 TAKXXE B JOKyMeHTauuu rnpoekta OpenSSH: /usr/share/doc/
packages/openssh.

12.7 KoHdourypauma SSH neMoHa
npu nomowin YaST

Mogayne YaST ans Hactpoiiku SSHD He BXOAMT B YCTAaHOBKY IO yMoJr4aHuio. s pa-
OOTHI C HUIM YCTaHOBUTE MakeT yast2-sshd.

st Hactpotiku sshd-cepeepa ¢ momomsio YaST 3amycrure YaST u BeiOepure Ceme-
evie cayocovl > Hacmporika SSHD. 3atem crienaiite cienyloiee:

1 Ha Bruagke Oowuii, B Tadmune SSHD TCP Ports BeIOepuTe IOPTHL, KOTOPBIE OyIeT
ucrosb3oBath sshd. 1o ymonmyanmio ucrosbiyercs nopt 22. Bel MoxeTe BHIOpaTh
HECKOJIBKO TOPTOB. UTOOHI 106aBUTh HOBHIN IMTOPT HAKMUTE KHOMKY Jobasums,
BBeIUTE HOMEp NopTa U HaxkmuTe KHONKy OK. [yt ynaneHus nopra, HalauTe ero
B TabMmIle, HAXMUTE KHOTIKY YOaaums v IOATBEPIUTE yaaJIeHIe.

2 BriGepurte oruym, KOTopbie OyAyT UCHOJIb30BaThCS 1eMOHOM s shd. UToOsl 3anpe-
TiTh nepeagpecauuio TCP, caumuTte uaxok Paspewums nepeadpecayuro TCP.
OtxumoueHue nepeagpecaiu TCP He yiyumaer 6e300acHOCTb, €CIU MOJIb30BaTe-
JI IMEIOT JOCTYTI K TEpMUHAINY, TaK KaK OHM BCETrJa MOTYT YCTaHOBHTb CBOU COO-
cTBeHHble niepeanpecanuu. Cm. Paznen 12.6, «I[Ipo6poc nopta» (ctp. 169) mis
HOJTy4YeHUs JONOJIHUTENIBbHOU MH(popManuu o nepeaapecauuu TCP.

UYrtoObl OTKJIIOUKTH Miepeaapecanuio X, cHUMuTe (iiaxok Pazpewums nepeadpeca-
yuro X11. Eciu 3Ta oniys OTKIII0YEHa, JIIoOble 3anpockl nepeafpecarun X 11 Oyayr
MPUBOAUTD K ommuoke. OIHAKO MOJIb30BATENN BCETIa MOTYT YCTAHOBHUTH CBOIO COO-
cTBeHHYyI0 nepeagpecauuio. Cm. Paznen 12.1, «s sh—Secure Shell» (ctp. 161)

JUIsI TIOJTyYeHUs1 AOTIOJHUTEIbHOIN NH(pOpMaIiK O repeagpecanuu X.

Ormmust Paspewums coicamue onpeaensieT, TOJKHO JIU COeIMHEHre MeXTy cepBe-
POM ¥ KJIMEHTOM TO/IBEPraThCsl KOMIIPECCHU.

3 Bruagka Hacmpoiiku 6xo0a ¢ cucmemy COISPKUT OOIIMe HACTPOUKHU BXOJa B CH-
creMy u ayteHTUdUKaumu. B Iokasvieams Coobuerue OHsi nocne 6xo0a é cucme-
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My onpezensercs, 1oJukeH v sshd BHIBOAUTH coobIieHue u3 /et c/motd npu
WHTEPAKTUBHOM peXuMe BXxoja B cucteMy. Eciii Bel XOTHTE OTKJTIOUNTH BO3MOX-
HOCTh BXO/IUTh B CUCTEMY TOJIb30BaTENO r 0Ot , OTKIIOUUTE Paspewams 6x00 ao-
MUHUCmpamopa 6 Cucmemy.

Maxcumanvroe uucao nonvimok aymenmuguxayuy yCTAaHABIMBAET KOJIMUECTBO
TOMBITOK ayTeHTU(DUKALIMY 32 OAHO coeAuHeHue. Aymenmuguxayus RSA orpe-
nensieT, paspeinieHa 1 RSA ayreHtudukanys. ITOT napaMeTp NpUMEHSETCs TOJb-
KO K niepBoii Bepcuu nporokosia SSH. Aymenmugpurayus no omxpolmomy xaouy
OIpefieNsieT, pa3pelleHa 1 ayTeHTU(UKALHS MT0JIb30BATEsl C TOMOIIBIO0 OTKPHI-
TOTO KJTI0Ya. DTOT MapaMeTp UCIIOIB3YETCs TOJIBKO BO BTOPOI BEPCHHU IMPOTOKOJIA
SSH.

4 Ha Bxnanke Ilpomokoa u wugposarus ONpeieNsiioTcst Bepcuu npoTokosa SSH,
KOTOPHIE IOJUKHBI TIOJIIEPKUBATCS. BBl MOkeTe BHIOpaTh IEPBYIO WIN BTOPYIO Bep-
CHIO, a TaK ke TapaieJbHYI0 MoJIepKKy 00oux SSH-ipoToKoIoB.

B Ioooeporcusaemvie memoov! wugposarus NEPEeUnCIIeHbl BCe NMOLIEPKIUBAEMBbIE
aIropuTMblI M poBanust. Bel MokeTe yaaauTh mudp, BHIOpaB ero B CIIUCKe U Ha-
KaB KHOMKY ¥ 0aiume. YTo0bI 106aBUTH (P, BHIOSPUTE €r0 U3 BHINAJAIOIIETO
MEHIO ¥l HUKMUTE KHOTIKY /Jobasume.

5 Haxwmure OK 1uis1 coXpaHEHHsI HACTPOEK.

12.8 [lononHutenbHas
UHdoopmMaumns

http://www.openssh.com/ru
Crpanwuna npoekta OpenSSH

http://en.wikibooks.org/wiki/OpenSSH
Buxkunyue6nuxk OpenSSH

man sshd
man-ctpanuna OpenSSH-nemona

man ssh_config
Man-crpanuua ¢aiinos kongurypauuu kiaresra SSH OpenSSH
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man scp , man sftp , man slogin , man ssh , man ssh-add , man
ssh—-agent , man ssh-copy-id , man ssh-keyconvert , man ssh-
keygen , man ssh-keyscan
man-CTpaHMLIBl O IporpamMmax KorupoBaHus aiioB (scp, sftp), login
(slogin, ssh), 1 KJTOYax.
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Masquerading and
Firewalls

Whenever Linux is used in a network environment, you can use the kernel functions
that allow the manipulation of network packets to maintain a separation between
internal and external network areas. The Linux net £ilter framework provides the
means to establish an effective firewall that keeps different networks apart. With the
help of iptables—a generic table structure for the definition of rule sets—precisely
control the packets allowed to pass a network interface. Such a packet filter can be set
up quite easily with the help of SuSEfirewall2 and the corresponding YaST module.

13.1 Packet Filtering with iptables

The components net filter and iptables are responsible for the filtering and
manipulation of network packets as well as for network address translation (NAT).
The filtering criteria and any actions associated with them are stored in chains, which
must be matched one after another by individual network packets as they arrive. The
chains to match are stored in tables. The iptables command allows you to alter
these tables and rule sets.

The Linux kernel maintains three tables, each for a particular category of functions of
the packet filter:

filter
This table holds the bulk of the filter rules, because it implements the packet
filtering mechanism in the stricter sense, which determines whether packets are
let through (ACCEPT) or discarded (DROP), for example.

Masquerading and Firewalls
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nat
This table defines any changes to the source and target addresses of packets.
Using these functions also allows you to implement masquerading, which is a
special case of NAT used to link a private network with the Internet.

mangle
The rules held in this table make it possible to manipulate values stored in IP
headers (such as the type of service).

These tables contain several predefined chains to match packets:

PREROUTING
This chain is applied to incoming packets.

INPUT
This chain is applied to packets destined for the system's internal processes.

FORWARD
This chain is applied to packets that are only routed through the system.

OUTPUT
This chain is applied to packets originating from the system itself.

POSTROUTING
This chain is applied to all outgoing packets.

Pucynok 13.1, «iptables: A Packet's Possible Paths» (ctp. 175) illustrates the

paths along which a network packet may travel on a given system. For the sake of
simplicity, the figure lists tables as parts of chains, but in reality these chains are held
within the tables themselves.

In the simplest of all possible cases, an incoming packet destined for the system
itself arrives at the eth0 interface. The packet is first referred to the PREROUTING
chain of the mangle table then to the PREROUTING chain of the nat table. The
following step, concerning the routing of the packet, determines that the actual target
of the packet is a process of the system itself. After passing the INPUT chains of the
mangle and the £ilter table, the packet finally reaches its target, provided that
the rules of the £ilter table are actually matched.
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PucyHok 13.1 iptables: A Packet's Possible Paths

PREROUTING

incoming packet

mangle

- =

nat

INPUT

mangle

filter

FORWARD
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system
OUTPUT
Routing O
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nat

POSTROUTING

mangle

nat

outgoing packet

13.2 Masquerading Basics
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Masquerading is the Linux-specific form of NAT (network address translation). It
can be used to connect a small LAN (where hosts use IP addresses from the private
range—see Pasznen “Netmasks and Routing” (I'naBa 9, Basic Networking, TConepxka-
Hue)) with the Internet (where official IP addresses are used). For the LAN hosts to
be able to connect to the Internet, their private addresses are translated to an official
one. This is done on the router, which acts as the gateway between the LAN and

the Internet. The underlying principle is a simple one: The router has more than one
network interface, typically a network card and a separate interface connecting with
the Internet. While the latter links the router with the outside world, one or several
others link it with the LAN hosts. With these hosts in the local network connected to
the network card (such as et h0) of the router, they can send any packets not destined
for the local network to their default gateway or router.

BA>XHO: Using the Correct Network Mask

When configuring your network, make sure both the broadcast address
and the netmask are the same for all local hosts. Failing to do so prevents
packets from being routed properly.

As mentioned, whenever one of the LAN hosts sends a packet destined for an
Internet address, it goes to the default router. However, the router must be configured
before it can forward such packets. For security reasons, this is not enabled in a
default installation. To enable it, set the variable IP_ FORWARD in the file /etc/
sysconfig/sysctl to IP_FORWARD=yes.

The target host of the connection can see your router, but knows nothing about the
host in your internal network where the packets originated. This is why the technique
is called masquerading. Because of the address translation, the router is the first
destination of any reply packets. The router must identify these incoming packets and
translate their target addresses, so packets can be forwarded to the correct host in the
local network.

With the routing of inbound traffic depending on the masquerading table, there is no
way to open a connection to an internal host from the outside. For such a connection,
there would be no entry in the table. In addition, any connection already established
has a status entry assigned to it in the table, so the entry cannot be used by another
connection.

As a consequence of all this, you might experience some problems with a number of
application protocols, such as ICQ, cucme, IRC (DCC, CTCP), and FTP (in PORT
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mode). Web browsers, the standard FTP program, and many other programs use the
PASV mode. This passive mode is much less problematic as far as packet filtering
and masquerading are concerned.

13.3 Firewalling Basics

Firewall is probably the term most widely used to describe a mechanism that provides
and manages a link between networks while also controlling the data flow between
them. Strictly speaking, the mechanism described in this section is called a packet
filter. A packet filter regulates the data flow according to certain criteria, such as
protocols, ports, and IP addresses. This allows you to block packets that, according

to their addresses, are not supposed to reach your network. To allow public access to
your Web server, for example, explicitly open the corresponding port. However, a
packet filter does not scan the contents of packets with legitimate addresses, such as
those directed to your Web server. For example, if incoming packets were intended to
compromise a CGI program on your Web server, the packet filter would still let them
through.

A more effective but more complex mechanism is the combination of several types
of systems, such as a packet filter interacting with an application gateway or proxy.

In this case, the packet filter rejects any packets destined for disabled ports. Only
packets directed to the application gateway are accepted. This gateway or proxy
pretends to be the actual client of the server. In a sense, such a proxy could be
considered a masquerading host on the protocol level used by the application. One
example for such a proxy is Squid, an HTTP and FTP proxy server. To use Squid, the
browser must be configured to communicate via the proxy. Any HTTP pages or FTP
files requested are served from the proxy cache and objects not found in the cache are
fetched from the Internet by the proxy.

The following section focuses on the packet filter that comes with . For further
information about packet filtering and firewalling, read the Firewall HOWTO
included in the howt o package. If this package is installed, read the HOWTO with

less /usr/share/doc/howto/en/txt/Firewall-HOWTO.gz

13.4 SuSEfirewall2

SuSEfirewall2 is a script that reads the variables set in /etc/sysconfig/
SuSEfirewall?2 to generate a set of iptables rules. It defines three security zones,
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although only the first and the second one are considered in the following sample
configuration:

External Zone
Given that there is no way to control what is happening on the external network,
the host needs to be protected from it. In most cases, the external network is the
Internet, but it could be another insecure network, such as a WLAN.

Internal Zone
This refers to the private network, in most cases the LAN. If the hosts on this
network use IP addresses from the private range (see Paznen “Netmasks and
Routing” (T'nasa 9, Basic Networking, TConepxkanue)), enable network address
translation (NAT), so hosts on the internal network can access the external one.
All ports are open in the internal zone. The main benefit of putting interfaces into
the internal zone (rather than stopping the firewall) is that the firewall still runs,
so when you add new interfaces, they will be put into the external zone by default.
That way an interface is not accidentally «open» by default.

Demilitarized Zone (DMZ)
While hosts located in this zone can be reached both from the external and the
internal network, they cannot access the internal network themselves. This setup
can be used to put an additional line of defense in front of the internal network,
because the DMZ systems are isolated from the internal network.

Any kind of network traffic not explicitly allowed by the filtering rule set is
suppressed by iptables. Therefore, each of the interfaces with incoming traffic must
be placed into one of the three zones. For each of the zones, define the services or
protocols allowed. The rule set is only applied to packets originating from remote
hosts. Locally generated packets are not captured by the firewall.

The configuration can be performed with YaST (see Pa3nen 13.4.1, «Configuring
the Firewall with YaST» (ctp. 179)). It can also be made manually in the file /
etc/sysconfig/SuSEfirewall2, which is well commented. Additionally, a
number of example scenarios are available in /usr/share/doc/packages/
SuSEfirewall2/EXAMPLES.
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13.4.1 Configuring the Firewall with YaST

BAXHO: Automatic Firewall Configuration

After the installation, YaST automatically starts a firewall on all configured
interfaces. If a server is configured and activated on the system, YaST can
modify the automatically-generated firewall configuration with the options
Open Ports on Selected Interface in Firewall or Open Ports on Firewall

in the server configuration modules. Some server module dialogs include
a Firewall Details button for activating additional services and ports. The
YaST firewall configuration module can be used to activate, deactivate, or
reconfigure the firewall.

The YaST dialogs for the graphical configuration can be accessed from the YaST
Control Center. Select Security and Users > Firewall. The configuration is divided into
seven sections that can be accessed directly from the tree structure on the left side.

Start-Up
Set the start-up behavior in this dialog. In a default installation, SuSEfirewall2 is
started automatically. You can also start and stop the firewall here. To implement
your new settings in a running firewall, use Save Settings and Restart Firewall
Now.

PucyHok 13.2 The YaST Firewall Configuration

7= Firewall Configuration: Start-Up

== To start the service every time your computer is booted, set Enable Firewall Automatic Starting, more

Service Start
Interfaces Enable Firewall Automatic Starting
Allowed Services

© Disable Firewall Automatic Starting

Masquerading
Broadcast
Logging Level Switch On and Off
Custom Rules Current Status: Firewall is not running

Start Firewall Now

Save Settings and Restart Firewall Now

Help Cancel Next
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Interfaces
All known network interfaces are listed here. To remove an interface from a
zone, select the interface, press Change, and choose No Zone Assigned. To add
an interface to a zone, select the interface, press Change and choose any of the
available zones. You may also create a special interface with your own settings by
using Custom.

Allowed Services
You need this option to offer services from your system to a zone from which
it is protected. By default, the system is only protected from external zones.
Explicitly allow the services that should be available to external hosts. After
selecting the desired zone in Allowed Services for Selected Zone, activate the
services from the list.

Masquerading
Masquerading hides your internal network from external networks (such as
the Internet) while enabling hosts in the internal network to access the external
network transparently. Requests from the external network to the internal one
are blocked and requests from the internal network seem to be issued by the
masquerading server when seen externally. If special services of an internal
machine need to be available to the external network, add special redirect rules
for the service.

Broadcast
In this dialog, configure the UDP ports that allow broadcasts. Add the required
port numbers or services to the appropriate zone, separated by spaces. See also
the file /etc/services.

The logging of broadcasts that are not accepted can be enabled here. This may be
problematic, because Windows hosts use broadcasts to know about each other and
so generate many packets that are not accepted.

[Psec Support
Configure whether the IPsec service should be available to the external network
in this dialog. Configure which packets are trusted under Details.

There is another functionality under Details: IPsec packets are packed in an
encrypted format, so they have to be decrypted and you can configure the way
the firewall will handle the decrypted packets. If you select Internal Zone, the
decrypted IPsec packets will be trusted as if they came from the Internal Zone -
although they could possibly come from the external one. Choose Same Zone as
Original Source Network to avoid this situation.
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Logging Level
There are two rules for logging: accepted and not accepted packets. Packets that
are not accepted are DROPPED or REJECTED. Select from Log All, Log Only
Critical, or Do Not Log Any.

Custom Rules
Here, set special firewall rules that allow connections, matching specified criteria
such as source network, protocol, destination port, and source port. Configure
such rules for external, internal, and demilitarized zones.

When finished with the firewall configuration, exit this dialog with Next. A zone-
oriented summary of your firewall configuration then opens. In it, check all settings.
All services, ports, and protocols that have been allowed and all custom rules are listed
in this summary. To modify the configuration, use Back. Press Finish to save your
configuration.

13.4.2 Configuring Manually

The following paragraphs provide step-by-step instructions for a successful
configuration. Each configuration item is marked as to whether it is relevant to
firewalling or masquerading. Use port range (for example, 500 : 510) whenever
appropriate. Aspects related to the DMZ (demilitarized zone) as mentioned in the
configuration file are not covered here. They are applicable only to a more complex
network infrastructure found in larger organizations (corporate networks), which
require extensive configuration and in-depth knowledge about the subject.

First, use the YaST module Cucremusie ciyx0Obl (Y poBeHb 3aIycka) to enable
SuSEfirewall2 in your runlevel (3 or 5 most likely). It sets the symlinks for the
SuSEfirewall2_* scripts in the /etc/init.d/rc?.d/ directories.

FW_DEV_EXT (firewall, masquerading)
The device linked to the Internet. For a modem connection, enter ppp0. For an
ISDN link, use ippp0. DSL connections use ds10. Specify auto to use the
interface that corresponds to the default route.

FW_DEV_INT (firewall, masquerading)
The device linked to the internal, private network (such as et h0). Leave this
blank if there is no internal network and the firewall protects only the host on
which it runs.
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FW_ROUTE (firewall, masquerading)

If you need the masquerading function, set this to yes. Your internal hosts
will not be visible to the outside, because their private network addresses (e.g.,
192.168.x.x) are ignored by Internet routers.

For a firewall without masquerading, set this to yes if you want to allow access
to the internal network. Your internal hosts need to use officially registered IP
addresses in this case. Normally, however, you should not allow access to your
internal network from the outside.

FW_MASQUERADE (masquerading)

Set this to yes if you need the masquerading function. This provides a virtually
direct connection to the Internet for the internal hosts. It is more secure to

have a proxy server between the hosts of the internal network and the Internet.
Masquerading is not needed for services that a proxy server provides.

FW_MASQ_NETS (masquerading)

Specify the hosts or networks to masquerade, leaving a space between the
individual entries. For example:

FW_MASQ NETS="192.168.0.0/24 192.168.10.1"

FW_PROTECT_FROM_INT (firewall)

Set this to yes to protect your firewall host from attacks originating in your
internal network. Services are only available to the internal network if explicitly
enabled. Also see FW_SERVICES_INT_TCP and FW_SERVICES_INT_UDP.

FW_SERVICES_EXT_TCP (firewall)

Enter the TCP ports that should be made available. Leave this blank for a normal
workstation at home that should not offer any services.

FW_SERVICES_EXT_UDP (firewall)

Leave this blank unless you run a UDP service and want to make it available
to the outside. The services that use UDP include include DNS servers, IPsec,
TFTP, DHCP and others. In that case, enter the UDP ports to use.

FW_SERVICES_ACCEPT_EXT (firewall)

List services to allow from the Internet. This is a more generic form of the
FW_SERVICES_EXT_TCP and FW_SERVICES_EXT_UDP settings, and
more specific than FW_TRUSTED_NETS. The notation is a space-separated list
of net, protocoll[, dport] [, sport], for example 0/0, tcp, 22 or
0/0,tcp,22,,hitcount=3,blockseconds=60, recentname=ssh,
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which means: allow a maximum of three SSH connects per minute from one IP
address.

FW_SERVICES_INT_TCP (firewall)
With this variable, define the services available for the internal network.
The notation is the same as for FW_SERVICES_EXT_TCP, but the settings
are applied to the internal network. The variable only needs to be set if
FW_PROTECT_FROM_INT is set to yes.

FW_SERVICES_INT_UDP (firewall)
See FW_SERVICES_INT_TCP.

FW_SERVICES_ACCEPT_INT (firewall)
List services to allow from internal hosts. See FW_SERVICES ACCEPT_EXT.

FW_SERVICES_ACCEPT_RELATED_* (firewall)
This is how the SuSEfirewall2 implementation considers packets RELATED by
netfilter.

For example, to allow finer grained filtering of Samba broadcast packets,
RELATED packets are not accepted unconditionally. Variables starting with
FW_SERVICES_ACCEPT_RELATED_ allow restricting RELATED packets
handling to certain networks, protocols and ports.

This means that adding connection tracking modules (conntrack modules) to
FW_LOAD_MODULES does not automatically result in accepting the packets
tagged by those modules. Additionally, you must set variables starting with
FW_SERVICES_ACCEPT_RELATED_ to a suitable value.

FW_CUSTOMRULES (firewall)
Uncomment this variable to install custom rules. Find examples in /et c/
sysconfig/scripts/SuSEfirewall2-custom.

After configuring the firewall, test your setup. The firewall rule sets are created by
entering SuSEfirewall2 start as root. Then use telnet, for example,
from an external host to see whether the connection is actually denied. After that,
review /var/log/messages, where you should see something like this:

Mar 15 13:21:38 linux kernel: SFW2-INext-DROP-DEFLT IN=ethO
OUT= MAC=00:80:c8:94:c3:e7:00:20:c9:4d:27:56:08:00 SRC=192.168.10.0
DST=192.168.10.1 LEN=60 TOS=0x10 PREC=0x00 TTL=64 ID=15330 DF PROTO=TCP

SPT=48091 DPT=23 WINDOW=5840 RES=0x00 SYN URGP=0
OPT (020405B40402080A061AFEBC0000000001030300)
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Other packages to test your firewall setup are Nmap (portscanner) or OpenVAS
(Open Vulnerability Assessment System). The documentation of Nmap is found
at /usr/share/doc/packages/nmap after installing the package and the
documentation of openVAS resides at http://www.openvas.ord.

13.5 For More Information

The most up-to-date information and other documentation about the
SuSEfirewall?2 package is found in /usr/share/doc/packages/
SuSEfirewall?2. The home page of the netfilter and iptables project, http://
www.netfilter.org, provides a large collection of documents in many
languages.
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Configuring VPN Server

Nowadays, the Internet connection is cheap and available almost everywhere. It is
important that the connection is as secure as possible. Virtual Private Network (VPN),
is a secure network within a second, insecure network such as the Internet or WLAN.
It can be implemented in different ways and serves several purposes. In this chapter,
we focus on VPN to link branch offices via secure wide area networks (WANS).

14.1 Conceptual Overview

This section defines some term regarding to VPN and introduces a brief overview of
some scenarios.

14.1.1 Terminology

Endpoint
The two «ends» of a tunnel, the source or destination client

Tap Device
A tap device simulates an Ethernet device (layer 2 packets in the OSI model such
as IP packets). A tap device is used for creating a network bridge. It works with
Ethernet frames.

Tun Device
A tun device simulates a point-to-point network (layer 3 packets in the OSI model
such as Ethernet frames). A tun device is used with routing and works with IP
frames.
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Tunnel
Linking two locations through a primarily public network. From a more technical
viewpoint, it is a connection between the client's device and the server's device.
Usually a tunnel is encrypted, but it does need to be by definition.

14.1.2 VPN Scenarios

Whenever you setup a VPN connection your IP packets are transferred over your
secured funnel. A tunnel can use a so-called un or tap device. They are virtual
network kernel drivers which implement the transmission of ethernet frames or ip
frames/packets.

Any userspace program OpenVPN can attach itself to a tun or tap device to receive
packets sent by your OS. The program is also able to write packets to the device.

There are many solutions to set up and build a VPN connection. This section focuses
on the OpenVPN package. Compared to other VPN software, OpenVPN can be
operated in two modes:

Routed VPN
Routing is an easy solution to set up. It is more efficient and scales better than
bridged VPN. Furthermore, it allows the user to tune MTU (Maximum Transfer
Unit) to raise efficiency. However, in a heterogeneous environment NetBIOS
broadcasts do not work if you do not have a Samba server on the gateway. If you
need IPv6, each tun drivers on both ends must support this protocol explicitly.
This scenario is depicted in Pucynok 14.1, «Routed VPN» (ctp. 187)
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PucyHok 14.1 Routed VPN

L AN 2 (192.168.2.1/24)

ethl

g eth0
A

il > [

Machine 2 (Client) Switch/Buter
tun0 (192.168.0.2)

VPN tunnel -
e.g. Intenet

tun0 (192.168.0.1)

g eth0
i > []

Switch/ Buter

Machine 1 (Server)
ethl

L AN 1(192.168.1.1/24)

Bridged VPN
Bridging is a more complex solution. It is recommended when you need to
browse Windows file shares across the VPN without setting up a Samba or
WINS server. Bridged VPN is also needed if you want to use non-IP protocols
(such as IPX) or applications relying on network broadcasts. However, it is less
efficient than routed VPN. Another disadvantage is that it does not scale well.
This scenarios is depicted in the following figures.
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PucyHok 14.2 Bridged VPN - Scenario 1

g eth0
A
m >

Switch/ Buter

Machine 2 (Client)
tap0 (192.168.100.2/24)

VPN bridge

e.g. Intenet

tap0 (192.168.100.1/24)

g eth0

>
||||| Switch/ Buter
Machine 1 (Server)

PucyHok 14.3 Bridged VPN - Scenario 2

E eth0

A
»
(1111

Machine 2 (Client)
L AN 2— ethl tap0 (192.168.100.2/24)

Switch/ Buter

é. Intenet >>
br0 (191.168.100.1/24)

E ethO

>
(111 Switch/ Buter
Machine 1 (Server)

VPN bridge

L AN ¥ ethl tapO
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PucyHok 14.4 Bridged VPN - Scenario 3

eth0
N
»

Switch/ Buter

Machine 2 (Client)
br0 (191.168.100.2/24)

L AN 2 (part 2)- ethl tap0 (192.168.100.2/24)

VPN bridge <\:—>>
e.g. Intenet

L AN 1 (part 33— ethl tapO

br0 (191.168.100.1/24)

eth0

N
»

Switch/ Buter

Machine 1 (Server)

The major difference between bridging and routing is that a routed VPN cannot IP-
broadcast while a bridged VPN can.

14.1.3 Tun and Tap Devices

Whenever you setup a VPN connection your IP packets are transferred over your
secured tunnel. The connection between the client's device and the server's device
is called a runnel. A tunnel can use a so-called fun or tap device. They are virtual
network kernel drivers which implement the transmission of ethernet frames or ip
frames/packets:

tun device
A tun device simulates a point-to-point network (layer 3 packets in the OSI model
such as Ethernet frames). A tun device is used with routing and works with IP
frames.

tap device
A tap device simulates an ethernet device (layer 2 packets in the OSI model such
as IP packets). A tap device is used for creating a network bridge. It works with
Ethernet frames.

The userspace program OpenVPN can attach itself to a tun or tap device to receive
packets sent by your OS. The program is also able to write packets to the device. For
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more information, see /usr/src/linux/Documentation/networking/
tuntap.txt. Youmustinstall the kernel-source package to read this file.

14.2 Creating the Simplest VPN
Example

The following example creates a point-to-point VPN tunnel. It demonstrates how to
create a VPN tunnel between one client and a server. It is assumed that your VPN
server will use private IP addresses like 192 .168.1.120 and your client the IP
address 192.168.2.110. You can modify these private IP addresses to your needs
but make sure you select addresses which do not conflict with other IP addresses.

NPEOYMNPEXIOEHUE: Use It Only For Testing

This scenario is only useful for testing and is considered as an example to get
familiar with VPN. Do not use this as a real world scenario to connect as it
can compromise your security and the safety of your IT infrastructure!

14.2.1 Configuring the VPN Server

To configure a VPN server, proceed as follows:
lpouenypa 14.1 VPN Server Configuration

1 Install the package openvpn on the machine that will later become your VPN
server.

2 Open a shell, become root and create the VPN secret key:

openvpn —--genkey --secret /etc/openvpn/secret.key

3 Copy the secret key to your client:

scp /etc/openvpn/secret.key root@192.168.2.110:/etc/openvpn/

4 Create the file /etc/openvpn/server.conf with the following content:

dev tun
ifconfig 192.168.1.120 192.168.2.110
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secret secret.key

If you use a firewall, start YaST and open UDP port 1194 (Security and Users >
Firewall > Allowed Services.

Start the OpenVPN service as root:

rcopenvpn start

14.2.2 Configuring the VPN Client

To configure the VPN client, do the following:

lpouenypa 14.2 VPN Client Configuration

1

2

Install the package openvpn on your client VPN machine.

Create /etc/openvpn/client.conf with the following content:

remote IP_OF_SERVER

dev tun

ifconfig 192.168.2.110 192.168.1.120
secret secret.key

Replace the placeholder IP_OF SERVER in the first line with either the domain
name, or the public IP address of your server.

If you use a firewall, start YaST and open UDP port 1194 as described in IIlar
5 (ctp. 191) of Iponenypa 14.1, «VPN Server Configuration» (ctp. 190).

Start the OpenVPN service as root:

rcopenvpn start

14.2.3 Testing the VPN Example

After the OpenVPN is successfully started, test if the tun device is available with the
following command:

ifconfig tunO

To verify the VPN connection, use ping on both client and server to see if you can
reach each other. Ping server from client:
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ping —-I tun0 192.168.1.120

Ping client from server:

ping —-I tun0 192.168.2.110

14.3 Setting Up Your VPN Server
Using Certificate Authority

The example shown in Pazaen 14.2 (ctp. 190) is useful for testing, but not for

daily work. This section explains how to build a VPN server that allows more than
one connection at the same time. This is done with a public key infrastructure (PKI).
A PKI consists of a pair of public and private keys for the server and each client
and a master certificate authority (CA), which is used to sign every server and client
certificate.

The general overview of this process involves the following steps explained in these
sections:

1 Paspen 14.3.1, «Creating Certificates» (ctp. 192)
2 Pasgen 14.3.2, «Configuring the Server» (ctp. 195)

3 Pasgen 14.3.3, «Configuring the Clients» (ctp. 196)

14.3.1 Creating Certificates

Before a VPN connection gets established, the client must authenticate the server
certificate. Conversely, the server must also authenticate the client certificate. This is
called mutual authentication.

You can use two methods to create the respective certificates and keys:

* Use the YaST CA module (see I'naBa 15, Managing X.509
Certification (ctp. 203)), or

* Use the scripts included with the openvpn package.
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14.3.1.1 Generating Certificates with easy-rsa

The easy-rsa utilities use the openssl.cnf file stored under /usr/share/
openvpn/easy-rsa/VER. In most cases you can leave this file as it is.

lpouenypa 14.3 Generate the Master CA And Key

1 Open a shell and become root.

2 Change the directory to /usr/share/openvpn/easy-rsa/VER/. Replace
the placeholder VER with the current version— either 1.0 or 2. 0.

3 Copy the file vars to /et c/openvpn and set export EASY_RSAto /usr/
share/openvpn/easy-rsa:

export EASY_RSA="/usr/share/openvpn/easy-rsa/VER"

4 In the vars file change the KEY_COUNTRY, KEY_PROVINCE, KEY_CITY,
KEY_ORG, and KEY_EMATL variables according to your needs.

5 Initialize the PKI:

source /etc/openvpn/vars && ./clean-all && ./build-ca
6 Enter the data required by the build-ca script. Usually you can take the defaults
that you have set in Ilar 4 (ctp. 193). Additionally set Organizational

Unit Name and Common Name that were not set previously.

Once done, the master certificate and key are saved as /usr/share/openvpn/
easy-rsa/VER/keys/ca.*.

lpouenypa 14.4 Generate The Private Server Key

1 Change to the /usr/share/openvpn/easy—-rsa/VER/ directory.

2 Run the following script:

./build-key-server server
The argument (here: server) is used for the private key filename.

3 Accept the default parameters, but fill server for the Common Name option.
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4 Answer the next two questions («Sign the certificate? [y/n]» and «1 out of 1
certificate requests certified, commit? [y/n]») with y (yes).

Once done, the private server key is saved as /usr/share/openvpn/easy—
rsa/VER/keys/server.*.

lNpouenypa 14.5 Generate Certificates and Keys for a Client

1 Change to the /usr/share/openvpn/easy-rsa/VER/ directory. Replace
the placeholder VER with either 1.0 or 2. 0.

2 Create the key as in IITar 2 (ctp. 193) of IIpoueaypa 14.4, «Generate The
Private Server Key» (ctp. 193):

./build-key client

3 Repeat the previous step for each client that is allowed to connect to the VPN
server. Make sure you use a different name (other than «client») and an
appropriate Common Name, because this parameter has to be unique for each
client.

Once done, the client certificate keys are saved as /usr/share/openvpn/
easy-rsa/keys/client.* (depending on the name that you have given for the
build-key command).

lpouenypa 14.6 Final Configuration Steps

1 Make sure your current working directory is /usr/share/openvpn/easy-
rsa/VER/.

2 Create the Diffie-Hellman parameter:

./build-dh

3 Create the /etc/openvpn/ssl directory.

4 Copy the following files to /etc/openvpn/ssl:

cp keys/ca.{crt,key} keys/dhl1024.pem keys/server.{crt,key} /etc/openvpn/
ssl

5 Copy the client keys to the relevant client machine. You should have the files
client.crt and client.key inthe /etc/openvpn/ssl directory.
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14.3.2 Configuring the Server

The configuration file is mostly a summary of /usr/share/doc/packages/
openvpn/sample—-config-files/server.conf without the comments and
with some small changes concerning some paths.

Tpumep 14.1 VPN Server Configuration File

# /etc/openvpn/server.conf
port 1194 @
proto udp (2]
dev tun0 ©

# Security @

ca ssl/ca.crt
cert ssl/server.crt
key ssl/server.key
dh ss1/dh1024.pem

server 192.168.1.120 255.255.255.0 ©
ifconfig-pool-persist /var/run/openvpn/ipp.txt O

# Privileges @
user nobody
group nobody

# Other configuration @
keepalive 10 120
comp—-1lzo

persist-key

persist-tun

status /var/log/openvpn-status.log
log-append /var/log/openvpn.log
verb 4

©  The TCP/UDP port to which OpenVPN listens. You have to open up the port in
the Firewall, see I'naBa 13, Masquerading and Firewalls (ctp. 173). The standard
port for VPN is 1194, so in most cases you can leave that as it is.

®  The protocol, either UDP or TCP.

©®  The tun or tap device, see Paznen 14.1.3, «Tun and Tap Devices» (ctp. 189)
for the differences.

O  The following lines contain the relative or absolute path to the root server CA
certificate (ca), the root CA key (cert), the private server key (key) and
the Diffie-Hellman parameters (dh). These were generated in Paznen 14.3.1,
«Creating Certificates» (ctp. 192).

©  Supplies a VPN subnet. The server can be reached by 192.168.1.120.
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0@ Records a mapping of clients and its virtual IP address in the given file. Useful
when the server goes down and (after the restart) the clients get their previously
assigned IP address.

@  For security reasons it is a good idea to run the OpenVPN daemon with reduced
privileges. For this reason the group and user nobody is used.

O  Several other configurations, see comment in the original configuration from /
usr/share/doc/packages/openvpn/sample-config-files.

After this configuration, you can see log messages from your OpenVPN server under
/var/log/openvpn.log. When you have started it for the first time, it should
finish it with:

. Initialization Sequence Completed

If you do not see this message, check the log carefully. Usually OpenVPN gives you
some hints what is wrong in your configuration file.

14.3.3 Configuring the Clients

The configuration file is mostly a summary from /usr/share/doc/packages/
openvpn/sample-config-files/client.conf without the comments and
with some small changes concerning some paths.

Tpumep 14.2 VPN Client Configuration File

# /etc/openvpn/client.conf
client @

dev tun @

proto udp (3]

remote IP_OR_HOSTNAME 1194 @
resolv-retry infinite

nobind

# Privileges @
user nobody
group nobody

# Try to preserve some state across restarts.
persist-key
persist-tun

# Security O

ca ssl/ca.crt
cert ssl/client.crt
key ssl/client.key
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comp-1lzo (7]

[~ R )

We must specify that this machine is a client.

The network device. Both clients and server must use the same device.

The protocol. Use the same settings as on the server.

Replace the placeholder IP_OR_HOSTNAME with the respective hostname

or IP address of your VPN server. After the hostname the port of the server

is given. You can have multiple lines of remote entries pointing to different
VPN servers. This is useful for load balancing between different VPN servers.
For security reasons it is a good idea to run the OpenVPN daemon with reduced
privileges. For this reason the group and user nobody is used.

Contains the client files. For security reasons, it is better to have a separate file
pair for each client.

Turns compression on. Use it only when the server has this parameter switched
on as well.

14.4 Changing Nameservers in VPN

If you need to change nameservers before or during your VPN session, use
netconfig.

Use the following procedure to change a nameserver:

lpouenypa 14.7 Changing Nameservers

1

2

Open a shell and log in as root.

Create the file /etc/openvpn/client .up with the following contents:

/sbin/netconfig modify -i "${1}" -s openvpn <<EOT
DNSSEARCH='S${domain}"

DNSSERVERS="'${dns [*]}'

EOT

Start your VPN connection with rcopenvpn start.

Create the file /etc/openvpn/client .down with the following contents:

/sbin/netconfig remove -i "${1}" -s openvpn

Run netconfig and replace the line DNSSERVERS with your respective entry:

netconfig modify -i tun0 -s openvpn <<EOT

Configuring VPN Server

197



198

DNSSEARCH='"'mt-home.net"'
DNSSERVERS='192.168.1.116"
EOT

To check, if the entry has been successfully inserted into /etc/resolv.conf,
execute:

grep -v “# /etc/resolv.conf

search mt-home.net mat-home.net

nameserver ...

nameserver ...
nameserver 192.168.1.116

6 To remove the DNS entry, execute:

netconfig remove -i tun0O -s openvpn

Find another example in /usr/share/doc/packages/openvpn/contrib/
pull-resolv-conf/.

If you need to specify a ranking list of fallback services, use the
NETCONFIG_DNS_RANKING variable in /etc/sysconfig/network/
config. The default value is aut o which resolves to:

+strongswan +openswan +racoon +openvpn —avahi

Preferred service names have the + prefix, fallback services the - prefix.

14.5 KDE- and GNOME Applets For
Clients

The following sections describe the setup of OpenVPN connections with the GNOME
and KDE desktop tools.

14.5.1 KDE

To setup an OpenVPN connection in KDE4 that can be easily turned on or off,
proceed as follows:

1 Make sure you have installed the NetworkManager—-openvpn-kde4
package with all dependencies resolved.

PykoBoncTteo no 6e3onacHocTu



2 Right-click on a widget of your panel and select Panel Options > Add Widgets....
3 Select Networks.

4 Right-click on the icon and choose Manage Connections.

5 Add a new VPN connection with Add > OpenVPN. A new window opens.

6 Choose the Connection Type between X.509 Certificates or X.509 With Password
depending on what you have setup with your OpenVPN server.

7 Insert the necessary files into the respective text fields. From our example
configuration these are:

CA file /etc/openvpn/ssl/ca.crt

Certificate /etc/openvpn/ssl/
clientl.crt

Key /etc/openvpn/ssl/
clientl.key

Username The user

Password The password for the user

8 If you have not used the KDE Wallet System, you are asked if you want to
configure it. Follow the steps in the wizard. After you have finished this step,
you are reverted back to the Network Settings dialog.

9 Finish with Ok.

10 Enable the connection with your Network manager applet.

14.5.2 GNOME

To setup a OpenVPN connection in GNOME that can be easily turned on or off,
proceed as follows:
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1 Make sure you have installed the package NetworkManager—openvpn-

gnome and have resolved all dependencies.

2 Start the Network Connection Editor with Alt + F2 and insert nm—connection-
editor into the text field. A new window appears.

3 Select the VPN tab and click Add.

4 Choose the VPN connection type, in this case OpenVPN.

5 Choose the Authentication type. Select between Certificates (TLS) or Password with
Certificates (TLS) depending on the setup of your OpenVPN server.

6 Insert the necessary files into the respective text fields. According to the example

configuration, these are:

Username

Password

The user (only available when
you have selected Password with
Certificates (TLS))

The password for the user (only
available when you have selected
Password with Certificates (TLS))

User Certificate

/etc/openvpn/ssl/
clientl.crt

CA Certificate

/etc/openvpn/ssl/ca.crt

Private Key

/etc/openvpn/ssl/
clientl.key

7 Finish with Apply and Close.

8 Enable the connection with your Network Manager applet.

14.6 For More Information

For more information about VPN, visit:
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* http://www.openvpn.net: Homepage of VPN

e /usr/share/doc/packages/openvpn/sample-config-files/:
Examples of configuration files for different scenarios

* /usr/src/linux/Documentation/networking/tuntap.txt, install
the kernel-source package
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Managing X.509
Certification

An increasing number of authentication mechanisms are based on cryptographic
procedures. Digital certificates that assign cryptographic keys to their owners play an
important role in this context. These certificates are used for communication and can
also be found, for example, on company ID cards. The generation and administration
of certificates is mostly handled by official institutions that offer this as a commercial
service. In some cases, however, it may make sense to carry out these tasks yourself.
For example, if a company does not wish to pass personal data to third parties.

YaST provides two modules for certification, which offer basic management
functions for digital X.509 certificates. The following sections explain the basics
of digital certification and how to use YaST to create and administer certificates
of this type. For more detailed information, refer to http://www.ietf.org/
html.charters/pkix—-charter.html.

15.1 The Principles of Digital
Certification

Digital certification uses cryptographic processes to encrypt and protect data from
access by unauthorized people. The user data is encrypted using a second data record,
or key. The key is applied to the user data in a mathematical process, producing

an altered data record in which the original content can no longer be identified.
Asymmetrical encryption is now in general use (public key method). Keys always
occur in pairs:
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Private Key
The private key must be kept safely by the key owner. Accidental publication of
the private key compromises the key pair and renders it useless.

Public Key
The key owner circulates the public key for use by third parties.

15.1.1 Key Authenticity

Because the public key process is in widespread use, there are many public keys in
circulation. Successful use of this system requires that every user be sure that a public
key actually belongs to the assumed owner. The assignment of users to public keys is
confirmed by trustworthy organizations with public key certificates. Such certificates
contain the name of the key owner, the corresponding public key, and the electronic
signature of the person issuing the certificate.

Trustworthy organizations that issue and sign public key certificates are usually

part of a certification infrastructure that is also responsible for the other aspects of
certificate management, such as publication, withdrawal, and renewal of certificates.
An infrastructure of this kind is generally referred to as a public key infrastructure

or PKI. One familiar PKI is the OpenPGP standard in which users publish their
certificates themselves without central authorization points. These certificates become
trustworthy when signed by other parties in the «web of trust.»

The X.509 Public Key Infrastructure (PKIX) is an alternative model defined by the
IETF (Internet Engineering Task Force) that serves as a model for almost all publicly-
used PKIs today. In this model, authentication is made by certificate authorities (CA)
in a hierarchical tree structure. The root of the tree is the root CA, which certifies all
sub-CAs. The lowest level of sub-CAs issue user certificates. The user certificates are
trustworthy by certification that can be traced to the root CA.

The security of such a PKI depends on the trustworthiness of the CA certificates.
To make certification practices clear to PKI customers, the PKI operator defines
a certification practice statement (CPS) that defines the procedures for certificate

management. This should ensure that the PKI only issues trustworthy certificates.

15.1.2 X.509 Certificates

An X.509 certificate is a data structure with several fixed fields and, optionally,
additional extensions. The fixed fields mainly contain the name of the key owner,
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the public key, and the data relating to the issuing CA (name and signature). For
security reasons, a certificate should only have a limited period of validity, so a field
is also provided for this date. The CA guarantees the validity of the certificate in the
specified period. The CPS usually requires the PKI (the issuing CA) to create and
distribute a new certificate before expiration.

The extensions can contain any additional information. An application is only
required to be able to evaluate an extension if it is identified as crifical. If an
application does not recognize a critical extension, it must reject the certificate. Some
extensions are only useful for a specific application, such as signature or encryption.

Tabmuma 15.1 shows the fields of a basic X.509 certificate in version 3.

Tabnuua 15.1 X.509v3 Certificate

Field Content

Version The version of the certificate, for
example, v3

Serial Number Unique certificate ID (an integer)

Signature The ID of the algorithm used to sign

the certificate

Issuer Unique name (DN) of the issuing
authority (CA)

Validity Period of validity

Subject Unique name (DN) of the owner

Subject Public Key Info Public key of the owner and the ID of
the algorithm

Issuer Unique ID Unique ID of the issuing CA
(optional)

Subject Unique ID Unique ID of the owner (optional)
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Field Content

Extensions Optional additional information, such
as «KeyUsage» or «BasicConstraints»

15.1.3 Blocking X.509 Certificates

If a certificate becomes untrustworthy before it has expired, it must be blocked
immediately. This can become necessary if, for example, the private key has
accidentally been made public. Blocking certificates is especially important if

the private key belongs to a CA rather than a user certificate. In this case, all user
certificates issued by the relevant CA must be blocked immediately. If a certificate
is blocked, the PKI (the responsible CA) must make this information available to all
those involved using a certificate revocation list (CRL).

These lists are supplied by the CA to public CRL distribution points (CDPs) at regular
intervals. The CDP can optionally be named as an extension in the certificate, so a
checker can fetch a current CRL for validation purposes. One way to do this is the
online certificate status protocol (OCSP). The authenticity of the CRLs is ensured with
the signature of the issuing CA. Ta6muna 15.2 shows the basic parts of a X.509 CRL.

Tabnuua 15.2 X.509 Certificate Revocation List (CRL)

Field Content

Version The version of the CRL, such as v2

Signature The ID of the algorithm used to sign
the CRL

Issuer Unique name (DN) of the publisher

of the CRL (usually the issuing CA)

This Update Time of publication (date, time) of
this CRL

Next Update Time of publication (date, time) of
the next CRL
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Field Content

List of revoked certificates Every entry contains the serial
number of the certificate, the time of
revocation, and optional extensions
(CRL entry extensions)

Extensions Optional CRL extensions

15.1.4 Repository for Certificates and
CRLs

The certificates and CRLs for a CA must be made publicly accessible using a
repository. Because the signature protects the certificates and CRLs from being
forged, the repository itself does not need to be secured in a special way. Instead, it
tries to grant the simplest and fastest access possible. For this reason, certificates are
often provided on an LDAP or HTTP server. Find explanations about LDAP in I'na-
Ba 4, LDAP — Cepsuc oupexmoputi (ctp. 41). I'naBa 16, The Apache HTTP Server
(TConepxkanue) contains information about the HTTP server.

15.1.5 Proprietary PKI

YaST contains modules for the basic management of X.509 certificates. This mainly
involves the creation of CAs, sub-CAs, and their certificates. The services of a PKI
go far beyond simply creating and distributing certificates and CRLs. The operation
of a PKI requires a well-conceived administrative infrastructure allowing continuous
update of certificates and CRLs. This infrastructure is provided by commercial

PKI products and can also be partly automated. YaST provides tools for creating
and distributing CAs and certificates, but cannot currently offer this background
infrastructure. To set up a small PKI, you can use the available YaST modules.
However, you should use commercial products to set up an «official» or commercial
PKIL

Managing X.509 Certification

207



15.2 YaST Modules for CA
Management

YaST provides two modules for basic CA management. The primary management
tasks with these modules are explained here.

15.2.1 Creating a Root CA

The first step when setting up a PKI is to create a root CA. Do the following:

1 Start YaST and go to Security and Users > CA Management.
2 Click Create Root CA.

3 Enter the basic data for the CA in the first dialog, shown in Pucynok 15.1. The text
fields have the following meanings:

PucyHok 15.1 YaST CA Module—Basic Data for a Root CA

Create New Root CA (step 1/3)
CA Name

Commen Name

Example CA

E-Mail Addresses  w default Delete
Default
Add
Organization Organizational Unit
Locality Stats
Counlry
Germany N
Help Back Abort Next
CA Name

Enter the technical name of the CA. Directory names, among other things, are
derived from this name, which is why only the characters listed in the help can
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be used. The technical name is also displayed in the overview when the module
is started.

Common Name
Enter the name for use in referring to the CA.

E-Mail Addresses
Several e-mail addresses can be entered that can be seen by the CA user. This
can be helpful for inquiries.

Country
Select the country where the CA is operated.

Organisation, Organisational Unit, Locality, State
Optional values

Proceed with Next.

Enter a password in the second dialog. This password is always required when
using the CA—when creating a sub-CA or generating certificates. The text fields
have the following meaning:

Key Length
Key Length contains a meaningful default and does not generally need to be
changed unless an application cannot deal with this key length. The higher the
number the more secure your password is.

Valid Period (days)
The Valid Period in the case of a CA defaults to 3650 days (roughly ten
years). This long period makes sense because the replacement of a deleted CA
involves an enormous administrative effort.

Clicking Advanced Options opens a dialog for setting different attributes

from the X.509 extensions (Pucynok 15.4, «YaST CA Module—Extended
Settings» (ctp. 215)). These values have rational default settings and should only
be changed if you are really sure of what you are doing. Proceed with Next.

Review the summary. YaST displays the current settings for confirmation. Click
Create. The root CA is created then appears in the overview.
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NOJOCKA3KA

In general, it is best not to allow user certificates to be issued by the root
CA. ltis better to create at least one sub-CA and create the user certificates
from there. This has the advantage that the root CA can be kept isolated
and secure, for example, on an isolated computer on secure premises. This
makes it very difficult to attack the root CA.

15.2.2 Changing Password
If you need to change your password for your CA, proceed as follows:

1 Start YaST and open the CA module.
2 Select the required root CA and click Enter CA.

3 Enter the password if you entered a CA the first time. YaST displays the CA key
information in the Description tab (see Pucynok 15.2).

4 Click Advanced and select Change CA Password. A dialog box opens.
5 Enter the old and the new password.

6 Finish with OK

15.2.3 Creating or Revoking a Sub-CA

A sub-CA is created in exactly the same way as a root CA.

NMPUMEYAHUE

The validity period for a sub-CA must be fully within the validity period

of the «parent» CA. A sub-CA is always created after the «parent» CA,
therefore, the default value leads to an error message. To avoid this, enter a
permissible value for the period of validity.

Do the following:

1 Start YaST and open the CA module.
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2 Select the required root CA and click Enter CA.

3 Enter the password if you are entering a CA for the first time. YaST displays the
CA key information in the tab Description (see PucyHok 15.2).

PucyHok 15.2 YaST CA Module—Using a CA

Certificate Authority (CA)

CA Name: example-cert

Description Cerfficates CAL Requests

Description for example-cert -

Issued For:

Common Name: Example CA
ion:

DE
root@example.org

Issued By:

Example Ch

DE
root@example.org

Valid from: Oct 23 15:7:20 2008 GMT

4 Click Advanced and select Create SubCA. This opens the same dialog as for
creating a root CA.

5 Proceed as described in Pazgen 15.2.1, «Creating a Root CA» (ctp. 208).

It is possible to use one password for all your CAs. Enable Use CA Password as
Certificate Password to give your sub-CAs the same password as your root CA.
This helps to reduce the amount of passwords for your CAs.

NMPUMEYAHMUE: Check your Valid Period

Take into account that the valid period must be lower than the valid period
in the root CA.

6 Select the Certificates tab. Reset compromised or otherwise unwanted sub-CAs
here, using Revoke. Revocation alone is not enough to deactivate a sub-CA. You
must also publish revoked sub-CAs in a CRL. The creation of CRLs is described in
Pazpnen 15.2.6, «Creating Certificate Revocation Lists (CRLs)» (ctp. 215).
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7 Finish with OK

15.2.4 Creating or Revoking User
Certificates

Creating client and server certificates is very similar to creating CAs in Pazmen 15.2.1,
«Creating a Root CA» (ctp. 208). The same principles apply here. In certificates
intended for e-mail signature, the e-mail address of the sender (the private key owner)
should be contained in the certificate to enable the e-mail program to assign the
correct certificate. For certificate assignment during encryption, it is necessary for the
e-mail address of the recipient (the public key owner) to be included in the certificate.
In the case of server and client certificates, the hostname of the server must be
entered in the Common Name field. The default validity period for certificates is 365
days.

To create client and server certificates, do the following:

1 Start YaST and open the CA module.
2 Select the required root CA and click Enter CA.

3 Enter the password if you are entering a CA for the first time. YaST displays the
CA key information in the Description tab.

4 Click Certificates (see Pucynok 15.3).
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6

7

PucyHok 15.3 Certificates of a CA

Certificate Authority (CA)

CA Name: example-cert

Description Certificate s CRL. Reguests

Status A GommonName E-Mail Address Organization Organizational Unit Loeality State | Gountry

Add - Vie Change Passwor Fevoke Delste Export

Click Add > Add Server Certificate and create a server certificate.

Click Add > Add Client Certificate and create a client certificate. Do not forget to
enter an e-mail address.

Finish with OK

To revoke compromised or otherwise unwanted certificates, do the following:

1

2

Start YaST and open the CA module.
Select the required root CA and click Enter CA.

Enter the password if you are entering a CA for the first time. YaST displays the
CA key information in the Description tab.

Click Certificates (see Pazmen 15.2.3, «Creating or Revoking a Sub-
CA» (ctp. 210).)

Select the certificate to revoke and click Revoke.
Choose a reason to revoke this certificate

Finish with OK.
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NMPUMEYAHUE

Revocation alone is not enough to deactivate a certificate. Also publish
revoked certificates in a CRL. Pasnen 15.2.6, «Creating Certificate
Revocation Lists (CRLs)» (cTp. 215) explains how to create CRLs.
Revoked certificates can be completely removed after publication in a CRL
with Delete.

15.2.5 Changing Default Values

The previous sections explained how to create sub-CAs, client certificates, and server
certificates. Special settings are used in the extensions of the X.509 certificate.

These settings have been given rational defaults for every certificate type and do not
normally need to be changed. However, it may be that you have special requirements
for these extensions. In this case, it may make sense to adjust the defaults. Otherwise,
start from scratch every time you create a certificate.

1 Start YaST and open the CA module.

2 Enter the required root CA, as described in Pazgen 15.2.3, «Creating or Revoking
a Sub-CA» (ctp. 210).

3 Click Advanced > Edit Defaults.

4 Choose the type the settings to change. The dialog for changing the defaults, shown
in Pucynok 15.4, «YaST CA Module—Extended Settings» (ctp. 215), then
opens.
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PucyHok 15.4 YaST CA Module—Extended Settings

o) D Current Selection:
Basic Constaints Dottt
CRL Distribution Point =
Challenge Password This frame shows further attribute s and OpenSSL X509v3 extensions that can be set. If you
Issuer Alt Name are not familiar with the se ions, refer to the il fusr/ dooly i
Key Usage dociopenssl.tut (package openssh-doc).
= Nelscape Settings
nsComme nt

nsCerType
nsS5ISe rve rName

Subject Alt Name

Unstructured Name

= Expert Settings
Key Identifier
~ Netscape Settings

nsBase Ul
nsRevocationUrl
nsCaRevocationUrl
nsRenewalUrl
nsCaPolicyUrl

authoritylnfoAccess

extendedKeylsage

5 Change the associated value on the right side and set or delete the critical setting
with critical.

6 Click Next to see a short summary.

7 Finish your changes with Save.

NMPUMEYAHUE

All changes to the defaults only affect objects created after this point.
Already-existing CAs and certificates remain unchanged.

15.2.6 Creating Certificate Revocation
Lists (CRLSs)

If compromised or otherwise unwanted certificates need to be excluded from further
use, they must first be revoked. The procedure for this is explained in Pa3nen 15.2.3,
«Creating or Revoking a Sub-CA» (ctp. 210) (for sub-CAs) and Paznen 15.2.4,
«Creating or Revoking User Certificates» (ctp. 212) (for user certificates). After
this, a CRL must be created and published with this information.
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The system maintains only one CRL for each CA. To create or update this CRL, do
the following:

1 Start YaST and open the CA module.

2 Enter the required CA, as described in Pazgen 15.2.3, «Creating or Revoking a
Sub-CA» (ctp. 210).

3 Click CRL. The dialog that opens displays a summary of the last CRL of this CA.

4 Create a new CRL with Generate CRL if you have revoked new sub-CAs or
certificates since its creation.

5 Specify the period of validity for the new CRL (default: 30 days).

6 Click OK to create and display the CRL. Afterwards, you must publish this CRL.

NMPUMEYAHUE

Applications that evaluate CRLs reject every certificate if the CRL is not
available or has expired. As a PKI provider, it is your duty always to create
and publish a new CRL before the current CRL expires (period of validity).
YaST does not provide a function for automating this procedure.

15.2.7 Exporting CA Objects to LDAP

The executing computer should be configured with the YaST LDAP client for LDAP
export. This provides LDAP server information at runtime that can be used when
completing dialog fields. Otherwise (although export may be possible), all LDAP
data must be entered manually. You must always enter several passwords (see Ta6mm-
na 15.3, «Passwords during LDAP Export» (ctp. 216)).

Tabnuua 15.3 Passwords during LDAP Export

Password Meaning
LDAP Password Authorizes the user to make entries in
the LDAP tree.
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Password Meaning

Certificate Password Authorizes the user to export the
certificate.
New Certificate Password The PKCS12 format is used during

LDAP export. This format forces the
assignment of a new password for the
exported certificate.

Certificates, CAs, and CRLs can be exported to LDAP.

Exporting a CA to LDAP
To export a CA, enter the CA as described in Paznen 15.2.3, «Creating or
Revoking a Sub-CA» (ctp. 210). Select Extended > Export to LDAP in the
subsequent dialog, which opens the dialog for entering LDAP data. If your
system has been configured with the YaST LDAP client, the fields are already
partly completed. Otherwise, enter all the data manually. Entries are made in
LDAP in a separate tree with the attribute «caCertificate».

Exporting a Certificate to LDAP
Enter the CA containing the certificate to export then select Certificates. Select
the required certificate from the certificate list in the upper part of the dialog
and select Export > Export to LDAP. The LDAP data is entered here in the
same way as for CAs. The certificate is saved with the corresponding user
object in the LDAP tree with the attributes «userCertificate» (PEM format) and
«userPKCS12» (PKCS12 format).

Exporting a CRL to LDAP
Enter the CA containing the CRL to export and select CRL. If desired, create a
new CRL and click Export. The dialog that opens displays the export parameters.
You can export the CRL for this CA either once or in periodical time intervals.
Activate the export by selecting Export to LDAP and enter the respective LDAP
data. To do this at regular intervals, select the Repeated Recreation and Export
radio button and change the interval, if appropriate.

15.2.8 Exporting CA Objects as a File
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If you have set up a repository on the computer for administering CAs, you can use
this option to create the CA objects directly as a file at the correct location. Different
output formats are available, such as PEM, DER, and PKCS12. In the case of PEM, it
is also possible to choose whether a certificate should be exported with or without key
and whether the key should be encrypted. In the case of PKCS12, it is also possible to
export the certification path.

Export a file in the same way for certificates, CAs as with LDAP, described in Pa3-
nen 15.2.7, «<Exporting CA Objects to LDAP» (ctp. 216), except you should select
Export as File instead of Export to LDAP. This then takes you to a dialog for selecting
the required output format and entering the password and filename. The certificate is
stored at the required location after clicking OK.

For CRLs click Export, select Export to file, choose the export format (PEM or DER)
and enter the path. Proceed with OK to save it to the respective location.

NOJOCKA3KA

You can select any storage location in the file system. This option can also
be used to save CA objects on a transport medium, such as a USB stick. The
/media directory generally holds any type of drive except the hard drive of
your system.

15.2.9 Importing Common Server
Certificates

If you have exported a server certificate with YaST to your media on an isolated CA
management computer, you can import this certificate on a server as a common server
certificate. Do this during installation or at a later point with YaST.

NMPUMEYAHUE

You need one of the PKCS12 formats to import your certificate successfully.

The general server certificate is stored in /etc/ssl/servercerts and can be
used there by any CA-supported service. When this certificate expires, it can easily
be replaced using the same mechanisms. To get things functioning with the replaced
certificate, restart the participating services.
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If you select Import here, you can select the source in the file system. This
option can also be used to import certificates from a transport medium, such
as a USB stick.

To import a common server certificate, do the following:

1 Start YaST and open Common Server Certificate under Security and Users

2 View the data for the current certificate in the description field after YaST has
been started.

3 Select Import and the certificate file.

4 Enter the password and click Next. The certificate is imported then displayed in the
description field.

5 Close YaST with Finish.

15.3 For More Information

Detailed information about X.509 certificates, refer to http://www.ietf.org/
html.charters/pkix-charter.html.
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Introducing AppArmor

Many security vulnerabilities result from bugs in rusted programs. A trusted program
runs with privileges that attackers would like to have. The program fails to keep that
trust if there is a bug in the program that allows the attacker to acquire said privilege.

AppArmor® is an application security solution designed specifically to apply
privilege confinement to suspect programs. AppArmor allows the administrator to
specify the domain of activities the program can perform by developing a security
profile for that application (a listing of files that the program may access and the
operations the program may perform). AppArmor secures applications by enforcing
good application behavior without relying on attack signatures, so it can prevent
attacks even if previously unknown vulnerabilities are being exploited.

AppArmor consists of:

* A library of AppArmor profiles for common Linux* applications, describing what
files the program needs to access.

* A library of AppArmor profile foundation classes (profile building blocks) needed
for common application activities, such as DNS lookup and user authentication.

* A tool suite for developing and enhancing AppArmor profiles, so that you can
change the existing profiles to suit your needs and create new profiles for your own
local and custom applications.

» Several specially modified applications that are AppArmor enabled to provide
enhanced security in the form of unique subprocess confinement (including Apache
and Tomcat).
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» The AppArmor—loadable kernel module and associated control scripts to enforce
AppArmor policies on your system.

16.1 Background Information on
AppArmor Profiling

For more information about the science and security of AppArmor, refer to the
following papers:

SubDomain: Parsimonious Server Security by Crispin Cowan, Steve Beattie, Greg
Kroah-Hartman, Calton Pu, Perry Wagle, and Virgil Gligor
Describes the initial design and implementation of AppArmor. Published in
the proceedings of the USENIX LISA Conference, December 2000, New
Orleans, LA. This paper is now out of date, describing syntax and features that
are different from the current AppArmor product. This paper should be used only
for background, and not for technical documentation.

Defcon Capture the Flag: Defending Vulnerable Code from Intense Attack by Crispin
Cowan, Seth Arnold, Steve Beattie, Chris Wright, and John Viega
A good guide to strategic and tactical use of AppArmor to solve severe security
problems in a very short period of time. Published in the Proceedings of the
DARPA Information Survivability Conference and Expo (DISCEX III), April
2003, Washington, DC.

AppArmor for Geeks by Seth Arnold
This document tries to convey a better understanding of the technical
details of AppArmor. It is available at http://en.opensuse.org/
SDB:AppArmor_geeks.
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Getting Started

Prepare a successful deployment of AppArmor on your system by carefully
considering the following items:

1 Determine the applications to profile. Read more on this in Pazmen 17.3,
«Choosing the Applications to Profile» (ctp. 227).

2 Build the needed profiles as roughly outlined in Pa3nmen 17.4, «Building and
Modifying Profiles» (ctp. 228). Check the results and adjust the profiles when
necessary.

3 Update your profiles whenever your environment changes or you need to react
to security events logged by AppArmor's reporting tool. Refer to Paznen 17.5,
«Updating Your Profiles» (ctp. 230).

17.1 Installing AppArmor

AppArmor is installed and running on any installation of by default, regardless
of what patterns are installed. The packages listed below are needed for a fully-
functional instance of AppArmor

* apparmor—-docs

* apparmor—-parser

* apparmor-profiles
* apparmor-utils
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* audit

¢ libapparmorl

* perl-libapparmor
* yast2-apparmor

17.2 Enabling and Disabling
AppArmor

AppArmor is configured to run by default on any fresh installation of . There are two
ways of toggling the status of AppArmor:

Using YaST System Services (Runlevel)
Disable or enable AppArmor by removing or adding its boot script to the
sequence of scripts executed on system boot. Status changes are applied on
reboot.

Using AppArmor Control Panel
Toggle the status of AppArmor in a running system by switching it off or on
using the YaST AppArmor Control Panel. Changes made here are applied
instantaneously. The Control Panel triggers a stop or start event for AppArmor
and removes or adds its boot script in the system's boot sequence.

To disable AppArmor permanently (by removing it from the sequence of scripts
executed on system boot) proceed as follows:

1 Start YaST.

2 Select System > System Services (Runlevel).

3 Select Expert Mode.

4 Select boot .apparmor and click Set/Reset > Disable the service.
5 Exit the YaST Runlevel tool with Finish.

AppArmor will not be initialized on reboot, and stays inactive until you reenable it.
Reenabling a service using the YaST Runlevel tool is similar to disabling it.
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Toggle the status of AppArmor in a running system by using the AppArmor Control
Panel. These changes take effect as soon as you apply them and survive a reboot of
the system. To toggle AppArmor's status, proceed as follows:

1 Start YaST.
2 Select AppArmor > AppArmor Control Panel.
3 Select Enable AppArmor. To disable AppArmor, uncheck this option.

4 Exit the AppArmor Control Panel with Done.

17.3 Choosing the Applications to
Profile

You only need to protect the programs that are exposed to attacks in your particular
setup, so only use profiles for those applications you actually run. Use the following
list to determine the most likely candidates:

Network Agents
Web Applications
Cron Jobs

To find out which processes are currently running with open network ports and might
need a profile to confine them, run aa-unconfined as root.

Tpumep 17.1  Output of aa-unconfined

19848 /usr/sbin/cupsd not confined

19887 /usr/sbin/sshd not confined

19947 /usr/lib/postfix/master not confined

29205 /usr/sbin/sshd confined by '/usr/sbin/sshd (enforce)'

Each of the processes in the above example labeled not confined might need a
custom profile to confine it. Those labeled confined by are already protected by
AppArmor.

NMNOOCKA3KA: For More Information

For more information about choosing the the right applications to profile, refer
to Paspgen 18.2, «Determining Programs to Immunize» (ctp. 234).
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17.4 Building and Modifying
Profiles

AppArmor on ships with a preconfigured set of profiles for the most important
applications. In addition, you can use AppArmor to create your own profiles for any
application you want.

There are two ways of managing profiles. One is to use the graphical front-end
provided by the YaST AppArmor modules and the other is to use the command line
tools provided by the AppArmor suite itself. Both methods basically work the same
way.

For each application, perform the following steps to create a profile:

1 As root, let AppArmor create a rough outline of the application's profile by
running aa-genprof programname

or

Outline the basic profile by running YaST > AppArmor > Add Profile Wizard and
specifying the complete path to the application you want to profile.

A basic profile is outlined and AppArmor is put into learning mode, which means
that it logs any activity of the program you are executing, but does not yet restrict
it.

2 Run the full range of the application's actions to let AppArmor get a very specific
picture of its activities.

3 Let AppArmor analyze the log files generated in Ilar 2 (ctp. 228) by typing S
in aa-genprof.

or

Analyze the logs by clicking Scan System Log for AppArmor Events in the Add
Profile Wizard and following the instructions given in the wizard until the profile is
completed.

AppArmor scans the logs it recorded during the application's run and asks you to
set the access rights for each event that was logged. Either set them for each file or
use globbing.
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4 Depending on the complexity of your application, it might be necessary to repeat
Tar 2 (ctp. 228) and Ilar 3 (ctp. 228). Confine the application, exercise
it under the confined conditions, and process any new log events. To properly
confine the full range of an application's capabilities, you might be required to
repeat this procedure often.

5 Once all access permissions are set, your profile is set to enforce mode. The profile
is applied and AppArmor restricts the application according to the profile just
created.

If you started aa-genprof on an application that had an existing profile that was in
complain mode, this profile remains in learning mode upon exit of this learning
cycle. For more information about changing the mode of a profile, refer to Pas-
nen 22.6.3.2, «aa-complain—Entering Complain or Learning Mode» (ctp. 293)
and Pazpmen 22.6.3.3, «aa-enforce—Entering Enforce Mode» (ctp. 294).

Test your profile settings by performing every task you need with the application you
just confined. Normally, the confined program runs smoothly and you do not notice
AppArmor activities at all. However, if you notice certain misbehavior with your
application, check the system logs and see if AppArmor is too tightly confining your
application. Depending on the log mechanism used on your system, there are several
places to look for AppArmor log entries:

/var/log/audit/audit.log
/var/log/messages
dmesg

To adjust the profile, analyze the log messages relating to this application again as
described in IIlar 3 (ctp. 228). Determine the access rights or restrictions when
prompted.

NMNOOCKA3KA: For More Information

For more information about profile building and modification, refer to I'na-
Ba 19, Profile Components and Syntax (ctp. 241), 'naea 21, Building and
Managing Profiles with YaST (ctp. 265), and ["haea 22, Building Profiles
from the Command Line (cTp. 285).
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17.5 Updating Your Profiles

Software and system configurations change over time. As a result, your profile setup
for AppArmor might need some fine-tuning from time to time. AppArmor checks
your system log for policy violations or other AppArmor events and lets you adjust
your profile set accordingly. Any application behavior that is outside of any profile
definition can also be addressed using the Update Profile Wizard.

To update your profile set, proceed as follows:

1 Start YaST and choose AppArmor > Update Profile Wizard.

2 Adjust access or execute rights to any resource or for any executable that has been
logged when prompted.

3 Leave YaST after you have answered all questions. Your changes are applied to the
respective profiles.

NMNOOCKA3KA: For More Information

For more information about updating your profiles from the system logs, refer
to Paspen 21.5, «Updating Profiles from Log Entries» (cTp. 281).
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Immunizing Programs

Effective hardening of a computer system requires minimizing the number of
programs that mediate privilege, then securing the programs as much as possible.
With AppArmor, you only need to profile the programs that are exposed to attack in
your environment, which drastically reduces the amount of work required to harden
your computer. AppArmor profiles enforce policies to make sure that programs do
what they are supposed to do, but nothing else.

AppArmor® provides immunization technologies that protect applications from
the inherent vulnerabilities they possess. After installing AppArmor, setting up
AppArmor profiles, and rebooting the computer, your system becomes immunized
because it begins to enforce the AppArmor security policies. Protecting programs
with AppArmor is referred to as immunizing.

Administrators need only concern themselves with the applications that are vulnerable
to attacks, and generate profiles for these. Hardening a system thus comes down

to building and maintaining the AppArmor profile set and monitoring any policy
violations or exceptions logged by AppArmor's reporting facility.

Users should not notice AppArmor at all. It runs «behind the scenes» and does not
require any user interaction. Performance is not noticeably affected by AppArmor.
If some activity of the application is not covered by an AppArmor profile or if some
activity of the application is prevented by AppArmor, the administrator needs to
adjust the profile of this application to cover this kind of behavior.

AppArmor sets up a collection of default application profiles to protect
standard Linux services. To protect other applications, use the AppArmor tools
to create profiles for the applications that you want protected. This chapter
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introduces the philosophy of immunizing programs. Proceed to I'nasa 19, Profile
Components and Syntax (ctp. 241), I'naBa 21, Building and Managing Profiles
with YaST (ctp. 265), or I'naBa 22, Building Profiles from the Command

Line (ctp. 285) if you are ready to build and manage AppArmor profiles.

AppArmor provides streamlined access control for network services by specifying
which files each program is allowed to read, write, and execute, and which type

of network it is allowed to access. This ensures that each program does what it is
supposed to do, and nothing else. AppArmor quarantines programs to protect the rest
of the system from being damaged by a compromised process.

AppArmor is a host intrusion prevention or mandatory access control scheme.
Previously, access control schemes were centered around users because they were
built for large timeshare systems. Alternatively, modern network servers largely do
not permit users to log in, but instead provide a variety of network services for users
(such as Web, mail, file, and print servers). AppArmor controls the access given to
network services and other programs to prevent weaknesses from being exploited.

NMOOCKA3KA: Background Information for AppArmor

To get a more in-depth overview of AppArmor and the overall concept
behind it, refer to Pasnen 16.1, «Background Information on AppArmor
Profiling» (cTp. 224).

18.1 Introducing the AppArmor
Framework

This section provides a very basic understanding of what is happening «behind the
scenes» (and under the hood of the YaST interface) when you run AppArmor.

An AppArmor profile is a plain text file containing path entries and access
permissions. See Paznen 19.1, «Breaking a AppArmor Profile into Its

Parts» (ctp. 242) for a detailed reference profile. The directives contained in this
text file are then enforced by the AppArmor routines to quarantine the process or
program.

The following tools interact in the building and enforcement of AppArmor profiles
and policies:
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aa-unconfined/unconfined
aa-unconfined detects any application running on your system that
listens for network connections and is not protected by an AppArmor
profile. Refer to Paznen 22.6.3.8, «aa-unconfined—Identifying Unprotected
Processes» (ctp. 308) for detailed information about this tool.

aa—autodep/ autodep
aa—-autodep creates a basic framework of a profile that needs to be fleshed
out before it is put to use in production. The resulting profile is loaded and put
into complain mode, reporting any behavior of the application that is not (yet)
covered by AppArmor rules. Refer to Pazuen 22.6.3.1, «aa-autodep—Creating
Approximate Profiles» (ctp. 292) for detailed information about this tool.

aa—-genprof /genprof
aa—-genprof generates a basic profile and asks you to refine this profile by
executing the application and generating log events that need to be taken care of
by AppArmor policies. You are guided through a series of questions to deal with
the log events that have been triggered during the application's execution. After
the profile has been generated, it is loaded and put into enforce mode. Refer to
Pasnen 22.6.3.4, «aa-genprof—Generating Profiles» (ctp. 295) for detailed
information about this tool.

aa-logprof/logprof
aa-logprof interactively scans and reviews the log entries generated by an
application that is confined by an AppArmor profile in complain mode. It assists
you in generating new entries in the profile concerned. Refer to Paznen 22.6.3.5,
«aa-logprof—Scanning the System Log» (ctp. 303) for detailed information
about this tool.

aa-complain/complain
aa-complain toggles the mode of an AppArmor profile from enforce to
complain. Exceptions to rules set in a profile are logged, but the profile is not
enforced. Refer to Pazgen 22.6.3.2, «aa-complain—Entering Complain or
Learning Mode» (ctp. 293) for detailed information about this tool.

aa-enforce/enforce
aa—-enforce toggles the mode of an AppArmor profile from complain to
enforce. Exceptions to rules set in a profile are logged, but not permitted—the
profile is enforced. Refer to Paznen 22.6.3.3, «aa-enforce—Entering Enforce
Mode» (ctp. 294) for detailed information about this tool.
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Once a profile has been built and is loaded, there are two ways in which it can get
processed:

aa-complain/complain
In complain mode, violations of AppArmor profile rules, such as the profiled
program accessing files not permitted by the profile, are detected. The violations
are permitted, but also logged. To improve the profile, turn complain mode on,
run the program through a suite of tests to generate log events that characterize
the program's access needs, then postprocess the log with the AppArmor tools
(YaST or aa-logprof) to transform log events into improved profiles.

aa-enforce/enforce
In enforce mode, violations of AppArmor profile rules, such as the profiled
program accessing files not permitted by the profile, are detected. The violations
are logged and not permitted. The default is for enforce mode to be enabled. To
log the violations only, but still permit them, use complain mode. Enforce toggles
with complain mode.

18.2 Determining Programs to
Immunize

Now that you have familiarized yourself with AppArmor, start selecting the
applications for which to build profiles. Programs that need profiling are those that
mediate privilege. The following programs have access to resources that the person
using the program does not have, so they grant the privilege to the user when used:

cron Jobs
Programs that are run periodically by cron. Such programs read input from a
variety of sources and can run with special privileges, sometimes with as much
as root privilege. For example, cron can run /usr/sbin/logrotate daily
to rotate, compress, or even mail system logs. For instructions for finding these
types of programs, refer to Pasnen 18.3, «Immunizing cron Jobs» (ctp. 235).

Web Applications
Programs that can be invoked through a Web browser, including CGI Perl
scripts, PHP pages, and more complex Web applications. For instructions for
finding these types of programs, refer to Paznen 18.4.1, «Immunizing Web
Applications» (ctp. 237).
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Network Agents
Programs (servers and clients) that have open network ports. User clients,
such as mail clients and Web browsers mediate privilege. These programs run
with the privilege to write to the user's home directory and they process input
from potentially hostile remote sources, such as hostile Web sites and e-mailed
malicious code. For instructions for finding these types of programs, refer to Pa3-
aen 18.4.2, «Immunizing Network Agents» (ctp. 239).

Conversely, unprivileged programs do not need to be profiled. For instance, a shell
script might invoke the cp program to copy a file. Because cp does not have its own
profile, it inherits the profile of the parent shell script, so can copy any files that the
parent shell script's profile can read and write.

18.3 Immunizing cron Jobs

To find programs that are run by cron, inspect your local cron configuration.
Unfortunately, cron configuration is rather complex, so there are numerous files to
inspect. Periodic cron jobs are run from these files:

/etc/crontab
/etc/cron.d/*
/etc/cron.daily/*
/etc/cron.hourly/*
/etc/cron.monthly/*
/etc/cron.weekly/*

For root's cron jobs, edit the tasks with crontab -e and list root's cron tasks
with crontab -1. You must be root for these to work.

Once you find these programs, you can use the Add Profile Wizard to create profiles
for them. Refer to Paznen 21.1, «Adding a Profile Using the Wizard» (ctp. 267).

18.4 Immunizing Network
Applications

An automated method for finding network server daemons that should be profiled is
to use the aa-—unconfined tool.

The aa—unconfined tool uses the command netstat -nlp to inspect
your open ports from inside your computer, detect the programs associated with
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those ports, and inspect the set of AppArmor profiles that you have loaded. aa—
unconfined then reports these programs along with the AppArmor profile
associated with each program, or reports «none» (if the program is not confined).

NMPUMEYAHUE

If you create a new profile, you must restart the program that has been
profiled to have it be effectively confined by AppArmor.

Below is a sample aa—unconfined output:

2325 /sbin/portmap not confined

3702@0 /usr/sbin/sshd® confined

by '"/usr/sbin/sshd® (enforce)’

4040 /usr/sbin/ntpd confined by '/usr/sbin/ntpd (enforce)'

4373 /usr/lib/postfix/master confined by '/usr/lib/postfix/master
(enforce) '

4505 /usr/sbin/httpd2-prefork confined by '/usr/sbin/httpd2-prefork
(enforce) '

5274 /sbin/dhcpcd not confined

5592 /usr/bin/ssh not confined

7146 /usr/sbin/cupsd confined by '/usr/sbin/cupsd (complain)'

©  The first portion is a number. This number is the process ID number (PID) of
the listening program.

®  The second portion is a string that represents the absolute path of the listening
program

®  The final portion indicates the profile confining the program, if any.

NMPUMEYAHUE

aa—unconfined requires root privileges and should not be run from a
shell that is confined by an AppArmor profile.

aa—unconfined does not distinguish between one network interface and another,
so it reports all unconfined processes, even those that might be listening to an internal
LAN interface.

Finding user network client applications is dependent on your user preferences.
The aa—-unconfined tool detects and reports network ports opened by client
applications, but only those client applications that are running at the time the aa—
unconfined analysis is performed. This is a problem because network services
tend to be running all the time, while network client applications tend only to be
running when the user is interested in them.
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Applying AppArmor profiles to user network client applications is also dependent on
user preferences. Therefore, we leave the profiling of user network client applications
as an exercise for the user.

To aggressively confine desktop applications, the aa—unconfined command
supports a paranoid option, which reports all processes running and the
corresponding AppArmor profiles that might or might not be associated with
each process. The user can then decide whether each of these programs needs an
AppArmor profile.

If you have new or modified profiles, you can submit them to the

apparmor-general @forge.novell.com [mailto:apparmor—
general@forge.novell.com] mailing list along with a use case for the
application behavior that you exercised. The AppArmor team reviews and may submit
the work into . We cannot guarantee that every profile will be included, but we make
a sincere effort to include as much as possible so that end users can contribute to the
security profiles that ship in .

Alternatively, use the AppArmor profile repository to make your profiles
available to other users and to download profiles created by other AppArmor
users and the AppArmor developers. Refer to I'maBa 20, AppArmor Profile
Repositories (ctp. 263) for more information on how to use the AppArmor profile
repository.

18.4.1 Immunizing Web Applications

To find Web applications, investigate your Web server configuration. The Apache
Web server is highly configurable and Web applications can be stored in many
directories, depending on your local configuration. , by default, stores Web
applications in /srv/www/cgi-bin/. To the maximum extent possible, each Web
application should have an AppArmor profile.

Once you find these programs, you can use the AppArmor Add Profile Wizard
to create profiles for them. Refer to Paznen 21.1, «Adding a Profile Using the
Wizard» (ctp. 267).

Because CGI programs are executed by the Apache Web server, the profile for
Apache itself, usr . sbin.httpd2-prefork for Apache2 on , must be modified
to add execute permissions to each of these programs. For instance, adding the line
/srv/www/cgi-bin/my_hit_counter.pl rpx grants Apache permission
to execute the Perl script my_hit_counter.pl and requires that there be a
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dedicated profile for my_hit_counter.pl.lf my_hit_counter.pl does not
have a dedicated profile associated with it, the rule should say /srv/www/cgi-
bin/my_hit_counter.pl rixtocause my_hit_counter.pl to inherit the
usr.sbin.httpd2-prefork profile.

Some users might find it inconvenient to specify execute permission for every CGI
script that Apache might invoke. Instead, the administrator can grant controlled access
to collections of CGI scripts. For instance, adding the line /srv/www/cgi-bin/

* {pl,py,pyct rix allows Apache to execute all filesin /srv/www/cgi-
bin/ endingin .pl (Perl scripts) and . py or . pyc (Python scripts). As above,

the ix part of the rule causes Python scripts to inherit the Apache profile, which is
appropriate if you do not want to write individual profiles for each Python script.

NMPUMEYAHUE

If you want the subprocess confinement module (apache2-mod-
apparmor) functionality when Web applications handle Apache modules
(mod_perl and mod_php), use the ChangeHat features when you add a
profile in YaST or at the command line. To take advantage of the subprocess
confinement, refer to Pasgen 23.1, «Apache ChangeHat» (ctp. 312).

Profiling Web applications that use mod_perl and mod_php requires slightly
different handling. In this case, the «program» is a script interpreted directly by

the module within the Apache process, so no exec happens. Instead, the AppArmor
version of Apache calls change_hat () using a subprofile (a «hat») corresponding
to the name of the URI requested.

NMPUMEYAHUE

The name presented for the script to execute might not be the URI,
depending on how Apache has been configured for where to look for
module scripts. If you have configured your Apache to place scripts in
a different place, the different names appear in log file when AppArmor
complains about access violations. See 'nasa 25, Managing Profiled
Applications (ctp. 325).

For mod_perl and mod_php scripts, this is the name of the Perl script or the PHP
page requested. For example, adding this subprofile allows the 1ocaltime.php
page to execute and access the local system time:

/usr/bin/httpd2-prefork {
# ...
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~/cgi-bin/localtime.php {

/etc/localtime r,
/srv/www/cgi-bin/localtime.php r,
/usr/lib/locale/** r,

}
}

If no subprofile has been defined, the AppArmor version of Apache applies the
DEFAULT_URT hat. This subprofile is basically sufficient to display an HTML Web
page. The DEFAULT_URTI hat that AppArmor provides by default is the following:
“DEFAULT_URI {

/usr/sbin/suexec?2 mixr,
/var/log/apache2/** rwl,
@{HOME}/public_html r,
@{HOME}/public_html/** r,
/srv/www/htdocs r,
/srv/www/htdocs/** r,
/srv/www/icons/*.{gif, jpg, png} r,
/srv/www/vhosts r,
/srv/www/vhosts/** r,
/usr/share/apache2/** r,
/var/lib/php/sess_* rwl }

To use a single AppArmor profile for all Web pages and CGI scripts served by
Apache, a good approach is to edit the DEFAULT_URT subprofile.

18.4.2 Immunizing Network Agents

To find network server daemons and network clients (such as fetchmail, Firefox,
Amarok or Banshee) that need to be profiled, you should inspect the open ports on
your machine, consider the programs that are answering on those ports, and provide
profiles for as many of those programs as possible. If you provide profiles for all
programs with open network ports, an attacker cannot get to the file system on your
machine without passing through a AppArmor profile policy.

Scan your server for open network ports manually from outside the machine using a
scanner (such as nmap), or from inside the machine using the netstat —--inet
-n —p command. Then, inspect the machine to determine which programs are
answering on the discovered open ports.

NOJOCKA3KA

Refer to the man page of the net stat command for a detailed reference of
all possible options.
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Profile Components and
Syntax

Building AppArmor profiles to confine an application is very straightforward and
intuitive. AppArmor ships with several tools that assist in profile creation. It does
not require you to do any programming or script handling. The only task that is
required of the administrator is to determine a policy of strictest access and execute
permissions for each application that needs to be hardened.

Updates or modifications to the application profiles are only required if the software
configuration or the desired range of activities changes. AppArmor offers intuitive
tools to handle profile updates and modifications.

You are ready to build AppArmor profiles after you select the programs to profile. To
do so, it is important to understand the components and syntax of profiles. AppArmor
profiles contain several building blocks that help build simple and reusable profile
code:

#include Files
#include statements are used to pull in parts of other AppArmor profiles to
simplify the structure of new profiles.

Abstractions
Abstractions are #include statements grouped by common application tasks.

Program Chunks

Program chunks are #include statements that contain chunks of profiles that
are specific to program suites.
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Capability Entries
Capability entries are profile entries for any of the POSIX.1e Linux capabilities
allowing a fine-grained control over what a confined process is allowed to do
through system calls that require privileges.

Network Access Control Entries
Network Access Control Entries mediate network access based on the address
type and family.

Local Variable Definitions
Local variables define shortcuts for paths.

File Access Control Entries
File Access Control Entries specify the set of files an application can access.

rlimit Entries
rlimit entries set and control an application's resource limits.

For help determining the programs to profile, refer to Paznmen 18.2, «Determining
Programs to Immunize» (ctp. 234). To start building AppArmor profiles with YaST,
proceed to I'naa 21, Building and Managing Profiles with YaST (ctp. 265). To

build profiles using the AppArmor command line interface, proceed to ['maBa 22,
Building Profiles from the Command Line (ctp. 285).

19.1 Breaking a AppArmor Profile
into Its Parts

The easiest way of explaining what a profile consists of and how to create one is to
show the details of a sample profile, in this case for a hypothetical application called
/usr/bin/foo:

#include <tunables/global>@

# a comment naming the application to confine
/usr/bin/foo®

{©

#include <abstractions/base>@

capability setgide,
network inet tcp@,

link /etc/sysconfig/foo -> /etc/foo.conf,@
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00

(o~

/bin/mount ux,

/dev/{,u}@random r,
/etc/1ld.so.cache r,
/etc/foo/* r,
/1lib/1d-*.so* mr,
/1lib/lib*.so* mr,
/proc/[0-9]** r,
/usr/lib/** mr,
/tmp/e r,
/tmp/foo.pid wr,
/tmp/foo.* lrw,
/e{uoME}®/ . foo_file  rw,
/Q@{HOME}/.foo_lock kw,
owner® /shared/foo/** rw,
/usr/bin/foobar cx,@
/bin/** px —> bin_generic,@

# a comment about foo's local (children)profile for

profile /usr/bin/foobar® {

/bin/bash rmix,
/bin/cat rmix,
/bin/more rmix,
/var/log/foobar* rwl,
/etc/foobar r,

}

# foo's hat, bar.

*bar® {
/1lib/1d-*.so* mr,
/usr/bin/bar pPx,
/var/spool/* rwl,

}

This loads a file containing variable definitions.
The normalized path to the program that is confined.

/usr/bin/foobar.

The curly braces ({ }) serve as a container for include statements, subprofiles,

path entries, capability entries, and network entries.

This directive pulls in components of AppArmor profiles to simplify profiles.
Capability entry statements enable each of the 29 POSIX.1e draft capabilities.
A directive determining the kind of network access allowed to the application.
For details, refer to Pazmen 19.5, «Network Access Control» (ctp. 249).

A link pair rule specifying the source and the target of a link. See Pa3nen 19.7.6,

«Link Pair» (ctp. 254) for more information.

The curly braces ({ }) make this rule apply to the path both with and without the

content enclosed by the braces.
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© A path entry specifying what areas of the file system the program can access.
The first part of a path entry specifies the absolute path of a file (including
regular expression globbing) and the second part indicates permissible access
modes (for example r for read, w for write, and x for execute). A whitespace of
any kind (spaces or tabs) can precede pathnames or separate the pathname from
the access modes. Spaces between the access mode and the trailing comma are
optional. Find a comprehensive overview of the available access modes in Pa3-
nen 19.7, «File Permission Access Modes» (ctp. 252).

®  This variable expands to a value that can be changed without changing the entire
profile.

®  Anowner conditional rule, granting read and write permission on files owned by
the user. Refer to Paznen 19.7.7, «Owner Conditional Rules» (ctp. 254) for
more information.

@  This entry defines a transition to the local profile /usr/bin/foobar. Find
a comprehensive overview of the available execute modes in Paznen 19.8,
«Execute Modes» (cTp. 255).

® A named profile transition to the profile bin_generic located in the global scope.
See Paznen 19.8.7, «Named Profile Transitions» (ctp. 258) for details.

®  The local profile /usr/bin/foobar is defined in this section.

®  This section references a «hat» subprofile of the application. For more details
on AppArmor's ChangeHat feature, refer to I'naBa 23, Profiling Your Web
Applications Using ChangeHat (ctp. 311).

When a profile is created for a program, the program can access only the files, modes,
and POSIX capabilities specified in the profile. These restrictions are in addition to
the native Linux access controls.

Example: To gain the capability CAP_ CHOWN, the program must have both access
to CAP__CHOWN under conventional Linux access controls (typically, be a root-
owned process) and have the capability chown in its profile. Similarly, to be able

to write to the file / foo/bar the program must have both the correct user ID and
mode bits set in the files attributes (see the chmod and chown man pages) and have
/foo/bar win its profile.

Attempts to violate AppArmor rules are recorded in /var/log/audit/
audit.logif the audit package is installed or otherwise in /var/log/
messages. In many cases, AppArmor rules prevent an attack from working because
necessary files are not accessible and, in all cases, AppArmor confinement restricts
the damage that the attacker can do to the set of files permitted by AppArmor.
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19.2 Profile Types

AppArmor knows four different types of profiles: standard profiles, unattached
profiles, local profiles and hats. Standard and unattached profiles are stand-alone
profiles, each stored in a file under /etc/apparmor.d/. Local profiles and hats
are children profiles embedded inside of a parent profile used to provide tighter or
alternate confinement for a subtask of an application.

19.2.1 Standard Profiles

The default AppArmor profile is attached to a program by its name, so a profile name
must match the path to the application it is to confine.

/usr/bin/foo {

}

This profile will be automatically used whenever an unconfined process executes /
usr/bin/foo.

19.2.2 Unattached Profiles

Unattached profiles do not reside in the file system namespace and therefore are
not automatically attached to an application. The name of an unattached profile is
preceded by the keyword profile. You can freely choose a profile name, except
for the following limitations: the name must not begin with a : or . character. If it
contains a whitespace, it must be quoted. If the name begins with a /, the profile is
considered to be a standard profile, so the following two profiles are identical:

profile /usr/bin/foo {

}

/usr/bin/foo {

}

Unattached profiles are never used automatically, nor can they be transitioned to
through a px rule. They need to be attached to a program by either using a named

profile transition (see Pazgen 19.8.7, «Named Profile Transitions» (ctp. 258)) or
with the change_profile rule (see Pazgen 19.2.5, «Change rules» (ctp. 246)).
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Unattached profiles are useful for specialized profiles for system utilities that
generally should not be confined by a system wide profile (for example, /bin/
bash). They can also be used to set up roles or to confine a user.

19.2.3 Local Profiles

Local profiles provide a convenient way to provide specialized confinement for utility
programs launched by a confined application. They are specified just like standard
profiles except they are embedded in a parent profile and begin with the profile
keyword:

/parent/profile {
profile local/profile {

}
s

To transition to a local profile, either use a cx rule (see Pazngen 19.8.2, «Discrete
Local Profile Execute Mode (cx)» (ctp. 256)) or a named profile transition (see
Pazpen 19.8.7, «Named Profile Transitions» (ctp. 258)).

19.2.4 Hats

AppArmor "hats" are a local profiles with some additional restrictions and an implicit
rule allowing for change_hat to be used to transition to them. Refer to ['na-

Ba 23, Profiling Your Web Applications Using ChangeHat (ctp. 311) for a detailed
description.

19.2.5 Change rules

AppArmor provides change_hat and change_profile rules that control
domain transitioning. change_hat are specified by defining hats in a profile,
while change_profile rules refer to another profile and start with the keyword
change_profile:

change_profile /usr/bin/foobar,

Both change_hat and change_profile provide for an application
directed profile transition, without having to launch a separate application.
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change_profile provides a generic one way transition between any of the loaded
profiles. change_hat provides for a returnable parent child transition where an
application can switch from the parent profile to the hat profile and if it provides the
correct secret key return to the parent profile at a later time.

change_profile is best used in situations where an application goes through a
trusted setup phase and then can lower its privilege level. Any resources mapped or
opened during the start-up phase may still be accessible after the profile change, but
the new profile will restrict the opening of new resources, and will even limit some of
the resources opened before the switch. Specifically, memory resources will still be
available while capability and file resources (as long as they are not memory mapped)
can be limited.

change_hat is best used in situations where an application runs a virtual machine
or an interpreter that does not provide direct access to the applications resources

(e.g. Apache's mod_php). Since change_hat stores the return secret key in the
application's memory the phase of reduced privilege should not have direct access to
memory. It is also important that file access is properly separated, since the hat can
restrict accesses to a file handle but does not close it. If an application does buffering
and provides access to the open files with buffering, the accesses to these files may
not be seen by the kernel and hence not restricted by the new profile.

NPEOYNPEXOEHUE: Safety of Domain Transitions

The change_hat and change_profile domain transitions are less
secure than a domain transition done through an exec because they do not
affect a processes memory mappings, nor do they close resources that have
already been opened.

19.3 #include Statements

#include statements are directives that pull in components of other AppArmor

profiles to simplify profiles. Include files retrieve access permissions for programs.
By using an include, you can give the program access to directory paths or files that
are also required by other programs. Using includes can reduce the size of a profile.

By default, AppArmor adds /etc/apparmor.d to the path in the #include
statement. AppArmor expects the include files to be located in /etc/
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apparmor .d. Unlike other profile statements (but similar to C programs),
#include lines do not end with a comma.

To assist you in profiling your applications, AppArmor provides three classes of
#includes: abstractions, program chunks and tunables.

19.3.1 Abstractions

Abstractions are #includes that are grouped by common application tasks.

These tasks include access to authentication mechanisms, access to name service
routines, common graphics requirements, and system accounting. Files listed in these
abstractions are specific to the named task. Programs that require one of these files
usually require some of the other files listed in the abstraction file (depending on

the local configuration as well as the specific requirements of the program). Find
abstractions in /etc/apparmor.d/abstractions.

19.3.2 Program Chunks

The program-chunks directory (/etc/apparmor.d/program-chunks)
contains some chunks of profiles that are specific to program suites and not generally
useful outside of the suite, thus are never suggested for use in profiles by the profile
wizards (aa-logprof and aa-genprof). Currently, program chunks are only available for
the postfix program suite.

19.3.3 Tunables

The tunables directory (/etc/apparmor.d/tunables) contains global variable
definitions. When used in a profile, these variables expand to a value that can be
changed without changing the entire profile. Add all the tunables definitions that
should be available to every profile to /etc/apparmor.d/tunables/global.

19.4 Capability Entries (POSIX.1e)

Capability statements are simply the word capability followed by the name of
the POSIX.1e capability as defined in the capabilities (7) man page.

PykoBoncTteo no 6e3onacHocTu



19.5 Network Access Control

AppArmor allows mediation of network access based on the address type and family.
The following illustrates the network access rule syntax:

network [[<domain>o] [<type9>] [<protocole>]]

©  Supported domains: inet, ax25, ipx, appletalk, netrom, bridge,
x25,inet6, rose, netbeui, security, key, packet, ash, econet,
atmsve, sna, irda, pppox, wanpipe, bluetooth

®  Supported types: st ream, dgram, segpacket, rdm, raw, packet

®  Supported protocols: tcp, udp, icmp

The AppArmor tools support only family and type specification. The AppArmor
module emits only network domain type in «access denied» messages. And
only these are output by the profile generation tools, both YaST and command line.

The following examples illustrate possible network-related rules to be used in
AppArmor profiles. Note that the syntax of the last two are not currently supported by
the AppArmor tools.

networko,

network inete,
network inet69,
network inet streamo,
network inet tcpe,
network tcpe,

©  Allow all networking. No restrictions applied with regards to domain, type, or
protocol.

Allow general use of IPv4 networking.

Allow general use of IPv6 networking.

Allow the use of IPv4 TCP networking.

Allow the use of IPv4 TCP networking, paraphrasing the rule above.

Allow the use of both IPv4 and IPv6 TCP networking.

0000

19.6 Paths and Globbing

AppArmor explicitly distinguishes directory path names from file path names. Use a
trailing / for any directory path that needs to be explicitly distinguished:
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/some/random/example/* r
Allow read access to files in the / some/random/example directory.

/some/random/example/ r
Allow read access to the directory only.

/some/**/ r
Give read access to any directories below /some.

/some/random/example/** r
Give read access to files and directories under /some/random/example.

/some/random/example/**[*~/] r
Give read access to files under /some/random/example. Explicitly exclude
directories ([~/]).

Globbing (or regular expression matching) is when you modify the directory path
using wild cards to include a group of files or subdirectories. File resources can be
specified with a globbing syntax similar to that used by popular shells, such as csh,
Bash, and zsh.

* Substitutes for any number of any
characters, except /.

Example: An arbitrary number of file
path elements.

*x Substitutes for any number of
characters, including /.

Example: An arbitrary number
of path elements, including entire
directories.

? Substitutes for any single character,
except /.

[abc] Substitutes for the single character a,
b, or c.

Example: a rule that matches /
home [01]/*/.plan allows a
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program to access .plan files for
users in both /home0 and /homel.

[a—c] Substitutes for the single character a,
b, or c.
{ab, cd} Expands to one rule to match ab and

one rule to match cd.

Example: a rule that matches /
{usr,www}/pages/** grants
access to Web pages in both /usr/
pages and /www/pages.

[ ~a ] Substitutes for any character except
a.

19.6.1 Using Variables in Profiles

AppArmor allows to use variables holding paths in profiles. Use global variables to
make your profiles portable and local variables to create shortcuts for paths.

A typical example of when global variables come in handy are network scenarios in
which user home directories are mounted in different locations. Instead of rewriting
paths to home directories in all affected profiles, you only need to change the

value of a variable. Global variables are defined under /etc/apparmor.d/
tunables and have to be made available via an #include statement. Find the
variable definitions for this use case (@ { HOME } and @ { HOMEDIRS}) in the /etc/
apparmor.d/tunables/home file.

Local variables are defined at the head of a profile. This is useful to provide the base
of for a chrooted path, for example:

@{CHROOT_BASE}=/tmp/foo
/sbin/syslog-ng {

# chrooted applications
@{CHROOT_BASE}/var/lib/*/dev/log w,
@{CHROOT_BASE}/var/log/** w,

}
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NMPUMEYAHUE

With the current AppArmor tools, variables can only be used when manually
editing and maintaining a profile.

19.6.2 Alias rules

Alias rules provide an alternative way to manipulate profile path mappings to site
specific layouts. They are an alternative form of path rewriting to using variables, and
are done post variable resolution:

alias /home/ -> /mnt/users/

NMPUMEYAHUE

With the current AppArmor tools, alias rules can only be used when manually
editing and maintaining a profile. Whats more, they are deactivated by
disabled. Enable alias rules by editing /etc/apparmor.d/tunables/
alias

19.7 File Permission Access Modes

File permission access modes consist of combinations of the following modes:

r Read mode

w Write mode (mutually exclusive to a)

a Append mode (mutually exclusive to
w)

k File locking mode

1 Link mode

link file -> target Link pair rule (cannot be combined
with other access modes)
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19.7.1 Read Mode (r)

Allows the program to have read access to the resource. Read access is required for
shell scripts and other interpreted content and determines if an executing process can
core dump.

19.7.2 Write Mode (w)

Allows the program to have write access to the resource. Files must have this
permission if they are to be unlinked (removed).

19.7.3 Append Mode (a)

Allows a program to write to the end of a file. In contrast to the w mode, the append
mode does not include the ability to overwrite data, to rename, or to remove a file.
The append permission is typically used with applications who need to be able to
write to log files, but which should not be able to manipulate any existing data in
the log files. As the append permission is just a subset of the permissions associated
with the write mode, the w and a permission flags cannot be used together and are
mutually exclusive.

19.7.4 File Locking Mode (k)

The application can take file locks. Former versions of AppArmor allowed files

to be locked if an application had access to them. By using a separate file locking
mode, AppArmor makes sure locking is restricted only to those files which need file
locking and tightens security as locking can be used in several denial of service attack
scenarios.

19.7.5 Link Mode (1)

The link mode mediates access to hard links. When a link is created, the target file
must have the same access permissions as the link created (with the exception that the
destination does not need link access).
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19.7.6 Link Pair

The link mode grants permission to create links to arbitrary files, provided the link
has a subset of the permissions granted by the target (subset permission test). By
specifying origin and destination, the link pair rule provides greater control over
how hard links are created. Link pair rules by default do not enforce the link subset
permission test that the standard rules link permission requires. To force the rule to
require the test the subset keyword is used. The following rules are equivalent:

/link 1,
link subset /link -> /**,

NMPUMEYAHUE

Currently link pair rules are not supported by YaST and the command line
tools. Manually edit your profiles to use them. Updating such profiles using
the tools is safe, because the link pair entries will not be touched.

19.7.7 Owner Conditional Rules

The file rules can be extended so that they can be conditional upon the the user being
the owner of the file (the fsuid has to match the file's uid). For this purpose the
owner keyword is prepended to the rule. Owner conditional rules accumulate just as
regular file rules.

owner /home/*/** rw

When using file ownership conditions with link rules the ownership test is done
against the target file so the user must own the file to be able to link to it.

NMPUMEYAHMUE: Precedence of Regular File Rules

Owner conditional rules are considered a subset of regular file rules. If a
regular file rule overlaps with an owner conditional file rule, the resultant
permissions will be that of the regular file rule.

19.7.8 Deny Rules

Deny rules can be used to annotate or quiet known rejects. The profile generating
tools will not ask about a known reject treated with a deny rule. Such a reject will
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also not show up in the audit logs when denied, keeping the log files lean. If this is not
desired, prepend the deny entry with the keyword audit.

It is also possible to use deny rules in combination with allow rules. This allows you
to specify a broad allow rule, and then subtract a few known files that should not be
allowed. Deny rules can also be combined with owner rules, to deny files owned by
the user. The following example allows read/write access to everything in a users
directory except write access to the .ssh/ files:

deny /home/*/.ssh/** w,
/home/*/** rw,

The extensive use of deny rules is generally not encouraged, because it makes it much
harder to understand what a profile does. However a judicious use of deny rules can
simplify profiles. Therefore the tools only generate profiles denying specific files and
will not make use of globbing in deny rules. Manually edit your profiles to add deny
rules using globbing. Updating such profiles using the tools is safe, because the deny
entries will not be touched.

19.8 Execute Modes

Execute modes, also named profile transitions, consist of the following modes:

px Discrete profile execute mode

cx Discrete local profile execute mode

ux Unconstrained execute mode

ix Inherit execute mode

m Allow PROT_EXEC with mmap (2)
calls

19.8.1 Discrete Profile Execute Mode (px)

This mode requires that a discrete security profile is defined for a resource executed
at an AppArmor domain transition. If there is no profile defined, the access is denied.
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NPEOYNPEXOEHUE: Using the Discrete Profile Execute Mode

px does not scrub the environment of variables such as LD_PRELOAD. As a
result, the calling domain may have an undue amount of influence over the
called item.

Incompatible with Ux, ux, Px, and ix.

19.8.2 Discrete Local Profile Execute
Mode (cx)

As px, but instead of searching the global profile set, cx only searches the local
profiles of the current profile. This profile transition provides a way for an
application to have alternate profiles for helper applications.

MPUMEYAHMUE: Limitations of the Discrete Local Profile Execute
Mode (cx)

Currently, cx transitions are limited to top level profiles and can not be used in
hats and children profiles. This restriction will be removed in the future.

Incompatible with Ux, ux, Px, px, Cx, and ix.

19.8.3 Unconstrained Execute Mode (ux)

Allows the program to execute the resource without any AppArmor profile applied
to the executed resource. This mode is useful when a confined program needs to be
able to perform a privileged operation, such as rebooting the machine. By placing the
privileged section in another executable and granting unconstrained execution rights,
it is possible to bypass the mandatory constraints imposed on all confined processes.
For more information about what is constrained, see the apparmor (7) man page.

NPEOYNPEXOEHUE: Using Unconstrained Execute Mode (ux)

Use ux only in very special cases. It enables the designated child processes
to be run without any AppArmor protection. ux does not scrub the
environment of variables such as LD_PRELOAD. As a result, the calling

PykoBoncTteo no 6e3onacHocTu



domain may have an undue amount of influence over the called resource.
Use this mode only if the child absolutely must be run unconfined and
LD_PRELOAD must be used. Any profile using this mode provides negligible
security. Use at your own risk.

This mode is incompatible with Ux, px, Px, and ix.

19.8.4 Clean Exec modes

The clean exec modes allow the named program to run in px, cx and ux mode,
but AppArmor invokes the Linux kernel's unsafe_exec routines to scrub the
environment, similar to setuid programs. The clean exec modes are specified with
an uppercase letter: Px, Cx and Ux. See the man page of 1d. so (8) for some
information about setuid and setgid environment scrubbing.

19.8.5 Inherit Execute Mode (ix)

ix prevents the normal AppArmor domain transition on execve (2) when the
profiled program executes the named program. Instead, the executed resource inherits
the current profile.

This mode is useful when a confined program needs to call another confined program
without gaining the permissions of the target's profile or losing the permissions of the
current profile. There is no version to scrub the environment because i x executions
do not change privileges.

Incompatible with cx, ux, and px. Implies m.

19.8.6 Allow Executable Mapping (m)

This mode allows a file to be mapped into memory using mmap (2)'s PROT_EXEC
flag. This flag marks the pages executable. It is used on some architectures to provide
non executable data pages, which can complicate exploit attempts. AppArmor

uses this mode to limit which files a well-behaved program (or all programs on
architectures that enforce non executable memory access controls) may use as
libraries, to limit the effect of invalid —L flags given to 1d (1) and LD_PRELOAD,
LD_LIBRARY_PATH, givento 1d.so (8).
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19.8.7 Named Profile Transitions

By default, the px and cx (and their clean exec variants, too) transition to a profile
who's name matches the executable name. With named profile transitions, you can
specify a profile to be transitioned to. This is useful if multiple binaries need to
share a single profile, or if they need to use a different profile than their name would
specify. Named profile transitions can be used in conjunction with cx, Cx, px and
Px. Currently there is a limit of twelve named profile transitions per profile.

Named profile transitions use —> to indicate the name of the profile that needs to be
transitioned to:

/usr/bin/foo
{
/bin/** px —> shared_profile,

/usr/*bash cx -> local_profile,

profile local_profile

{

}

MPUMEYAHMUE: Difference Between Normal and Named Transitions

When used with globbing, normal transitions provide a «one to many»
relationship—/bin/** px will transitionto /bin/ping, /bin/cat, etc,
depending on the program being run.

Named transitions provide a «many to one» relationship—all programs that
match the rule regardless of their name will transition to the specified profile.

Named profile transitions show up in the log as having the mode Nx. The
name of the profile to be changed to is listed in the name?2 field.

19.8.8 Inheritance Fallback for Profile
Transitions

The px and cx transitions specify a hard dependency (if the specified profile does
not exist, the exec will fail). With the inheritance fallback, the execution will succeed
but inherit the current profile. To specify inheritance fallback, ix is combined with
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cx, Cx, px and Px into the modes cix, Cix, pix and Pix. The fallback modes can
be used with named profile transitions, too.

19.8.9 Variable Settings in Execution
Modes

When choosing one of the Px, Cx or Ux execution modes, take into account that the
following environment variables are removed from the environment before the child
process inherits it. As a consequence, applications or processes relying on any of these
variables do not work anymore if the profile applied to them carries Px, Cx or Ux
flags:

e GCONV_PATH

* GETCONF_DIR

* HOSTALIASES

e LD_AUDIT

* LD_DEBRUG

e LD_DEBUG_OUTPUT
e LD_DYNAMIC_WEAK
e LD_LIBRARY_PATH
e LD_ORIGIN_PATH
* LD_PRELOAD

e LD_PROFILE

e LD_SHOW_AUXV

e LD_USE_LOAD_BIAS
e LOCALDOMAIN

e LOCPATH
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e MALLOC_TRACE

e NLSPATH

¢ RESOLV_HOST_CONF
e RES_OPTIONS

e TMPDIR

e TZDIR

19.9 Resource Limit Control

AppArmor provides the ability to set and control an application's resource limits
(rlimits, also known as ulimits). By default AppArmor does not control applications
rlimits, and it will only control those limits specified in the confining profile. For
more information about resource limits, refer to the setrlimit (2),ulimit (1),
orulimit (3) man pages.

AppArmor leverages the system's rlimits and as such does not provide an additional
auditing that would normally occur. It also cannot raise rlimits set by the system,
AppArmor rlimits can only reduce an application's current resource limits.

The values will be inherited by the children of a process and will remain even if a
new profile is transitioned to or the application becomes unconfined. So when an
application transitions to a new profile, that profile has the ability to further reduce
the applications rlimits.

AppArmor's rlimit rules will also provide mediation of setting an application's hard
limits, should it try to raise them. The application will not be able to raise its hard
limits any further than specified in the profile. The mediation of raising hard limits
is not inherited as the set value is, so that once the application transitions to a new
profile it is free to raise its limits as specified in the profile.

AppArmor's rlimit control does not affect an application's soft limits beyond ensuring
that they are less than or equal to the application's hard limits.

AppArmor's hard limit rules have the general form of:

set rlimit resource <= value,
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where resource and value are to be replaced with the following values:

cpu
currently not supported

fsize, data, stack, core, rss, as, memlock, msgqueue
a number in bytes, or a number with a suffix where the suffix can be K
(kilobytes), M (megabytes), G (gigabytes), for example

rlimit data <= 100M,

fsize,nofile, locks, sigpending, nproc*, rtprio
a number greater or equal to 0

nice
a value between -20 and 19

“The nproc rlimit is handled different than all the other rlimits. Instead of indicating
the standard process rlimit it controls the maximum number of processes that can be
running under the profile at any given time. Once the limit is exceeded the creation
of new processes under the profile will fail until the number of currently running
processes is reduced.

NMPUMEYAHUE

Currently the tools can not be used to add rlimit rules to profiles. The only

way to add rlimit controls to a profile is to manually edit the profile with a text
editor. The tools will still work with profiles containing rlimit rules and will not
remove them, so it is safe to use the tools to update profiles containing them.

19.10 Auditing Rules

AppArmor provides the ability to audit given rules so that when they are matched an
audit message will appear in the audit log. To enable audit messages for a given rule,
the audit keyword is prepended to the rule:

audit /etc/foo/* rw,

If it is desirable to audit only a given permission the rule can be split into two rules.
The following example will result in audit messages when files are opened for writing,
but not when they are opened for just reading:

Profile Components and Syntax

261



audit /etc/foo/* w,
/etc/foo/* r,

NMPUMEYAHUE

Audit messages are not generated for every read or write of a file but only
when a file is opened for read or write.

Audit control can be combined with owner conditional file rules to provide auditing
when users access files they own (at the moment it is not possible to audit files they
don't own):

audit owner /home/*/.ssh/** rw,

262 PykoBoacTBO No 6e3onacHoCTy



AppArmor Profile
Repositories

AppArmor ships a set of profiles enabled by default and created by the AppArmor
developers, and kept under the /et c/apparmor . d. In addition to these profiles,
ships profiles for individual applications together with the relevant application.
These profiles are not enabled by default, and reside under another directory than the
standard AppArmor profiles, /etc/apparmor/profiles/extras.

20.1 Using the Local Repository

The AppArmor tools (YaST and aa-genprof and aa-logprof) support the use of a local
repository. Whenever you start to create a new profile from scratch, and there already
is one inactive profile in your local repository, you are asked whether you would like
to use the existing inactive one from /etc/apparmor/profiles/extras and
whether you want to base your efforts on it. If you decide to use this profile, it gets
copied over to the directory of profiles enabled by default (/etc/apparmor.d)
and loaded whenever AppArmor is started. Any further further adjustments will be
done to the active profile under /etc/apparmor.d.

AppArmor Profile Repositories
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Building and Managing
Profiles with YaST

YaST provides an easy way to build profiles and manage AppArmor®. It provides
two interfaces: a graphical one and a text-based one. The text-based interface
consumes less resources and bandwidth, making it a better choice for remote
administration, or for times when a local graphical environment is inconvenient.
Although the interfaces have differing appearances, they offer the same functionality
in similar ways. Another alternative is to use AppArmor commands, which can
control AppArmor from a terminal window or through remote connections. The
command line tools are described in ['naBa 22, Building Profiles from the Command
Line (ctp. 285).

Start YaST from the main menu and enter your root password when prompted for

it. Alternatively, start YaST by opening a terminal window, logging in as root, and
entering yast 2 for the graphical mode or yast for the text-based mode.
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PucyHok 21.1  YaST Controls for AppArmor

Filter
Groups

Hardware

Miscellanzous

Netwark Devices

Security and Users

Netwark Services

Novell AppArmor 5 Firewall 4D Local Securiy { suto
Security and Users
4 User and Group
Saftware ¥ Management
System Software
Virtualization
Other a Add-On Products O Media Check &, Online Update

& ggﬂz;u“,gﬁjf 5 Packags Search (webpin) &, Softwars Management

-~

", Software Repositories

The right frame shows the AppArmor options:

Add Profile Wizard
For detailed steps, refer to Paznen 21.1, «Adding a Profile Using the
Wizard» (cTp. 267).

Manually Add Profile
Add a AppArmor profile for an application on your system without the help
of the wizard. For detailed steps, refer to Paznen 21.2, «Manually Adding a
Profile» (ctp. 274).

Edit Profile
Edits an existing AppArmor profile on your system. For detailed steps, refer to
Pasnen 21.3, «Editing Profiles» (ctp. 275).

Delete Profile
Deletes an existing AppArmor profile from your system. For detailed steps, refer
to Pazpen 21.4, «Deleting a Profile» (ctp. 280).

Update Profile Wizard
For detailed steps, refer to Pazmen 21.5, «Updating Profiles from Log
Entries» (cTp. 281).

AppArmor Control Panel
For detailed steps, refer to Pazgen 21.6, «Managing AppArmor» (ctp. 281).
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21.1 Adding a Profile Using the
Wizard

Add Profile Wizard is designed to set up AppArmor profiles using the AppArmor
profiling tools, aa-genprof (generate profile) and aa-logprof (update profiles from
learning mode log file). For more information about these tools, refer to Pa3-

nen 22.6.3, «Summary of Profiling Tools» (cTp. 291).

1 Stop the application before profiling it to ensure that application start-up is
included in the profile. To do this, make sure that the application or daemon is
not running.

For example, enter rcPROGRAM stop (or /etc/init.d/PROGRAM
stop) in a terminal window while logged in as root, replacing PROGRAM with
the name of the program to profile.

2 Start YaST and select AppArmor > Add Profile Wizard.

This wizard will help you create a new AppArmaor security
profile for an application, or you can use it to enhance
an existing profile by allowing Apparmor to learn new
application behavior,

Please enter the application name for which you would like
to create a profile, or select Browse to find the

application on your system.

Application to Profile:

[

Browse

Create Abort

3 Enter the name of the application or browse to the location of the program.

4 Click Create. This runs an AppArmor tool named aa-autodep, which performs
a static analysis of the program to profile and loads an approximate profile into
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the AppArmor module. For more information about aa-autodep, refer to Pa3-
nen 22.6.3.1, «aa-autodep—Creating Approximate Profiles» (ctp. 292).

Depending on whether the profile you are about to create already exists
either in the local profile repository (see Paznen 20.1, «Using the Local
Repository» (ctp. 263)) or in the external profile repository (see I'maBa 20,
AppArmor Profile Repositories (ctp. 263)) or whether it does not exist yet,
proceed with one of the following options:

* Determine whether you want to use or fine-tune an already existing profile
from your local profile repository, as outlined in Ilar 5 (ctp. 268).

* Determine whether you want to use or fine-tune an already existing profile
from the external profile repository, as outlined in Illar 6 (ctp. 268).

* Create the profile from scratch and proceed with Illar 7 (ctp. 268) and
beyond.

5 If the profile already exists in the local profile repository under /etc/
apparmor/profiles/extra, YaST informs you that there is an inactive
profile which you can either use as a base for your own efforts or which you can
just accept as is.

Alternatively, you can choose not to use the local version at all and start creating
the profile from scratch. In any case, proceed with Ilar 7 (cTp. 268).

6 If the profile already exists in the external profile repository and this is the first
time you tried to create a profile that already exists in the repository, configure
your access to the server and determine how to use it:

6a Determine whether you want to enable access to the external repository
or postpone this decision. In case you have selected Enable Repository,
determine the access mode (download/upload) in a next step. In case you
want to postpone the decision, select Ask Me Later and proceed directly
to Ilar 7 (ctp. 268).

6b Provide username and password for your account on the profile
repository server and register at the server.

6¢c Select the profile to use and proceed to Iar 7 (ctp. 268).

7 Run the application to profile.
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8 Perform as many of the application functions as possible, so that learning
mode can log the files and directories to which the program requires access to
function properly. Be sure to include restarting and stopping the program in
the exercised functions. AppArmor needs to handle these events, as well as any
other program function.

9 Click Scan system log for AppArmor events to parse the learning mode log files.
This generates a series of questions that you must answer to guide the wizard in
generating the security profile.

If requests to add hats appear, proceed to ['naBa 23, Profiling Your Web
Applications Using ChangeHat (ctp. 311).

The questions fall into two categories:

* A resource is requested by a profiled program that is not in the profile (see
PucyHok 21.2, «Learning Mode Exception: Controlling Access to Specific
Resources» (ctp. 270)). Allow or deny access to a specific resource.

* A program is executed by the profiled program and the security domain
transition has not been defined (see Pucynok 21.3, «Learning Mode
Exception: Defining Execute Permissions for an Entry» (ctp. 271)).
Define execute permissions for an entry.

Each of these cases results in a series of questions that you must answer to add
the resource to the profile or to add the program to the profile. For an example
of each case, see Pucynok 21.2, «Learning Mode Exception: Controlling
Access to Specific Resources» (ctp. 270) and Pucynok 21.3, «Learning

Mode Exception: Defining Execute Permissions for an Entry» (ctp. 271).
Subsequent steps describe your options in answering these questions.

MPUMEYAHMUE: Varying Processing Options

Depending on the type of entry processed, the available options vary.
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PucyHok 21.2 Learning Mode Exception: Controlling Access to Specific
Resources

AppArmor Profile Dialogue

This wizard presents entries generated by the AppArmor access control module. more

Deny| |glob| |GlobwiEst
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PucyHok 21.3 Learning Mode Exception: Defining Execute Permissions for an
Entry

¢ AppArmor Profile Dialogue

W This wizard presents entries generated by the AppArmor access control module. more

Profile jusr/sbinfhttpdz-prefork”null-34
Path /srvpwwwihtdocs/cgi-binjtest-cgi
Mode r

Severity 4

#include <abstractions/web-data>

0 Jsrvjwwwihtdocs/egi-binjtest-cgi

|Allow| Deny Glob Glob w/Ext 4 Edit Oopts

Help O abort Finish

10 The Add Profile Wizard begins suggesting directory path entries that have
been accessed by the application profiled (as seen in Pucynok 21.2, «Learning
Mode Exception: Controlling Access to Specific Resources» (ctp. 270))
or requires you to define execute permissions for entries (as seen in Pucy-
HOK 21.3, «Learning Mode Exception: Defining Execute Permissions for an
Entry» (ctp. 271)).

* For PucyHok 21.2: Learning Mode Exception: Controlling Access to Specific
Resources: Select the option that satisfies the request for access, which could
be a suggested include, a particular globbed version of the path, or the actual
pathname. Depending on the situation, these options are available:

#include
The section of a AppArmor profile that refers to an include file. Include
files give access permissions for programs. By using an include, you can
give the program access to directory paths or files that are also required
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by other programs. Using includes can reduce the size of a profile. It is
good practice to select includes when suggested.

Globbed Version
Accessed by clicking Glob. For information about globbing syntax, refer
to Paznen 19.6, «Paths and Globbing» (ctp. 249).

Actual Pathname
Literal path that the program needs to access to run properly.

After selecting a directory path, process it as an entry to the AppArmor
profile by clicking Allow or Deny. If you are not satisfied with the directory
path entry as it is displayed, you can also Glob or Edit it.

The following options are available to process the learning mode entries and
build the profile:

Allow
Grant the program access to the specified directory path entries.
The Add Profile Wizard suggests file permission access. For more
information about this, refer to Pa3gen 19.7, «File Permission Access
Modes» (cTp. 252).

Deny
Click Deny to prevent the program from accessing the specified paths.

Glob
Clicking this modifies the directory path (using wild cards) to include
all files in the suggested directory. Double-clicking it grants access
to all files and subdirectories beneath the one shown. For more
information about globbing syntax, refer to Paznen 19.6, «Paths and
Globbing» (ctp. 249).

Glob w/Ext
Modify the original directory path while retaining the filename extension.
A single click causes /etc/apache2/file.ext to become /
etc/apache2/*.ext, adding the wild card (asterisk) in place of
the filename. This allows the program to access all files in the suggested
directories that end with the . ext extension. When you double-
click it, access is granted to all files with the particular extension and
subdirectories beneath the one shown.
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Edit
Edit the highlighted line. The new edited line appears at the bottom of the
list.

Abort
Abort aa-logprof, losing all rule changes entered so far and leaving all
profiles unmodified.

Finish
Close aa-logprof, saving all rule changes entered so far and modifying all

profiles.

Click Allow or Deny for each learning mode entry. These help build the
AppArmor profile.

NMPUMEYAHUE

The number of learning mode entries corresponds to the complexity
of the application.

For Pucynok 21.3: Learning Mode Exception: Defining Execute Permissions
for an Entry: From the following options, select the one that satisfies the
request for access. For detailed information about the options available, refer
to Paznen 19.7, «File Permission Access Modes» (ctp. 252).

Inherit
Stay in the same security profile (parent's profile).

Profile
Require a separate profile to exist for the executed program. When
selecting this option, also select whether AppArmor should sanitize the
environment when switching profiles by removing certain environment
variables that can modify the execution behavior of the child process.
Unless these variables are absolutely required to properly execute the
child process, always choose the more secure, sanitized option.

Unconfined
Execute the program without a security profile. When prompted, have
AppArmor sanitize the environment to avoid adding security risks by
inheriting certain environmental variables from the parent process.
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NPEOYNPEXOEHMUE: Risks of Running Unconfined

Unless absolutely necessary, do not run unconfined. Choosing
the Unconfined option executes the new program without any
protection from AppArmor.

Deny
Click Deny to prevent the program from accessing the specified paths.

Abort
Abort aa-logprof, losing all rule changes entered so far, and leaving all
profiles unmodified.

Finish
Close aa-logprof, saving all rule changes entered so far, and modifying all
profiles.

11 Repeat the previous steps if you need to execute more functionality of the
application.

When you are done, click Finish. Choose to apply your changes to the local
profile set. If you have previously chosen to upload your profile to the external
profile repository, provide a brief change log entry describing your work and
upload the profile. If you had postponed the decision on whether to upload the
profile or not, YaST asks you again and you can create an account the upload
the profile now or not upload it at all.

As soon as you exit the Profile Creation Wizard, the profile is saved both locally
and on the repository server, if you have chosen to upload it. The profile is then
loaded into the AppArmor module.

21.2 Manually Adding a Profile

AppArmor enables you to create a AppArmor profile by manually adding entries into
the profile. Select the application for which to create a profile then add entries.

1 Start YaST and select AppArmor > Manually Add Profile.

2 Browse your system to find the application for which to create a profile.
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3 When you find the application, select it and click Open. A basic, empty profile
appears in the AppArmor Profile Dialog window.

4 In AppArmor Profile Dialog, add, edit, or delete AppArmor profile entries by
clicking the corresponding buttons and referring to Paznen 21.3.1, «Adding an
Entry» (ctp. 277), Pazaen 21.3.2, «Editing an Entry» (ctp. 280), or Pas-
nen 21.3.3, «Deleting an Entry» (ctp. 280).

5 When finished, click Done.

21.3 Editing Profiles

AppArmor enables you to edit AppArmor profiles manually by adding, editing, or
deleting entries. To edit a profile, proceed as follows:

1 Start YaST and select AppArmor > Edit Profile.

7 Edit Profile - Choose profile to edit

Please make a selection from the listed profiles and press Next to edit the profile.

Profile MName:

fsbinfklogd
fshin/syslog-ng
fshinfsyslagd
jusrfshinfavahi-daemon
Jjusrjsbinfhttpd2-prefork
jusrfshinfidentd
jusrfsbin/mdnsd
Jjusrishinnscd
jusrfsbin/ntpd
Jjusrfshinftraceroute

Help @ Abort | B> bt

2 From the list of profiled applications, select the profile to edit.
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3 Click Next. The AppArmor Profile Dialog window displays the profile.

7 AppArmour Profile Dialogue

~Inthis form you can view and modify the contents of an individual profile. more

AppArmour profile for jusr/sbinfhttpd2-prefork

File Name Permissions

[+] *HANDLING_UNTRUSTED_INPUT
#include abstractions/base

#include abstractions/consoles
#include abstractions/kerberosclient
#include abstractions/nameservice
#include abstractions/perl

CAP_KILL

CAP_NET_BIND_SERVICE

CAP_SETGID

CAP_SETUID

CAP_SYS_TTY_CONFIG

jdevirandom

fetcfapache2f*.conf
fetcfapache2/magic
fetc/apache2/mod_perl-startup.pl
fetcfapache2jssl.crtp*.crt
fetcfapache2/ssl keyrt key
fetcfapache2{{conf,sysconfig.vhosts}.df
Ietrfanarhe?2i{ranf svsranfin vhnasts} de

R R T N R

Add Entry v Edit Entry Delete Entry

Help @abort | €@Back | | Done

4 In the AppArmor Profile Dialog window, add, edit, or delete AppArmor profile
entries by clicking the corresponding buttons and referring to Pazgen 21.3.1,
«Adding an Entry» (ctp. 277), Pazgen 21.3.2, «Editing an Entry» (ctp. 280),
or Paznen 21.3.3, «Deleting an Entry» (ctp. 280).

5 When you are finished, click Done.

6 In the pop-up that appears, click Yes to confirm your changes to the profile and
reload the AppArmor profile set.

MO OCKA3KA: Syntax Checking in AppArmor

AppArmor contains a syntax check that notifies you of any syntax errors in
profiles you are trying to process with the YaST AppArmor tools. If an error
occurs, edit the profile manually as root and reload the profile set with
rcapparmor reload.
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21.3.1 Adding an Entry

The Add Entry option can be found in Paznen 21.2, «Manually Adding a
Profile» (ctp. 274) or Paznen 21.3, «Editing Profiles» (ctp. 275). When you
select Add Entry, a list shows the types of entries you can add to the AppArmor
profile.

From the list, select one of the following:

File
In the pop-up window, specify the absolute path of a file, including the type of
access permitted. When finished, click OK.

You can use globbing if necessary. For globbing information, refer to Pas-
nen 19.6, «Paths and Globbing» (ctp. 249). For file access permission
information, refer to Pazaen 19.7, «File Permission Access Modes» (cTp. 252).

Profile Entry For fusr/sbinfhttpd2-prefork
Permissions:

Read
Enter or modify Filename: Write
“ ] Link I
Append
Browse Lock
MMap PROT_E

[ >

ok @ cancel

Directory
In the pop-up window, specify the absolute path of a directory, including the type
of access permitted. You can use globbing if necessary. When finished, click OK.

For globbing information, refer to Paznen 19.6, «Paths and Globbing» (ctp. 249).

For file access permission information, refer to Pazaen 19.7, «File Permission
Access Modes» (cTp. 252).
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Profile Entry For fusr/sbinfhttpd2-prefork
Permissions:

[] Read

Enter or modify Filename: ] Write
“ ] [ Link
] Append
Browse [] Lock

[[] MMap PROT_K

«Jok @ cancel

Network Rule
In the pop-up window, select the appropriate network family and the
socket type. For more information, refer to Pazgen 19.5, «Network Access
Control» (cTp. 249).

Network Family:

Al vl

€9 cancel F]save

Capability
In the pop-up window, select the appropriate capabilities. These are statements
that enable each of the 32 POSIX.1e capabilities. Refer to Pa3nen 19.4,
«Capability Entries (POSIX.1e)» (ctp. 248) for more information about
capabilities. When finished making your selections, click OK.
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Capabilities enabled for the profile jusr/sbin/httpd2-prefork
Capabilities: Capability Selection.

‘W CAP_CHOWN

[[] cAP_DAC_OWERRIDE
[] CAP DAC READ SEAR
[] CAP_FOWNER

[] CAP_FSETID

[] CAP_IPC_LOCK

[] CAP_IPC_OWNER

B CAP_KILL

[] cAP_LEASE

[ CAP_LINUX_IMMUTAB!
[ CAP_MKMOD

] CAP_NET_ADMIN

B CAP_NET_BIND_SERVI
[] CAP_MNET_BROADCAS
] CAP_NET RAW

B CAP_SETGID

—~an Yty

Select desired capabilities for this profile. Select a
Capability name to see information about the capability.

dok @Qancel

Include
In the pop-up window, browse to the files to use as includes. Includes
are directives that pull in components of other AppArmor profiles to
simplify profiles. For more information, refer to Pazgen 19.3, «#include
Statements» (ctp. 247).

Places Name v Size Modified

@ Recently Used Saturday

oot (-] audio 1015 bytes Saturday

£ Desktop [£] authentication 1.3KB Saturday

= File System (] base 3.6KB saturday

=] bash 15KB Saturday

[£] consoles 853 bytes Saturday

(=] dbus 98 bytes  Saturday

=] fonts 1.4 KB Saturday

[£] freedesktop.org 586 bytes  Saturday

"] gnome 1.7 KB Saturday

(=] gnupg 278 bytes  Saturday

=] kde 1.5 KB saturday

(=] kerberosclient 10KB Saturday

] mdns 483 bytes  Saturday

(=] mysql 530 bytes  Saturday

] nameservice 23KB saturday

(] nis 573 bytes  Saturday

[l nvidia 220 bytes  Saturday

- —[Horbit2 93 bytes  Saturday
add Lo =] nerl 07 bvte aturdav | ¥
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Hat
In the pop-up window, specify the name of the subprofile (haf) to add to your
current profile and click Create Hat. For more information, refer to I'naBa 23,
Profiling Your Web Applications Using ChangeHat (ctp. 311).

Please enter the name of the Hat that you would like
to add to the profile jusrfshin/httpd2-prefork.

Hat name to add:

[

Create Hat Abort

21.3.2 Editing an Entry

When you select Edit Entry, the file browser pop-up window opens. From here, edit
the selected entry.

In the pop-up window, specify the absolute path of a file, including the type of access
permitted. You can use globbing if necessary. When finished, click OK.

For globbing information, refer to Pazgen 19.6, «Paths and Globbing» (ctp. 249). For
file access permission information, refer to Paznen 19.7, «File Permission Access
Modes» (ctp. 252).

21.3.3 Deleting an Entry

To delete an entry in a given profile, select Delete Entry. AppArmor removes the
selected profile entry.

21.4 Deleting a Profile

AppArmor enables you to delete an AppArmor profile manually. Simply select the
application for which to delete a profile then delete it as follows:
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1 Start YaST and select AppArmor > Delete Profile.
2 Select the profile to delete.
3 Click Next.

4 In the pop-up that opens, click Yes to delete the profile and reload the AppArmor
profile set.

21.5 Updating Profiles from Log
Entries

The AppArmor profile wizard uses aa-logprof, the tool that scans log files and enables
you to update profiles. aa-logprof tracks messages from the AppArmor module

that represent exceptions for all profiles running on your system. These exceptions
represent the behavior of the profiled application that is outside of the profile
definition for the program. You can add the new behavior to the relevant profile by
selecting the suggested profile entry.

1 Start YaST and select AppArmor > Update Profile Wizard.

Running Update Profile Wizard (aa-logprof) parses the learning mode log files.

This generates a series of questions that you must answer to guide aa-logprof to

generate the security profile. The exact procedure is the same as with creating a
new profile. Refer to Ilar 9 (ctp. 269) in Paznen 21.1, «Adding a Profile Using
the Wizard» (ctp. 267) for details.

2 When you are done, click Finish. In the following pop-up, click Yes to exit the Add
Profile Wizard. The profile is saved and loaded into the AppArmor module.

21.6 Managing AppArmor

You can change the status of AppArmor by enabling or disabling it. Enabling
AppArmor protects your system from potential program exploitation. Disabling
AppArmor, even if your profiles have been set up, removes protection from your
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system. To change the status of AppArmor, start YaST and select AppArmor >
AppArmor Control Panel.

@) AppArmour Configuration

Enable AppArmor
Configure AppArmor

Configure Profile Modes

Set profile modes Configure

Help | avog | [ Back |

To change the status of AppArmor, continue as described in Paznen 21.6.1,
«Changing AppArmor Status» (ctp. 282). To change the mode of individual
profiles, continue as described in Pazgen 21.6.2, «Changing the Mode of Individual
Profiles» (ctp. 283).

21.6.1 Changing AppArmor Status

When you change the status of AppArmor, set it to enabled or disabled. When
AppArmor is enabled, it is installed, running, and enforcing the AppArmor security
policies.

1 Start YaST and select AppArmor > AppArmor Control Panel.

2 Enable AppArmor by checking Enable AppArmor or disable AppArmor by
deselecting it.

3 Click Done in the AppArmor Configuration window.

4 Click File > Quit in the YaST Control Center.
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21.6.2 Changing the Mode of Individual
Profiles

AppArmor can apply profiles in two different modes. In complain or learning mode,
violations of AppArmor profile rules, such as the profiled program accessing files not
permitted by the profile, are detected. The violations are permitted, but also logged.
This mode is convenient for developing profiles and is used by the AppArmor tools
for generating profiles. Loading a profile in enforce mode enforces the policy defined
in the profile and reports policy violation attempts to syslogd.

The Profile Modes dialog allows you to view and edit the mode of currently loaded
AppArmor profiles. This feature is useful for determining the status of your system
during profile development. During the course of systemic profiling (see Paz-

aen 22.6.2, «Systemic Profiling» (ctp. 289)), you can use this tool to adjust and
monitor the scope of the profiles for which you are learning behavior.

To edit an application's profile mode, proceed as follows:

1 Start YaST and select AppArmor > AppArmor Control Panel.

2 In the Configure Profile Modes section, select Configure.

3 Select the profile for which to change the mode.

4 Select Toggle Mode to set this profile to complain mode or to enforce mode.

5 Apply your settings and leave YaST with Done.

To change the mode of all profiles, use Set All to Enforce or Set All to Complain.

MO OCKA3KA: Listing the Profiles Available

By default, only active profiles are listed (any profile that has a matching
application installed on your system). To set up a profile before installing
the respective application, click Show All Profiles and select the profile to
configure from the list that appears.
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Building Profiles from the
Command Line

AppArmor® provides the user the ability to use a command line interface rather than
a graphical interface to manage and configure the system security. Track the status
of AppArmor and create, delete, or modify AppArmor profiles using the AppArmor
command line tools.

MOOCKA3KA: Background Information

Before starting to manage your profiles using the AppArmor command line
tools, check out the general introduction to AppArmor given in ['nasa 18,
Immunizing Programs (cTtp. 231) and 'nasa 19, Profile Components and
Syntax (cTp. 241).

22.1 Checking the AppArmor
Module Status

An AppArmor module can be in any one of three states:

Unloaded
The AppArmor module is not loaded into the kernel.

Running

The AppArmor module is loaded into the kernel and is enforcing AppArmor
program policies.
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Stopped
The AppArmor module is loaded into the kernel, but no policies are enforced.

Detect the state of the AppArmor module by inspecting /sys/kernel/
security/apparmor/profiles.If cat /sys/kernel/security/
apparmor/profiles reports a list of profiles, AppArmor is running. If it

is empty and returns nothing, AppArmor is stopped. If the file does not exist,
AppArmor is unloaded.

Manage AppArmor through the script rcapparmor, which can perform the
following operations:

rcapparmor start

Behavior depends on the AppArmor module state. If it is unloaded, start loads

the module and starts it, putting it in the running state. If it is stopped, start
causes the module to rescan the AppArmor profiles usually found in /etc/

apparmor .d and puts the module in the running state. If the module is already

running, start reports a warning and takes no action.

rcapparmor stop

Stops the AppArmor module if it is running by removing all profiles from kernel
memory, effectively disabling all access controls, and putting the module into the

stopped state. If the AppArmor module is unloaded or already stopped, st op
tries to unload the profiles again, but nothing happens.

rcapparmor restart
Causes the AppArmor module to rescan the profiles in /etc/apparmor.d

without unconfining running processes. Freshly created profiles are enforced and

recently deleted ones are removed from the /etc/apparmor . d directory.

rcapparmor kill
Unconditionally removes the AppArmor module from the kernel. However,
unloading modules from the Linux kernel is unsafe. This command is provided
only for debugging and emergencies (when the module might need to be
removed).

NPEAYNPEXAEHUE

AppArmor is a powerful access control system and it is possible to lock
yourself out of your own machine to the point where you must boot the
machine from a rescue medium (such as the first medium of ) to regain
control.
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To prevent such a problem, always ensure that you have a running,
unconfined, root login on the machine being configured when you
restart the AppArmor module. If you damage your system to the point
where logins are no longer possible (for example, by breaking the profile
associated with the SSH daemon), you can repair the damage using your
running root prompt then restarting the AppArmor module.

22.2 Building AppArmor Profiles

The AppArmor module profile definitions are stored in the /etc/apparmor.d
directory as plain text files. For a detailed description of the syntax of these files,
refer to ['naBa 19, Profile Components and Syntax (ctp. 241).

All files in the /et c/apparmor . d directory are interpreted as profiles and are
loaded as such. Renaming files in that directory is not an effective way of preventing
profiles from being loaded. You must remove profiles from this directory to prevent
them from being read and evaluated effectively.

You can use a text editor, such as vim, to access and make changes to these profiles.
The following options contain detailed steps for building profiles:

Adding or Creating AppArmor Profiles
Refer to Paznen 22.3, «Adding or Creating an AppArmor Profile» (ctp. 287)

Editing AppArmor Profiles
Refer to Paznen 22.4, «Editing an AppArmor Profile» (ctp. 288)

Deleting AppArmor Profiles
Refer to Paznen 22.5, «Deleting an AppArmor Profile» (ctp. 288)

22.3 Adding or Creating an
AppArmor Profile

To add or create an AppArmor profile for an application, you can use a systemic or
stand-alone profiling method, depending on your needs. Learn more about these two
approaches in Paznen 22.6, «Two Methods of Profiling» (ctp. 288).
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22.4 Editing an AppArmor Profile

The following steps describe the procedure for editing an AppArmor profile:

1 If you are not currently logged in as root, enter su in a terminal window.
2 Enter the root password when prompted.

3 Go to the profile directory with cd /etc/apparmor.d/.

4 Enter 1s to view all profiles currently installed.

5 Open the profile to edit in a text editor, such as vim.

6 Make the necessary, changes then save the profile.

7 Restart AppArmor by entering rcapparmor restart in a terminal window.

22.5 Deleting an AppArmor Profile

The following steps describe the procedure for deleting an AppArmor profile.

1 If you are not currently logged in as root, enter su in a terminal window.
2 Enter the root password when prompted.

3 Go to the AppArmor directory with cd /etc/apparmor.d/.

4 Enter 1s to view all the AppArmor profiles that are currently installed.

5 Delete the profile with rm profilename.

6 Restart AppArmor by entering rcapparmor restart ina terminal window.

22.6 Two Methods of Profiling

Given the syntax for AppArmor profiles in I'naBa 19, Profile Components and
Syntax (ctp. 241), you could create profiles without using the tools. However, the
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effort involved would be substantial. To avoid such a hassle, use the AppArmor tools
to automate the creation and refinement of profiles.

There are two ways to approach AppArmor profile creation. Tools are available for
both methods.

Stand-Alone Profiling
A method suitable for profiling small applications that have a finite run time,
such as user client applications like mail clients. For more information, refer to
Paznen 22.6.1, «Stand-Alone Profiling» (ctp. 289).

Systemic Profiling
A method suitable for profiling large numbers of programs all at once and for
profiling applications that may run for days, weeks, or continuously across
reboots, such as network server applications like Web servers and mail servers.
For more information, refer to Paznen 22.6.2, «Systemic Profiling» (ctp. 289).

Automated profile development becomes more manageable with the AppArmor tools:

1 Decide which profiling method suits your needs.

2 Perform a static analysis. Run either aa-genprof or aa-autodep, depending on the
profiling method chosen.

3 Enable dynamic learning. Activate learning mode for all profiled programs.

22.6.1 Stand-Alone Profiling

Stand-alone profile generation and improvement is managed by a program called
aa-genprof. This method is easy because aa-genprof takes care of everything, but is
limited because it requires aa-genprof to run for the entire duration of the test run
of your program (you cannot reboot the machine while you are still developing your
profile).

To use aa-genprof for the stand-alone method of profiling, refer to Pasnen 22.6.3.4,
«aa-genprof—Generating Profiles» (ctp. 295).

22.6.2 Systemic Profiling

This method is called systemic profiling because it updates all of the profiles on the
system at once, rather than focusing on the one or few targeted by aa-genprof or
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stand-alone profiling. With systemic profiling, profile construction and improvement
are somewhat less automated, but more flexible. This method is suitable for profiling
long-running applications whose behavior continues after rebooting, or a large number
of programs all at once.

Build an AppArmor profile for a group of applications as follows:
1 Create profiles for the individual programs that make up your application.

Although this approach is systemic, AppArmor only monitors those programs
with profiles and their children. To get AppArmor to consider a program, you
must at least have aa-autodep create an approximate profile for it. To create
this approximate profile, refer to Paznen 22.6.3.1, «aa-autodep—Creating
Approximate Profiles» (ctp. 292).

2 Put relevant profiles into learning or complain mode.

Activate learning or complain mode for all profiled programs by entering aa—
complain /etc/apparmor.d/* in a terminal window while logged

in as root. This functionality is also available through the YaST Profile
Mode module, described in Pazaen 21.6.2, «Changing the Mode of Individual
Profiles» (ctp. 283).

When in learning mode, access requests are not blocked, even if the profile dictates
that they should be. This enables you to run through several tests (as shown in [Ilar
3 (ctp. 290)) and learn the access needs of the program so it runs properly. With
this information, you can decide how secure to make the profile.

Refer to Paznen 22.6.3.2, «aa-complain—Entering Complain or Learning
Mode» (ctp. 293) for more detailed instructions for using learning or complain
mode.

3 Exercise your application.
Run your application and exercise its functionality. How much to exercise the
program is up to you, but you need the program to access each file representing
its access needs. Because the execution is not being supervised by aa-genprof, this

step can go on for days or weeks and can span complete system reboots.

4 Analyze the log.
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In systemic profiling, run aa-logprof directly instead of letting aa-genprof run it (as
in stand-alone profiling). The general form of aa-logprof is:

aa-logprof [ -d /path/to/profiles 1 [ -f /path/to/logfile ]

Refer to Paznen 22.6.3.5, «aa-logprof—Scanning the System Log» (ctp. 303)
for more information about using aa-logprof.

5 Repeat Illar 3 (ctp. 290) and lar 4 (ctp. 290).

This generates optimum profiles. An iterative approach captures smaller data
sets that can be trained and reloaded into the policy engine. Subsequent iterations
generate fewer messages and run faster.

6 Edit the profiles.

You might want to review the profiles that have been generated. You can open and
edit the profiles in /etc/apparmor.d/ using vim.

7 Return to enforce mode.

This is when the system goes back to enforcing the rules of the profiles,

not just logging information. This can be done manually by removing the
flags=(complain) text from the profiles or automatically by using the aa-
enforce command, which works identically to the aa—complain command,
except it sets the profiles to enforce mode. This functionality is also available
through the YaST Profile Mode module, described in Pazgen 21.6.2, «Changing
the Mode of Individual Profiles» (ctp. 283).

To ensure that all profiles are taken out of complain mode and put into enforce
mode, enter aa—enforce /etc/apparmor.d/*.

8 Rescan all profiles.

To have AppArmor rescan all of the profiles and change the enforcement mode in
the kernel, enter rcapparmor restart.

22.6.3 Summary of Profiling Tools

All of the AppArmor profiling utilities are provided by the apparmor-utils
RPM package and are stored in /usr/sbin. Each tool has a different purpose.
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22.6.3.1 aa-autodep—Creating Approximate
Profiles

This creates an approximate profile for the program or application selected. You can
generate approximate profiles for binary executables and interpreted script programs.
The resulting profile is called «approximate» because it does not necessarily

contain all of the profile entries that the program needs to be properly confined by
AppArmor. The minimum aa-autodep approximate profile has, at minimum, a base
include directive, which contains basic profile entries needed by most programs. For
certain types of programs, aa-autodep generates a more expanded profile. The profile
is generated by recursively calling 1dd (1) on the executables listed on the command
line.

To generate an approximate profile, use the aa-autodep program. The program
argument can be either the simple name of the program, which aa-autodep finds by
searching your shell's path variable, or it can be a fully qualified path. The program
itself can be of any type (ELF binary, shell script, Perl script, etc.). aa-autodep
generates an approximate profile to improve through the dynamic profiling that
follows.

The resulting approximate profile is written to the /etc/apparmor . d directory
using the AppArmor profile naming convention of naming the profile after the
absolute path of the program, replacing the forward slash (/) characters in the path
with period (. ) characters. The general form of aa-autodep is to enter the following in
a terminal window when logged in as root:

aa-autodep [ -d /path/to/profiles ] [programl program2...]

If you do not enter the program name or names, you are prompted for them. /path/
to/profiles overrides the default location of /etc/apparmor.d, should you
keep profiles in a location other than the default.

To begin profiling, you must create profiles for each main executable service that is
part of your application (anything that might start without being a child of another
program that already has a profile). Finding all such programs depends on the
application in question. Here are several strategies for finding such programs:

Directories
If all the programs to profile are in one directory and there are no other programs
in that directory, the simple command aa-autodep /path/to/your/
programs/* creates basic profiles for all programs in that directory.
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ps command
You can run your application and use the standard Linux ps command to find
all processes running. Then manually hunt down the location of these programs
and run the aa—autodep for each one. If the programs are in your path, aa-
autodep finds them for you. If they are not in your path, the standard Linux
command find might be helpful in finding your programs. Execute £ind /
-name 'my_application' -print todetermine an application's path
(my_application being an example application). You may use wild cards if
appropriate.

22.6.3.2 aa-complain—Entering Complain or
Learning Mode

The complain or learning mode tool (aa-complain) detects violations of AppArmor
profile rules, such as the profiled program accessing files not permitted by the
profile. The violations are permitted, but also logged. To improve the profile, turn
complain mode on, run the program through a suite of tests to generate log events that
characterize the program's access needs, then postprocess the log with the AppArmor
tools to transform log events into improved profiles.

Manually activating complain mode (using the command line) adds a flag to the top
of the profile so that /bin/foo becomes /bin/foo flags=(complain).To
use complain mode, open a terminal window and enter one of the following lines as
root:

* If the example program (programl) is in your path, use:

aa-complain [programl program2 ...]

* If the program is not in your path, specify the entire path as follows:

aa-complain /sbin/programi

o If the profiles are not in /etc/apparmor .d, use the following to override the
default location:

aa-complain /path/to/profiles/ programl

* Specify the profile for program? as follows:

aa-complain /etc/apparmor.d/sbin.programl
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Each of the above commands activates the complain mode for the profiles or
programs listed. If the program name does not include its entire path, aa-complain
searches SPATH for the program. For instance, aa—complain /usr/sbin/*
finds profiles associated with all of the programs in /usr/sbin and puts them into
complain mode. aa-complain /etc/apparmor.d/* puts all of the profiles in
/etc/apparmor .d into complain mode.

MOOCKA3KA: Toggling Profile Mode with YaST

YaST offers a graphical front-end for toggling complain and enforce mode.
See Pazgen 21.6.2, «Changing the Mode of Individual Profiles» (cTp. 283) for
information.

22.6.3.3 aa-enforce—Entering Enforce Mode

The enforce mode detects violations of AppArmor profile rules, such as the profiled
program accessing files not permitted by the profile. The violations are logged and not
permitted. The default is for enforce mode to be enabled. To log the violations only,
but still permit them, use complain mode. Enforce toggles with complain mode.

Manually activating enforce mode (using the command line) adds a flag to the top of
the profile so that /bin/foo becomes /bin/foo flags=(enforce). To use
enforce mode, open a terminal window and enter one of the following lines as root.
o If the example program (programl) is in your path, use:

aa-enforce [programl program2 ...]

* If the program is not in your path, specify the entire path, as follows:

aa-enforce /sbin/programl

o If the profiles are not in /etc/apparmor. d, use the following to override the
default location:

aa-enforce /path/to/profiles/programl

» Specify the profile for programi as follows:

aa-enforce /etc/apparmor.d/sbin.programl

Each of the above commands activates the enforce mode for the profiles and
programs listed.
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If you do not enter the program or profile names, you are prompted to enter one. /
path/to/profiles overrides the default location of /etc/apparmor.d.

The argument can be either a list of programs or a list of profiles. If the program
name does not include its entire path, aa-enforce searches $PATH for the program.

MOOCKA3KA: Toggling Profile Mode with YaST

YaST offers a graphical front-end for toggling complain and enforce mode.
See Paspen 21.6.2, «Changing the Mode of Individual Profiles» (ctp. 283) for
information.

22.6.3.4 aa-genprof—Generating Profiles

aa-genprof is AppArmor's profile generating utility. It runs aa-autodep on the
specified program, creating an approximate profile (if a profile does not already
exist for it), sets it to complain mode, reloads it into AppArmor, marks the log, and
prompts the user to execute the program and exercise its functionality. Its syntax is as
follows:

aa-genprof [ -d /path/to/profiles ] program

To create a profile for the the Apache Web server program httpd2-prefork, do the
following as root:

1 Enter rcapache2 stop.

2 Next, enter aa—genprof httpd2-prefork.
Now aa-genprof does the following:

1. Resolves the full path of httpd2-prefork using your shell's path variables.
You can also specify a full path. On , the default full path is /usr/sbin/
httpd2-prefork.

2. Checks to see if there is an existing profile for httpd2-prefork. If there is one,
it updates it. If not, it creates one using the aa-autodep as described in Pa3-
nen 22.6.3, «Summary of Profiling Tools» (ctp. 291).

3. Puts the profile for this program into learning or complain mode so that profile
violations are logged, but are permitted to proceed. A log event looks like this
(see /var/log/audit/audit.loq):
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type=APPARMOR_ALLOWED msg=audit (1189682639.184:20816) :

operation="file_mmap" requested_mask="::r" denied_mask="::r" fsuid=30
name="/srv/www/htdocs/index.html" pid=27471 profile="null-complain-
profile”

If you are not running the audit daemon, the AppArmor events are logged to /

var/log/messages:

Sep 13 13:20:30 K23 kernel: audit (1189682430.672:20810) :
operation="file_mmap" requested_mask="::r" denied_mask="::r" fsuid=30

name="/srv/www/htdocs/phpsysinfo/templates/bulix/form.tpl" pid=30405
profile="/usr/sbin/httpd2-prefork///phpsysinfo/"

They also can be viewed using the dme sg command:

audit (1189682430.672:20810) : operation="file_mmap" requested_mask="::r"
denied_mask="::r" fsuid=30 name="/srv/www/htdocs/phpsysinfo/templates/
bulix/form.tpl" pid=30405 profile="/usr/sbin/httpd2-prefork///
phpsysinfo/"

4. Marks the log with a beginning marker of log events to consider. For example:
Sep 13 17:48:52 figwit root: GenProf: e2ff78636296£16d0b5301209a04430d

3 When prompted by the tool, run the application to profile in another terminal
window and perform as many of the application functions as possible. Thus, the
learning mode can log the files and directories to which the program requires
access in order to function properly. For example, in a new terminal window, enter
rcapache?2 start.

4 Select from the following options that are available in the aa-logprof terminal
window after you have executed the program function:

* S runs aa-logprof on the system log from where it was marked when aa-genprof
was started and reloads the profile. If system events exist in the log, AppArmor
parses the learning mode log files. This generates a series of questions that you
must answer to guide aa-genprof in generating the security profile.

¢ F exits the tool and returns to the main menu.

NMPUMEYAHUE

If requests to add hats appear, proceed to [Mnasa 23, Profiling Your Web
Applications Using ChangeHat (ctp. 311).
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5 Answer two types of questions:

* A resource is requested by a profiled program that is not in the profile (see
IIpumep 22.1, «Learning Mode Exception: Controlling Access to Specific
Resources» (ctp. 297)).

* A program is executed by the profiled program and the security domain
transition has not been defined (see [Ipumep 22.2, «Learning Mode Exception:
Defining Execute Permissions for an Entry» (ctp. 299)).

Each of these categories results in a series of questions that you must answer

to add the resource or program to the profile. [Tpumep 22.1, «Learning Mode
Exception: Controlling Access to Specific Resources» (ctp. 297) and I1pu-

mep 22.2, «Learning Mode Exception: Defining Execute Permissions for an
Entry» (ctp. 299) provide examples of each one. Subsequent steps describe your
options in answering these questions.

* Dealing with execute accesses is complex. You must decide how to proceed with
this entry regarding which execute permission type to grant to this entry:

TMpumep 22.1 Learning Mode Exception: Controlling Access to Specific
Resources

Reading log entries from /var/log/audit/audit.log.
Updating AppArmor profiles in /etc/apparmor.d.

Profile: /usr/sbin/xinetd

Program: xinetd

Execute: /usr/lib/cups/daemon/cups-1lpd
Severity: unknown

[(I)nherit] / (P)rofile / (U)nconfined / (D)eny / Abo(r)t / (F)inish

Inherit (ix)
The child inherits the parent's profile, running with the same access controls
as the parent. This mode is useful when a confined program needs to call
another confined program without gaining the permissions of the target's
profile or losing the permissions of the current profile. This mode is often
used when the child program is a helper application, such as the /usr/
bin/mail client using less as a pager or the Mozilla* Web browser
using Adobe Acrobat* to display PDF files.
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Profile (px)
The child runs using its own profile, which must be loaded into the kernel. If
the profile is not present, attempts to execute the child fail with permission
denied. This is most useful if the parent program is invoking a global
service, such as DNS lookups or sending mail with your system's MTA.

Choose the profile with clean exec (Px) option to scrub the environment of
environment variables that could modify execution behavior when passed to
the child process.

Unconfined (ux)
The child runs completely unconfined without any AppArmor profile
applied to the executed resource.

Choose the unconfined with clean exec (UX) option to scrub the environment
of environment variables that could modify execution behavior when passed
to the child process. This option introduces a security vulnerability that
could be used to exploit AppArmor. Only use it as a last resort.

mmap (m)
This permission denotes that the program running under the profile can
access the resource using the mmap system call with the flag PROT_EXEC.
This means that the data mapped in it can be executed. You are prompted to
include this permission if it is requested during a profiling run.

Deny
Prevents the program from accessing the specified directory path entries.
AppArmor then continues to the next event.

Abort
Aborts aa-logprof, losing all rule changes entered so far and leaving all
profiles unmodified.

Finish
Closes aa-logprof, saving all rule changes entered so far and modifying all
profiles.

* [Ipumep 22.2, «Learning Mode Exception: Defining Execute Permissions for
an Entry» (ctp. 299) shows AppArmor suggesting directory path entries that
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have been accessed by the application being profiled. It might also require you to
define execute permissions for entries.

Tpumep 22.2 Learning Mode Exception: Defining Execute Permissions for an
Entry
Adding /bin/ps ix to profile.
Profile: /usr/sbin/xinetd
Path: /etc/hosts.allow
New Mode: r
[1 - /etc/hosts.allow]
[(A)1llow] / (D)eny / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

AppArmor provides one or more paths or includes. By entering the option
number, select the desired options then proceed to the next step.

NMPUMEYAHUE

All of these options are not always presented in the AppArmor menu.

#include
This is the section of an AppArmor profile that refers to an include file,
which procures access permissions for programs. By using an include, you
can give the program access to directory paths or files that are also required
by other programs. Using includes can reduce the size of a profile. It is good
practice to select includes when suggested.

Globbed Version
This is accessed by selecting Glob as described in the next step. For
information about globbing syntax, refer to Pa3nen 19.6, «Paths and
Globbing» (ctp. 249).

Actual Path
This is the literal path to which the program needs access so that it can run

properly.

After you select the path or include, process it as an entry into the AppArmor
profile by selecting Allow or Deny. If you are not satisfied with the directory
path entry as it is displayed, you can also Glob it.
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The following options are available to process the learning mode entries and
build the profile:

Select Enter
Allows access to the selected directory path.

Allow
Allows access to the specified directory path entries. AppArmor suggests
file permission access. For more information, refer to Paznen 19.7, «File
Permission Access Modes» (ctp. 252).

Deny
Prevents the program from accessing the specified directory path entries.
AppArmor then continues to the next event.

New
Prompts you to enter your own rule for this event, allowing you to specify a
regular expression. If the expression does not actually satisfy the event that
prompted the question in the first place, AppArmor asks for confirmation
and lets you reenter the expression.

Glob
Select a specific path or create a general rule using wild cards that match a
broader set of paths. To select any of the offered paths, enter the number
that is printed in front of the path then decide how to proceed with the
selected item.

For more information about globbing syntax, refer to Pazgen 19.6, «Paths
and Globbing» (ctp. 249).

Glob w/Ext
This modifies the original directory path while retaining the filename
extension. For example, /etc/apache2/file.ext becomes /etc/
apache2/* .ext, adding the wild card (asterisk) in place of the filename.
This allows the program to access all files in the suggested directory that end
with the . ext extension.

Abort
Aborts aa-logprof, losing all rule changes entered so far and leaving all
profiles unmodified.
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Finish
Closes aa-logprof, saving all rule changes entered so far and modifying all
profiles.

To view and edit your profile using vim, enter vim /etc/
apparmor.d/profilename in a terminal window.

Restart AppArmor and reload the profile set including the newly created one using
the rcapparmor restart command.

Like the graphical front-end for building AppArmor profiles, the YaST Add Profile
Wizard, aa-genprof also supports the use of the local profile repository under /etc/
apparmor/profiles/extras and the remote AppArmor profile repository.

To use a profile from the local repository, proceed as follows:

1

3

Start aa-genprof as described above.

If aa-genprof finds an inactive local profile, the following lines appear on your
terminal window:

Profile: /usr/bin/opera
[1 - Inactive local profile for /usr/bin/opera]

[(V)iew Profile] / (U)se Profile / (C)reate New Profile / Abo(r)t /
(F)inish

If you want to just use this profile, hit U (Use Profile) and follow the profile
generation procedure outlined above.

If you want to examine the profile before activating it, hit V (View Profile).

If you want to ignore the existing profile, hit C (Create New Profile) and follow the
profile generation procedure outlined above to create the profile from scratch.

Leave aa-genprof by hitting F (Finish) when you are done and save your changes.

To use the remote AppArmor profile repository with aa-genprof, proceed as follows:

1

Start aa-genprof as described above.

If aa-genprof detects a suitable profile on the repository server, the following lines
appear on your terminal window:
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Repository: http://apparmor.opensuse.org/backend/api
Would you like to enable access to the profile repository?

(E)nable Repository / (D)isable Repository / Ask Me (L)ater

Hit E (Enable Repository) to enable the repository.

Determine whether you want to aa-genprof to upload any profiles to the repository
server:

Would you like to upload newly created and changed profiles to
the profile repository?

(Y)es / (N)o / Ask Me (L)ater

Hit Y (Yes), if you want to enable profile upload or select N (No), if you want aa-
genprof to just pull profiles from the repository, but not to upload any.

Create a new user on the profile repository server to be able to upload profiles.
Provide username and password.

Determine whether you want to use the profile downloaded from the server or
whether you would just like to review it:

Profile: /usr/bin/opera
[1 - novell]

[(V)iew Profile] / (U)se Profile / (C)reate New Profile / Abo(r)t /
(F)inish

If you want to just use this profile, hit U (Use Profile) and follow the profile
generation procedure outlined above.

If you want to examine the profile before activating it, hit V (View Profile).

If you want to ignore the existing profile, hit C (Create New Profile) and follow the
profile generation procedure outlined above to create the profile from scratch.

Leave aa-genprof by hitting F (Finish) when you are done and save the profile.

If you opted for uploading your profile, provide a short change log and push it to
the repository.
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22.6.3.5 aa-logprof—Scanning the System Log

aa-logprof is an interactive tool used to review the learning or complain-mode output
found in the log entries in /var/log/audit/audit.logor /var/log/
messages (if auditd is not running) and generate new entries in AppArmor security
profiles.

When you run aa-logprof, it begins to scan the log files produced in learning or
complain mode and, if there are new security events that are not covered by the
existing profile set, it gives suggestions for modifying the profile. The learning or
complain mode traces program behavior and enters it in the log. aa-logprof uses this
information to observe program behavior.

If a confined program forks and executes another program, aa-logprof sees this and
asks the user which execution mode should be used when launching the child process.
The execution modes ix, px, Px, ux, and Ux are options for starting the child process.
If a separate profile exists for the child process, the default selection is px. If one does
not exist, the profile defaults to ix. Child processes with separate profiles have aa-
autodep run on them and are loaded into AppArmor, if it is running.

When aa-logprof exits, profiles are updated with the changes. If the AppArmor
module is running, the updated profiles are reloaded and, if any processes that
generated security events are still running in the null-complain-profile, those
processes are set to run under their proper profiles.

To run aa-logprof, enter aa—1ogprof into a terminal window while logged in as
root. The following options can be used for aa-logprof:

aa-logprof -d /path/to/profile/directory/
Specifies the full path to the location of the profiles if the profiles are not located
in the standard directory, /etc/apparmor.d/.

aa—-logprof —-f /path/to/logfile/
Specifies the full path to the location of the log file if the log file is not located
in the default directory, /var/log/audit/audit.logor /var/log/
messages (if auditd is not running).

aa—-logprof —-m "string marker in logfile"
Marks the starting point for aa-logprof to look in the system log. aa-logprof
ignores all events in the system log before the specified mark. If the mark
contains spaces, it must be surrounded by quotes to work correctly. For example:
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aa-logprof —-m"17:04:21"

or
logprof —m e2f£78636296£16d0b5301209a04430d

aa-logprof scans the log, asking you how to handle each logged event. Each question
presents a numbered list of AppArmor rules that can be added by pressing the number
of the item on the list.

By default, aa-logprof looks for profiles in /etc/apparmor.d/ and scans the
login /var/log/messages. In many cases, running aa—logprof as root is
enough to create the profile.

However, there might be times when you need to search archived log files, such as
if the program exercise period exceeds the log rotation window (when the log file
is archived and a new log file is started). If this is the case, you can enter zcat —f
“ls —-1tr /var/log/messages*’ | aa-logprof —-f -.

22.6.3.6 aa-logprof Example 1

The following is an example of how aa-logprof addresses httpd2-prefork accessing
the file /etc/group. [] indicates the default option.

In this example, the access to /etc/group is part of httpd2-prefork accessing name
services. The appropriate response is 1, which includes a predefined set of AppArmor
rules. Selecting 1 to #include the name service package resolves all of the future
questions pertaining to DNS lookups and also makes the profile less brittle in that any
changes to DNS configuration and the associated name service profile package can be
made just once, rather than needing to revise many profiles.

Profile: /usr/sbin/httpd2-prefork
Path: /etc/group
New Mode: r

[1 - #include <abstractions/nameservice>]
2 - /etc/group
[(A)1llow] / (D)eny / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

Select one of the following responses:

Select Enter
Triggers the default action, which is, in this example, allowing access to the
specified directory path entry.
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Allow
Allows access to the specified directory path entries. AppArmor suggests file
permission access. For more information about this, refer to Pasnen 19.7, «File
Permission Access Modes» (ctp. 252).

Deny
Prevents the program from accessing the specified directory path entries.
AppArmor then continues to the next event.

New
Prompts you to enter your own rule for this event, allowing you to specify
whatever form of regular expression you want. If the expression entered does not
actually satisfy the event that prompted the question in the first place, AppArmor
asks for confirmation and lets you reenter the expression.

Glob
Select either a specific path or create a general rule using wild cards that matches
on a broader set of paths. To select any of the offered paths, enter the number
that is printed in front of the paths then decide how to proceed with the selected
item.

For more information about globbing syntax, refer to Pazaen 19.6, «Paths and
Globbing» (ctp. 249).

Glob w/Ext
This modifies the original directory path while retaining the filename extension.
For example, /etc/apache2/file.ext becomes /etc/apache2/
* . ext, adding the wild card (asterisk) in place of the filename. This allows the
program to access all files in the suggested directory that end with the . ext
extension.

Abort
Aborts aa-logprof, losing all rule changes entered so far and leaving all profiles
unmodified.

Finish
Closes aa-logprof, saving all rule changes entered so far and modifying all
profiles.

22.6.3.7 aa-logprof Example 2

For example, when profiling vsftpd, see this question:
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Profile: /usr/sbin/vsftpd
Path: /v2k.3ipg
New Mode: r

[1 - /y2k.jpg]

(A)llow / [(D)eny] / (N)ew / (G)lob / Glob w/(E)xt / Abo(r)t / (F)inish

Several items of interest appear in this question. First, note that vsftpd is asking for

a path entry at the top of the tree, even though vsftpd on serves FTP files from /
srv/ftp by default. This is because httpd2-prefork uses chroot and, for the portion
of the code inside the chroot jail, AppArmor sees file accesses in terms of the chroot
environment rather than the global absolute path.

The second item of interest is that you might want to grant FTP read access to all
JPEG files in the directory, so you could use Glob w/Ext and use the suggested path
of /* . jpg. Doing so collapses all previous rules granting access to individual . jpg
files and forestalls any future questions pertaining to access to . jpg files.

Finally, you might want to grant more general access to FTP files. If you select Glob
in the last entry, aa-logprof replaces the suggested path of /y2k. jpg with /*.
Alternatively, you might want to grant even more access to the entire directory tree,
in which case you could use the New path option and enter /** . jpg (which would
grant access to all . jpg files in the entire directory tree) or /** (which would grant
access to all files in the directory tree).

These items deal with read accesses. Write accesses are similar, except that it is good
policy to be more conservative in your use of regular expressions for write accesses.
Dealing with execute accesses is more complex. Find an example in [Tpumep 22.1,
«Learning Mode Exception: Controlling Access to Specific Resources» (ctp. 297).

In the following example, the /usr/bin/mail mail client is being profiled and
aa-logprof has discovered that /usr/bin/mail executes /usr/bin/less as
a helper application to «page» long mail messages. Consequently, it presents this
prompt:

/usr/bin/nail -> /usr/bin/less
(I)nherit / (P)rofile / (U)nconfined / (D)eny

NOJOCKA3KA

The actual executable file for /usr/bin/mail turns outto be /usr/bin/
nail, which is not a typographical error.
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The program /usr/bin/less appears to be a simple one for scrolling through text
that is more than one screen long and that is in fact what /usr/bin/mail is using
it for. However, less is actually a large and powerful program that makes use of many
other helper applications, such as tar and rpm.

NMOACKA3KA

Run less on a tar file or an RPM file and it shows you the inventory of these
containers.

You do not want to run rpm automatically when reading mail messages (that leads
directly to a Microsoft* Outlook—style virus attack, because rpm has the power to
install and modify system programs), so, in this case, the best choice is to use Inherit.
This results in the less program executed from this context running under the profile
for /usr/bin/mail. This has two consequences:

* You need to add all of the basic file accesses for /usr/bin/less to the profile
for /usr/bin/mail.

* You can avoid adding the helper applications, such as tar and rpm, to the /usr/
bin/mail profile so that when /usr/bin/mail runs /usr/bin/less
in this context, the less program is far less dangerous than it would be without
AppArmor protection.

In other circumstances, you might instead want to use the Profile option. This has two
effects on aa-logprof:

 The rule written into the profile uses px, which forces the transition to the child's
own profile.

* aa-logprof constructs a profile for the child and starts building it, in the same way
that it built the parent profile, by assigning events for the child process to the child's
profile and asking the aa-logprof user questions.

If a confined program forks and executes another program, aa-logprof sees this

and asks the user which execution mode should be used when launching the child
process. The execution modes of inherit, profile, unconfined or an option to deny the
execution are presented.

If a separate profile exists for the child process, the default selection is profile. If a
profile does not exist, the default is inherit. The inherit option, or ix, is described in
Pazpen 19.7, «File Permission Access Modes» (ctp. 252).
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The profile option indicates that the child program should run in its own profile. A
secondary question asks whether to sanitize the environment that the child program
inherits from the parent. If you choose to sanitize the environment, this places the
execution modifier Px in your AppArmor profile. If you select not to sanitize, px
is placed in the profile and no environment sanitizing occurs. The default for the
execution mode is px if you select profile execution mode.

The unconfined execution mode is not recommended and should only be used in cases
where there is no other option to generate a profile for a program reliably. Selecting
unconfined opens a warning dialog asking for confirmation of the choice. If you

are sure and choose Yes, a second dialog ask whether to sanitize the environment.
Choosing Yes uses the execution mode Ux in your profile. Choosing No uses the
execution mode ux for your profile. The default value selected is Ux for unconfined
execution mode.

BA>KHO: Running Unconfined

Choosing ux is very dangerous and provides no enforcement of policy
(from a security perspective) of the resulting execution behavior of the child
program.

22.6.3.8 aa-unconfined—Identifying Unprotected
Processes

The aa—unconfined command examines open network ports on your system,
compares that to the set of profiles loaded on your system, and reports network
services that do not have AppArmor profiles. It requires root privileges and that it
not be confined by an AppArmor profile.

aa-unconfined must be run as root to retrieve the process executable link from the /
proc file system. This program is susceptible to the following race conditions:

¢ An unlinked executable is mishandled

* A process that dies between net stat (8) and further checks is mishandled

NMPUMEYAHUE

This program lists processes using TCP and UDP only. In short, this program
is unsuitable for forensics use and is provided only as an aid to profiling all
network-accessible processes in the lab.
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22.7 Important Filenames and
Directories

The following list contains the most important files and directories used by the
AppArmor framework. If you intend to manage and troubleshoot your profiles
manually, make sure that you know about these files and directories:

/sys/kernel/security/apparmor/profiles
Virtualized file representing the currently loaded set of profiles.

/etc/apparmor/
Location of AppArmor configuration files.

/etc/apparmor/profiles/extras/
A local repository of profiles shipped with AppArmor, but not enabled by
default.

/etc/apparmor.d/
Location of profiles, named with the convention of replacing the / in paths with
. (not for the root /) so profiles are easier to manage. For example, the profile
for the program /usr/sbin/ntpdisnamed usr.sbin.ntpd.

/etc/apparmor.d/abstractions/
Location of abstractions.

/etc/apparmor.d/program-chunks/
Location of program chunks.

/proc/*/attr/current
Check this file to review the confinement status of a process and the profile
that is used to confine the process. The ps auxZ command retrieves this
information automatically.
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Profiling Your Web
Applications Using
ChangeHat

A AppArmor® profile represents the security policy for an individual program
instance or process. It applies to an executable program, but if a portion of the
program needs different access permissions than other portions, the program can
«change hats» to use a different security context, distinctive from the access of the
main program. This is known as a hat or subprofile.

ChangeHat enables programs to change to or from a hat within a AppArmor profile.
It enables you to define security at a finer level than the process. This feature requires
that each application be made «ChangeHat aware», meaning that it is modified to
make a request to the AppArmor module to switch security domains at arbitrary times
during the application execution. Two examples for ChangeHat-aware applications
are the Apache Web server and Tomcat.

A profile can have an arbitrary number of subprofiles, but there are only two levels:
a subprofile cannot have further sub-subprofiles. A subprofile is written as a separate
profile and named as the containing profile followed by the subprofile name,
separated by a ~. Subprofiles must be stored in the same file as the parent profile.

Note that the security of hats is considerably weaker than that of full profiles. That
is to say, if attackers can find just the right kind of bug in a program, they may be
able to escape from a hat into the containing profile. This is because the security of
hats is determined by a secret key handled by the containing process, and the code
running in the hat must not have access to the key. Thus change_hat is most useful
in conjunction with application servers, where a language interpreter (such as PERL,
PHP, or Java) is isolating pieces of code such that they do not have direct access to
the memory of the containing process.
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The rest of this chapter describes using change_hat in conjunction with Apache, to
contain web server components run using mod_perl and mod_php. Similar approaches
can be used with any application server by providing an application module similar

to the mod_apparmor described next in Pazgen 23.2.2, «Location and Directory
Directives» (ctp. 319).

MPUMEYAHMUE: For More Information

For more information, see the change_hat man page.

23.1 Apache ChangeHat

AppArmor provides a mod_apparmor module (package apache2-
mod_apparmor) for the Apache program. This module makes the Apache Web
server ChangeHat aware. Install it along with Apache.

When Apache is ChangeHat aware, it checks for the following customized AppArmor
security profiles in the order given for every URI request that it receives.

» URI-specific hat. For example, “phpsysinfo/templates/classic/
images/bar_left.gif

e DEFAULT_URT

e HANDLING_UNTRUSTED_INPUT

NMPUMEYAHMUE: Apache Configuration

If you install apache2-mod_apparmor, make sure the module gets loaded
in Apache by executing the following command:

aZenmod apparmor

23.1.1 Managing ChangeHat-Aware
Applications

As with most of the AppArmor tools, you can use two methods for managing
ChangeHat, YaST or the command line interface. Managing ChangeHat-aware
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applications from the command line is much more flexible, but the process is also
more complicated. Both methods allow you to manage the hats for your application
and populate them with profile entries.

The following steps are a demonstration that adds hats to an Apache profile using
YaST. In the Add Profile Wizard, the AppArmor profiling utilities prompt you to
create new hats for distinct URI requests. Choosing to create a new hat allows you
to create individual profiles for each URI. You can create very tight rules for each
request.

If the URI that is processed does not represent significant processing or otherwise
does not represent a significant security risk, safely select Use Default Hat to process
this URI in the default hat, which is the default security profile.

This example creates a new hat for the URI phpsysinfo and its subsequent
accesses. Using the profiling utilities, delegate what to add to this new hat. The
resulting hat becomes a tight-security container that encompasses all the processing
on the server that occurs when the phpsysinfo URI is passed to the Apache Web
server.

The URI runs the application phpsysinfo (refer to http://
phpsysinfo.sourceforge.net for more information). The phpsysinfo
package is assumed to be installed in /srv/www/htdocs/phpsysinfoina

clean (new) installation of and AppArmor.

1 Once phpsysinfo is installed, you are ready to add hats to the Apache profile.
From the AppArmor GUI, select Add Profile Wizard.

2 In Application to Profile, enter httpd2-prefork.

3 Click Create Profile.
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This wizard will help you create a new AppArmor security
profile for an application, or you can use it to enhance
an existing profile by allowing AppArmor to learn new
application behavior,

Please enter the application name for which you would like
to create a profile, or select Browse to find the

application on your systerm,

Application to Profile:

[

Browse

Create Abort

Restart Apache by entering rcapache2 restart in a terminal window.
Restart any program you are profiling at this point.

Open http://localhost/phpsysinfo/ ina Web browser window. The
browser window should display network usage and system information.

MPUMEYAHME: Data Caching

To ensure that this request is processed by the server and you do not
review cached data in your browser, refresh the page. To do this, click the
browser Refresh button to make sure that Apache processes the request
for the phpsysinfo URI.

Click Scan System Log for Entries to Add to Profiles. AppArmor launches the aa—
logprof tool, which scans the information learned in the previous step. It begins
to prompt you with profile questions.

aa-logprof first prompts with Add Requested Hat or Use Default Hat because it
noticed that the phpsysinfo URI was accessed. Select Add Requested Hat.

8 Click Allow.
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Choosing Add Requested Hat in the previous step creates a new hat in the profile
and specifies that the results of subsequent questions about the script's actions are
added to the newly created hat rather than the default hat for this application.

In the next screen, AppArmor displays an external program that the script
executed. You can specify that the program should run confined by the phpsysinfo
hat (choose Inherit), confined by a separate profile (choose Profile), or that it
should run unconfined or without any security profile (choose Unconfined). For the
case of the Profile option, a new profile is created for the program if one does not
already exist.

MPUMEYAHMUE: Security Considerations

Selecting Unconfined can create a significant security hole and should be
done with caution.

8a Select Inherit for the /bin/bash path. This adds /bin/bash (accessed
by Apache) to the phpsysinfo hat profile with the necessary permissions.

8b Click Allow.

9 The remaining questions prompt you to generate new hats and add entries to your
profile and its hats. The process of adding entries to profiles is covered in detail in
the Paznen 21.1, «Adding a Profile Using the Wizard» (ctp. 267).

When all profiling questions are answered, click Finish to save your changes and
exit the wizard.

The following is an example phpsysinfo hat.
Tpumep 23.1 Example phpsysinfo Hat
/usr/sbin/httpd2-prefork {

iéﬁpsysinfo {

#include <abstractions/bash>
#include <abstractions/nameservice>

/bin/basename ixr,
/bin/bash ixr,
/bin/df ixr,
/bin/grep ixr,
/bin/mount Ux,
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/bin/sed ixr,

/dev/bus/usb/ r,
/dev/bus/usb/** r,
/dev/null w,
/dev/tty rw,
/dev/urandom r,
/etc/SuSE-release r,
/etc/1ld.so.cache r,
/etc/lsb-release r,
/etc/lsb-release.d/ r,
/1lib/1d-2.6.1.s0 ixr,
/proc/** r,
/sbin/lspci ixr,
/srv/www/htdocs/phpsysinfo/** r,
/sys/bus/pci/** r,
/sys/bus/scsi/devices/ r,
/sys/devices/** r,
/usr/bin/cut ixr,
/usr/bin/getopt ixr,
/usr/bin/head ixr,
/usr/bin/lsb_release ixr,
/usr/bin/lsscsi ixr,
/usr/bin/tr ixr,
/usr/bin/who ixr,
/usr/lib/lib*so* mr,
/usr/lib/locale/** r,
/usr/sbin/lsusb ixr,
/usr/share/locale/** r,
/usr/share/pci.ids r,
/usr/share/usb.ids r,
/var/log/apache2/access_log w,
/var/run/utmp kr,

NMPUMEYAHMUE: Hat and Parent Profile Relationship

The profile “phpsysinfo is only valid in the context of a process running
under the parent profile ht tpd2-prefork.

23.1.2 Adding Hats and Entries to Hats

When you use the Edit Profile dialog (for instructions, refer to Paznen 21.3, «Editing
Profiles» (ctp. 275)) or when you add a new profile using Manually Add Profile (for
instructions, refer to Pazgen 21.2, «Manually Adding a Profile» (ctp. 274)), you

are given the option of adding hats (subprofiles) to your AppArmor profiles. Add a
ChangeHat subprofile from the AppArmor Profile Dialog window as in the following.
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7 AppArmour Profile Dialogue

In this form you can view and modify the contents of an individual profile. more

AppArmour profile for fusr/sbin/httpd2-prefork

File Mame Permissions

[+] ~DEFAULT_URI

[+] “HANDLING_UNTRUSTED_INPUT

#include abstractions/base

#include abstractions/consales

#include abstractions/kerberosclient

#include abstractions/nameservice

#include abstractions/perl

CAP_KILL

CAP_NET_BIND_SERVICE

CAP_SETGID

CAP_SETUID

CAP_SYS_TTY CONFIG

Jdevjrandom r
fetc/apache2/* conf r
Ietcjapacheh‘maglc r
fetc/apache2/mod_perl-startup pl r
Jjetcjapache2/sslertpe.crt r
fetc/apache2/ssl keypt key r
fetc/apache2/{conf.sysconfig.vhosts}.df r
lete he2/{ranf caonfin vhasts} dek r

Add Entry v Edit Entry Delete Entry

Help @ abort | | €aBack | Done |

1 From the AppArmor Profile Dialog window, click Add Entry then select Hat. The
Enter Hat Name dialog box opens:

Please enter the name of the Hat that you would like
to add to the profile fusr/shin/httpd2-prefork.

Hat name to add:

[phpsysinf0|

Create Hat Abort

2 Enter the name of the hat to add to the AppArmor profile. The name is the URI
that, when accessed, receives the permissions set in the hat.

3 Click Create Hat. You are returned to the AppArmor Profile Dialog screen.

4 After adding the new hat, click Done.
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MPUMEYAHMUE: For More Information

For an example of an AppArmor profile, refer to MNpumep 23.1, «<Example
phpsysinfo Hat» (cTp. 315).

23.2 Configuring Apache for
mod_apparmor

Apache is configured by placing directives in plain text configuration files. The
main configuration file is usually ht tpd. conf. When you compile Apache,

you can indicate the location of this file. Directives can be placed in any of these
configuration files to alter the way Apache behaves. When you make changes to
the main configuration files, you need to start or restart Apache, so the changes are
recognized.

23.2.1 Virtual Host Directives

Virtual host directives control whether requests that contain trailing pathname
information following an actual filename (or that refer to a nonexistent file in an
existing directory) are accepted or rejected. For Apache documentation on virtual
host directives, refer to http://httpd.apache.org/docs/2.2/mod/
core.html#virtualhost.

The ChangeHat-specific configuration keyword is AADefaultHatName.
It is used similarly to AAHatName, for example, AADefaultHatName
My_Funky_Default_Hat.

The configuration option is actually based on a server directive, which enables you to
use the keyword outside of other options, setting it for the default server. Virtual hosts
are considered internally within Apache to be separate «servers,» so you can set a
default hat name for the default server as well as one for each virtual host, if desired.

When a request comes in, the following steps reflect the sequence in which
mod_apparmor attempts to apply hats.

1. A location or directory hat as specified by the AAHatName keyword

2. A hat named by the entire URI path

PykoBoncTteo no 6e3onacHocTu


http://httpd.apache.org/docs/2.2/mod/core.html#virtualhost
http://httpd.apache.org/docs/2.2/mod/core.html#virtualhost

3. A default server hat as specified by the AADefaultHatName keyword

4. DEFAULT_URI (if none of those exist, it goes back to the «parent» Apache hat)

23.2.2 Location and Directory Directives

Location and directory directives specify hat names in the program configuration
file so the program calls the hat regarding its security. For Apache, you can

find documentation about the location and directory directives at http: //
httpd.apache.org/docs/2.2/sections.html.

The location directive example below specifies that, for a given location,
mod_apparmor should use a specific hat:
<Location /foo/> AAHatName MY_HAT_NAME </Location>

This tries to use MY_HAT_NAME for any URI beginning with /foo/ (/foo/, /
foo/bar, /foo/cgi/path/blah_blah/blah, etc.).

The directory directive works similarly to the location directive, except it refers to a
path in the file system as in the following example:

<Directory "/srv/www/www.immunix.com/docs">
# Note lack of trailing slash
AAHatName immunix.com

</Directory>

Example: The program phpsysinfo is used to illustrate a location directive
in the following example. The tarball can be downloaded from http://
phpsysinfo.sourceforge.net.

1 After downloading the tarball, install it into /srv/www/htdocs/
phpsysinfo.

2 Create /etc/apache2/conf.d/phpsysinfo.conf and add the following
text to it:

<Location "/phpsysinfo">
AAHatName phpsysinfo
</Location>

The following hat should then work for phpsysinfo:
/usr/sbin/httpd2-prefork {
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“phpsysinfo {
#include <abstractions/bash>
#include <abstractions/nameservice>

/bin/basename ixr,
/bin/bash ixr,
/bin/df ixr,
/bin/grep ixr,
/bin/mount Ux,
/bin/sed ixr,
/dev/bus/usb/ r,
/dev/bus/usb/** r,
/dev/null w,
/dev/tty rw,
/dev/urandom r,
/etc/SuSE-release r,
/etc/ld.so.cache r,
/etc/lsb-release r,
/etc/lsb-release.d/ r,
/1lib/1d-2.6.1.s0 ixr,
/proc/** r,
/sbin/lspci ixr,
/srv/www/htdocs/phpsysinfo/** r,
/sys/bus/pci/** r,
/sys/bus/scsi/devices/ r,
/sys/devices/** r,
/usr/bin/cut ixr,
/usr/bin/getopt ixr,
/usr/bin/head ixr,
/usr/bin/lsb_release ixr,
/usr/bin/lsscsi ixr,
/usr/bin/tr ixr,
/usr/bin/who ixr,
/usr/lib/lib*so* mr,
/usr/lib/locale/** r,
/usr/sbin/lsusb ixr,
/usr/share/locale/** r,
/usr/share/pci.ids r,
/usr/share/usb.ids r,
/var/log/apache2/access_log w,
/var/run/utmp kr,
i3

3 Reload AppArmor profiles by entering rcapparmor restart ata terminal
window as root.

4 Restart Apache by entering rcapache2 restart ata terminal window as
root.
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5 Enter http://hostname/phpsysinfo/ into a browser to receive the system
information that phpsysinfo delivers.

6 Locate configuration errors by going to /var/log/audit/audit.logor
running dme sg and looking for any rejections in the output.
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Confining Users with
pam_apparmor

An AppArmor profile applies to an executable program,; if a portion of the program
needs different access permissions than other portions need, the program can
change hats via change_hat to a different role, also known as a subprofile. The
pam_apparmor PAM module allows applications to confine authenticated users into
subprofiles based on group names, user names, or a default profile. To accomplish
this, pam_apparmor needs to be registered as a PAM session module.

The package pam_apparmor may not installed by default, you may need to install it
using YaST or zypper. Details about how to set up and configure pam_apparmor
can be found in /usr/share/doc/packages/pam_apparmor/README
after the package has been installed. For details on PAM, refer to I'nasa 2, Agmopu3sa-
yus ¢ nomougpio PAM (ctp. 19).

pam_apparmor allows you to set up role-based access control (RBAC). A
detailed HOWTO on setting up RBAC with AppArmor is available at http://
wiki.apparmor.net/index.php/AppArmorRBAC.
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Managing Profiled
Applications

After creating profiles and immunizing your applications, becomes more efficient
and better protected as long as you perform AppArmor® profile maintenance (which
involves analyzing log files, refining your profiles, backing up your set of profiles and
keeping it up-to-date). You can deal with these issues before they become a problem
by setting up event notification by e-mail, running periodic reports, updating profiles
from system log entries by running the aa-logprof tool through YaST, and dealing
with maintenance issues.

25.1 Reacting to Security Event
Rejections

When you receive a security event rejection, examine the access violation and
determine if that event indicated a threat or was part of normal application behavior.
Application-specific knowledge is required to make the determination. If the rejected
action is part of normal application behavior, run aa-logprof at the command line
or the Update Profile Wizard in AppArmor to update your profile.

If the rejected action is not part of normal application behavior, this access should

be considered a possible intrusion attempt (that was prevented) and this notification
should be passed to the person responsible for security within your organization.
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25.2 Maintaining Your Security
Profiles

In a production environment, you should plan on maintaining profiles for all of the
deployed applications. The security policies are an integral part of your deployment.
You should plan on taking steps to back up and restore security policy files, plan for
software changes, and allow any needed modification of security policies that your
environment dictates.

25.2.1 Backing Up Your Security Profiles

Backing up profiles might save you from having to reprofile all your programs after
a disk crash. Also, if profiles are changed, you can easily restore previous settings by
using the backed up files.

Back up profiles by copying the profile files to a specified directory.

1 You should first archive the files into one file. To do this, open a terminal window
and enter the following as root:

tar zclpf profiles.tgz /etc/apparmor.d

The simplest method to ensure that your security policy files are regularly backed
up is to include the directory /etc/apparmor.d in the list of directories that
your backup system archives.

2 You can also use scp or a file manager like Konqueror or Nautilus to store the
files on some kind of storage media, the network, or another computer.

25.2.2 Changing Your Security Profiles

Maintenance of security profiles includes changing them if you decide that your
system requires more or less security for its applications. To change your profiles in
AppArmor, refer to Pazgen 21.3, «Editing Profiles» (ctp. 275).
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25.2.3 Introducing New Software into
Your Environment

When you add a new application version or patch to your system, you should always
update the profile to fit your needs. You have several options, depending on your
company's software deployment strategy. You can deploy your patches and upgrades
into a test or production environment. The following explains how to do this with each
method.

If you intend to deploy a patch or upgrade in a test environment, the best method for
updating your profiles is one of the following:

* Run the profiling wizard by selecting Add Profile Wizard in YaST. This creates
a new profile for the added or patched application. For step-by-step instructions,
refer to Pazgen 21.1, «Adding a Profile Using the Wizard» (ctp. 267).

* Run aa-genprof by typing aa—genprof in a terminal while logged in as root.
For detailed instructions, refer to Pazgen 22.6.3.4, «aa-genprof—Generating
Profiles» (ctp. 295).

If you intend to deploy a patch or upgrade directly into a production environment, the
best method for updating your profiles is one of the following:

* Monitor the system frequently to determine if any new rejections should be added
to the profile and update as needed using aa-logprof. For detailed instructions, refer
to Pazpmen 22.6.3.5, «aa-logprof—Scanning the System Log» (ctp. 303).

* Run the YaST Update Profile Wizard to learn the new behavior (high security risk
as all accesses are allowed and logged, not rejected). For step-by-step instructions,
refer to Paznen 21.5, «Updating Profiles from Log Entries» (ctp. 281).
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Support

This chapter outlines maintenance-related tasks. Learn how to update AppArmor®
and get a list of available man pages providing basic help for using the command line
tools provided by AppArmor. Use the troubleshooting section to learn about some
common problems encountered with AppArmor and their solutions. Report defects or
enhancement requests for AppArmor following the instructions in this chapter.

26.1 Updating AppArmor Online

Updates for AppArmor packages are provided in the same way as any other update
for . Retrieve and apply them exactly like for any other package that ships as part of

26.2 Using the Man Pages

There are man pages available for your use. In a terminal, enter man apparmor
to open the apparmor man page. Man pages are distributed in sections numbered 1
through 8. Each section is specific to a category of documentation:

Tabnuua 26.1 Man Pages: Sections and Categories

Section Category

1 User commands
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Section Category

2 System calls

3 Library functions

4 Device driver information
5 Configuration file formats
6 Games

7 High level concepts

8 Administrator commands

The section numbers are used to distinguish man pages from each other. For example,
exit (2) describes the exit system call, while exit (3) describes the exit C library
function.

The AppArmor man pages are:
e unconfined (8)

* autodep (1)

e complain(l)

e enforce (1)

e genprof (1)

e logprof (1)

* change_hat (2)

* logprof.conf (5)

* apparmor.conf (5)

* apparmor.d(5)
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* apparmor.vim(5)
* apparmor (7)

* apparmor_parser (8)

26.3 For More Information

Find more information about the AppArmor product at: http://
wiki.apparmor.net. Find the product documentation for AppArmor in the
installed system at /usr/share/doc/manual.

There is a mailing lists for AppArmor that users can post to or join to communicate
with developers. See https://lists.ubuntu.com/mailman/listinfo/
apparmor for details.

26.4 Troubleshooting

This section lists the most common problems and error messages that may occur using
AppArmor.

26.4.1 How to React to odd Application
Behavior?

If you notice odd application behavior or any other type of application problem,

you should first check the reject messages in the log files to see if AppArmor is too
closely constricting your application. If you detect reject messages that indicate that
your application or service is too closely restricted by AppArmor, update your profile
to properly handle your use case of the application. Do this with the Update Profile
Profile Wizard in YaST, as described in Pazgen 21.5, «Updating Profiles from Log
Entries» (ctp. 281).

If you decide to run your application or service without AppArmor protection,

remove the application's profile from /etc/apparmor.d or move it to another
location.
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26.4.2 My Profiles do not Seem to Work
Anymore ...

If you have been using previous versions of AppArmor and have updated your system
(but kept your old set of profiles) you might notice some applications which seemed
to work perfectly before you updated behaving strangely, or not working at all .

This version of AppArmor introduces a set of new features to the profile syntax and
the AppArmor tools that might cause trouble with older versions of the AppArmor
profiles. Those features are:

* File Locking

* Network Access Control

* The SYS_PTRACE Capability
* Directory Path Access

The current version of AppArmor mediates file locking and introduces a new
permission mode (k) for this. Applications requesting file locking permission might
misbehave or fail altogether if confined by older profiles which do not explicitly
contain permissions to lock files. If you suspect this being the case, check the log file
under /var/log/audit/audit. log for entries like the following:
type=APPARMOR_DENIED msg=audit (1188913493.299:9304): operation="file_lock"

requested_mask="::k" denied_mask="::k" fsuid=1000 name="/home/
tux/.qgt/.gtrc.lock" pid=25736 profile="/usr/bin/opera"

Update the profile using the YaST Update Profile Wizard or the aa-logprof
command as outlined below.

The new network access control syntax based on the network family and type
specification, described in Paznen 19.5, «Network Access Control» (cTp. 249), might
cause application misbehavior or even stop applications from working. If you notice a
network-related application behaving strangely, check the log file under /var/log/
audit/audit . log for entries like the following:

type=APPARMOR_DENIED msg=audit (1188894313.206:9123) :
operation="socket_create" family="inet" sock_type="raw" protocol=1
pid=23810 profile="/bin/ping"
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This log entry means that our example application, /bin/ping in this case, failed
to get AppArmor's permission to open a network connection. This permission has to
be explicitly stated to make sure that an application has network access. To update the
profile to the new syntax, use the YaST Update Profile Wizard or the aa—logprof
command as outlined below.

The current kernel requires the SYS_PTRACE capability, if a process tries to
access files in /proc/pid/£d/*. New profiles need an entry for the file and the
capability, where old profiles only needed the file entry. For example:

/proc/*/fd/** rw,

in the old syntax would translate to the following rules in the new syntax:

capability SYS_PTRACE,
/proc/*/fd/** rw,

To update the profile to the new syntax, use the YaST Update Profile Wizard or the
aa-logprof command as outlined below.

With this version of AppArmor, a few changes have been made to the profile rule
syntax to better distinguish directory from file access. Therefore, some rules matching
both file and directory paths in the previous version might now just match a file path.
This could lead to AppArmor not being able to access a crucial directory at all, and
thus trigger misbehavior of your application and various log messages. The following
examples highlight the most important changes to the path syntax.

Using the old syntax, the following rule would allow access to files and directories in
/proc/net. It would allow directory access only to read the entries in the directory,
but not give access to files or directories under the directory, e.g. /proc/net/
dir/foo would be matched by the asterisk (*), but as foo is a file or directory
under dir, it cannot be accessed.

/proc/net/* r,

To get the same behavior using the new syntax, you need two rules instead of one.
The first allows access to the file under /proc/net and the second allows access
to directories under /proc/net. Directory access can only be used for listing the
contents, not actually accessing files or directories underneath the directory.

/proc/net/* r,
/proc/net/*/ r,

The following rule works similarly both under the old and the new syntax, and allows
access to both files and directories under /proc/net:
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/proc/net/** r,

To distinguish file access from directory access using the above expression in the new
syntax, use the following two rules. The first one only allows to recursively access
directories under /proc/net while the second one explicitly allows for recursive
file access only.

/proc/net/**/ r,
/proc/net/**[*/] r,

The following rule works similarly both under the old and the new syntax and allows
access to both files and directories beginning with foo under /proc/net:

/proc/net/foo** r,

To distinguish file access from directory access in the new syntax and use the * *
globbing pattern, use the following two rules. The first one would have matched both
files and directories in the old syntax, but only matches files in the new syntax due to
the missing trailing slash. The second rule matched neither file nor directory in the old
syntax, but matches directories only in the new syntax:

/proc/net/**foo r,
/proc/net/**foo/ r,

The following rules illustrate how the use of the ? globbing pattern has changed.

In the old syntax, the first rule would have matched both files and directories (four
characters, last character could be any but a slash). In the new syntax, it matches only
files (trailing slash is missing). The second rule would match nothing in the old profile
syntax, but matches directories only in the new syntax. The last rule matches explicitly
matches a file called bar under /proc/net/foo?. Using the old syntax, this rule
would have applied to both files and directories:

/proc/net/foo? r,

/proc/net/foo?/ r,
/proc/net/foo?/bar r,

To find and resolve issues related to syntax changes, take some time after the update
to check the profiles you want to keep and proceed as follows for each application
you kept the profile for:

1 Make sure that AppArmor is running and that the application's profile is loaded.

2 Start the YaST AppArmor Control Panel and put the application's profile into
complain mode. Log entries are made for any actions violating the current profile,
but the profile is not enforced and the application's behavior not restricted.
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3 Run the application covering all the tasks you need this application to be able to
perform.

4 Start the YaST Update Profile Wizard to update the application's profile according
to the log entries generated while running the application.

5 Once the profile is updated, put it back into enforce mode via the YaST
AppArmor Control Panel.

Using the AppArmor command line tools, you would proceed as follows:
1 Put the application's profile into complain mode:

aa-complain /path/to/application

2 Run the application.

3 Update the profile according to the log entries made while running the application:

aa-logprof /path/to/application

4 Put the resulting profile back into enforce mode:

aa-enforce /path/to/application

26.4.3 How to Confine KDE Applications
with AppArmor?

Currently, it is not possible to confine KDE applications to the same extent as any
other application, due to the way KDE manages its processes.

If you want to confine KDE applications, choose one of the following approaches, but
note that none of them are really suited for a standard setup:

Create a Single Profile for the Entire KDE Desktop
As all KDE processes are children of one parent process and AppArmor cannot
distinguish an individual application's process from the rest, create one huge
profile to confine the entire desktop all at once. This approach is only feasible
if your setup is a very limited (kiosk-type) one. Maintaining such a profile for
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a standard KDE desktop (including all of its applications) would be close to
impossible.

Modify KDE's process handling
Using KDE_EXEC_SLAVES=1 and KDE_IS_PRELINKED=1 variables force
KDE to manage its processes in a way that allows AppArmor to distinguish
individual applications from each other and apply profiles to them. This approach
might slow down your desktop considerably, as it turns off a crucial optimization
for speed. Note that the above mentioned environment variables have to be set
before KDM/XDM/GDM or startx are started. One way to achieve this would be
to add them to /etc/security/pam_env.conf.

26.4.4 How to Resolve Issues with
Apache?

Apache is not starting properly or it is not serving Web pages and you just installed

a new module or made a configuration change. When you install additional Apache
modules (like apache2-mod_apparmor) or make configuration changes to
Apache, you should profile Apache again to catch any additional rules that need to be
added to the profile.

26.4.5 How to Exclude Certain Profiles
from the List of Profiles Used?

Run aa-disable PROGRAMNAME to disable the profile for PROGRAMNAME.
This command creates a symbolic link to the profile in /etc/apparmor.d/
disable/. In order to reactivate the profile, just delete that link.

26.4.6 Can | Manage Profiles for
Applications not Installed on my System?

Managing profiles with AppArmor requires you to have access to the log of the
system on which the application is running. So you do not need to run the application
on your profile, build host as long as you have access to the machine that runs the
application. You can run the application on one system, transfer the logs (/var/
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log/audit.logor,if audit is notinstalled, /var/log/messages) to your
profile build host and run aa-logprof -f path_to_logfile.

26.4.7 How to Spot and fix AppArmor
Syntax Errors?

Manually editing AppArmor profiles can introduce syntax errors. If you attempt to
start or restart AppArmor with syntax errors in your profiles, error results are shown.
This example shows the syntax of the entire parser error.

localhost:~ # rcapparmor start
Loading AppArmor profiles AppArmor parser error in /etc/apparmor.d/

usr.sbin.squid at line 410: syntax error, unexpected TOK_ID, expecting
TOK_MODE

Profile /etc/apparmor.d/usr.sbin.squid failed to load

Using the AppArmor YaST tools, a graphical error message indicates which profile
contained the error and requests you to fix it.

Errors found in AppArmor profiles

These problems must be corrected before AppArmor can be
started or the profile management tools can be used.

* [etc/apparmor.djusr.sbintraceroute contains syntax errors.
Line [foo]

You can find a description of AppArmor profile syntax by running
man apparmor.d

Comprehensive documentation about AppArmor is available in
the Administration guide. This is available in the directory:

fusrjsharejdoc/manual/suselinux-manual_LANGUAGE.
Please refer to this for more detailed information about AppArmor

<ok

To fix a syntax error, log in to a terminal window as root, open the profile, and
correct the syntax. Reload the profile set with rcapparmor reload.

MOOCKA3KA: AppArmor Syntax Highlighting in vi

The editor vi on supports syntax highlighting for AppArmor profiles. Lines
containing syntax errors will be displayed with a red background.
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26.5 Reporting Bugs for AppArmor

The developers of AppArmor are eager to deliver products of the highest quality.
Your feedback and your bug reports help us keep the quality high. Whenever you
encounter a bug in AppArmor, file a bug report against this product:

1 Use your Web browser to go to https://bugzilla.novell.com/
index.cgi.

2 Enter the account data of your Novell account and click Login
or
Create a new Novell account as follows:

2a Click Create New Account on the Login to Continue page.

2b Provide a username and password and additional address data and click
Create Login to immediately proceed with the login creation.

or

Provide data on which other Novell accounts you maintain to sync all these
to one account.

3 Check whether a problem similar to yours has already been reported by clicking
Search Reports. Use a quick search against a given product and keyword or use the
Advanced Search.

4 If your problem has already been reported, check this bug report and add extra
information to it, if necessary.

5 If your problem has not been reported yet, select New from the top navigation bar
and proceed to the Enter Bug page.

6 Select the product against which to file the bug. In your case, this would be your
product's release. Click Submit.

7 Select the product version, component (AppArmor in this case), hardware
platform, and severity.
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8 Enter a brief headline describing your problem and add a more elaborate
description including log files. You may create attachments to your bug report for
screen shots, log files, or test cases.

9 Click Submit after you have entered all the details to send your report to the
developers.
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AppArmor Glossary

Apache
Apache is a freely-available UNIX-based Web server. It is currently the most
commonly used Web server on the Internet. Find more information about Apache
at the Apache Web site at http://www.apache.orgq.

application firewalling
AppArmor contains applications and limits the actions they are permitted to take.
It uses privilege confinement to prevent attackers from using malicious programs
on the protected server and even using trusted applications in unintended ways.

attack signature
Pattern in system or network activity that alerts of a possible virus or hacker
attack. Intrusion detection systems might use attack signatures to distinguish
between legitimate and potentially malicious activity.

By not relying on attack signatures, AppArmor provides "proactive" instead of
"reactive" defense from attacks. This is better because there is no window of
vulnerability where the attack signature must be defined for AppArmor as it does
for products using attack signatures to secure their networks.

GUI
Graphical user interface. Refers to a software front-end meant to provide an
attractive and easy-to-use interface between a computer user and application. Its
elements include such things as windows, icons, buttons, cursors, and scroll bars.

globbing
Filename substitution.
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HIP
Host intrusion prevention. Works with the operating system kernel to block
abnormal application behavior in the expectation that the abnormal behavior
represents an unknown attack. Blocks malicious packets on the host at the
network level before they can «hurt» the application they target.

mandatory access control
A means of restricting access to objects that is based on fixed security attributes
assigned to users, files, and other objects. The controls are mandatory in the sense
that they cannot be modified by users or their programs.

profile foundation classes
Profile building blocks needed for common application activities, such as DNS
lookup and user authentication.

RPM
The RPM Package Manager. An open packaging system available for anyone
to use. It works on Red Hat Linux, , and other Linux and UNIX systems. It is
capable of installing, uninstalling, verifying, querying, and updating computer
software packages. See http://www.rpm.org/ for more information.

SSH
Secure Shell. A service that allows you to access your server from a remote
computer and issue text commands through a secure connection.

streamlined access control
AppArmor provides streamlined access control for network services by
specifying which files each program is allowed to read, write, and execute. This
ensures that each program does what it is supposed to do and nothing else.

URI
Universal resource identifier. The generic term for all types of names and
addresses that refer to objects on the World Wide Web. A URL is one kind of
URL

URL
Uniform Resource Locator. The global address of documents and other resources
on the World Wide Web.

The first part of the address indicates what protocol to use and the second part
specifies the IP address or the domain name where the resource is located.
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For example, in http://www.novell.com, http is the protocol to use.

vulnerabilities
An aspect of a system or network that leaves it open to attack. Characteristics
of computer systems that allow an individual to keep it from correctly operating
or that allows unauthorized users to take control of the system. Design,
administrative, or implementation weaknesses or flaws in hardware, firmware,
or software. If exploited, a vulnerability could lead to an unacceptable impact
in the form of unauthorized access to information or the disruption of critical
processing.
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NTnueH3sum GNU

3o npunoxenue conepxutT GNU General Public License Bepcuu 2 u GNU Free
Documentation License Bepcun 1.2.

VYausBepcaiabHass OomecrBennas Jlunen3ust GNU (GNU General Public
License)

Bepcus 2, mions 1991 1.
Copyright (C) 1989, 1991 Free Software Foundation, Inc. 59 Temple Place - Suite 330, Boston, MA 02111-1307, USA
(C) Hepesoa. O.B. Kysuua, B.M. I0da, 1993 (C) IMeperon. O.C. TuxoHos, 1998

STOT OKYMEHT MOKHO KOMHMPOBATh, @ TAKKE PACTIPOCTPAHSITE €ro A0CIOBHBIE KOIHUH, OIHAKO BHOCUTD B HET'O N3MEHEHHSI 3AIPEIIEHO.

Ipeambya

JInuensun Ha GobIIyI0 YacTh NpOrpaMMHOro odecrnedenus (ITO) cocTaBleHs! Tak, YTOObI IMIIMT BAaC CBOOOJIBI COBMECTHO MCTIONB30BaTh M M3MEHATH
ero. B mpoTHBOMOJIOKHOCTB 3TOMY, NIpe/iHa3HayeHue YHuBepcanbHoii O6mectBenHoi JInnensun GNU cocTOMT B TOM, 4TOObI FApaHTHPOBATH Ballly
cB0GO/Ty COBMECTHO MCIIONb30BaTh M M3MeHATh cBoboaHoe 10, T.e. obecneunts codomy ITO s Beex ero nonmp3osareneil. JanHas YHUBepcabHas
OobuectBenHast JIuneH3us npumenuMa K Gobiueii yactu ITO Ponga Crodoaroro ITO 1 KO BCeM APYruM MPOrpamMmam, Ybd aBTOPbI IPUHUMAIOT Ha
ce0st 0053aTesILCTBO ee HCOoIb30BaTh. (s HekoTophIx mporpamm Ponga CroGoaHoro ITO BMecTo Hee mpuMeHsieTcs: Y HuBepcaibHast OOIecTBeHHAs
JInuensusa GNU nns 6u6anotek.) Bol Toke MOKeTe IPUMEHHUTH €€ K CBOMM IPOrpaMMaM.

Korpaa mer roopum o cBoboHoM 1O, MBI nMeeM B Bijly cBOGOAY, a He GecrnatiocTk. Hamm Yausepcanbhbie Obimectsennbie JInnensum pazpada-
TBIBAIIACH [UIA TOTO, 9TOOBI TapaHTHPOBATh, YTO BRI MOJI3YETECH CBO()O}]Oﬁ PacrpoCcTpaHATh KOIMUK CBOﬁOﬂHOI"O 1o (VI TIPH KEJTAHUM TIOJTy4aTh 34 3TO
BO}Hal’pa}K}:{eHMe); UTO BBI MTOJTy4aeTe "CXO,‘]HHﬁ KOJI WJTM MOKETE TIOJTyIUTh €ro, €CJIM 3aXOTUTE; YTO Bl MOKETE U3MEHATH I1O i KCTIONB30BATH €10
YaCTHU B HOBBIX CBOﬁO}lelX TIpOrpaMmax; U 4TO BbI 3HACTE 000 BCEX ITHX TIpaBax.

YToOb! 3AIMTUTD BAILM T1PaBa, HAM HYKHO BBECTH HEKOTOPbIE OFPAHUUEHMUS, KOTOPHIE 3alPETST KOMY Obl TO HU ObUIO OTKA3bIBATh BAM B 9THX IPaBax
WM NIOTPeOOBATH OT BAC OTKA3AThCs OT STHX IIPaB. T OrpaHMYCHUs! HAKJIAJBIBAIOT HA BAC HEKOTOPBIE 00SI3aTE/LCTBA, €CIIN Bbl PACIIPOCTPAHSIETE KO-
i 10 nim u3Mensiere ero.

Hanpumep, eciiu Bbl pacipocTpaHsieTe KOIMK TaKO# [IPOrpaMMbl OECIUIATHO WM 32 BO3HAIPAK/IEHUE, BbI JOJIKHBI IPEJIOCTABUTD IOy YaTelIsiM BCe
paBa, KOTOPLIMU 00JIaJaeTe Bbl CaMK. Bbl 10JIKHBI TapaHTHPOBATH, YTO OHH TOXKE MOJIyYaT MJIM CMOT'YT HOJIYYUTh HCXOAHBINA Ko/, HakoHew, Bbl JOJTK-
HBI 10KA3aTh UM TEKCT JIAHHBIX YCJIOBHIi, YTOOBI OHU 3HAJIM O CBOMX [PABaX.

MBI 3amynaeM Bamy rpasa B iBa vtamna: (1) coxpansem aBropckue npasa Ha I1O u (2) npeutaraeM BaM 3Ty JIMIIEH3HIO, KOTOpast JaeT BaM 3aKOHHOE
MpaBoO KOMUPOBATh, PACIIPOCTPAHATH H/Wi Moaudumposats I10.

Kpome Toro, B Le/IAX 3aIUTHl KAK KaKIO0T0 aBTOPa, TaK M HAC, MBI XOTUM YIOCTOBEPHTBCSA, YTO Kask/blil TOHMMAET, UTO rapaHTHii Ha 3TO CBOGOIHOE
T1O wer. Eci TTO moauduimpyercs 1 iepefaercs KeM-To elle, Mbl XOTHM, YTo0bI nostyyatesu I1O 3HaJm, uTo T, YTO y HUX €CTh, — 3TO HE OPHIH-
HaJl, YTOGBI JIOObIE MPOOIEMBI, CO3/IaHHBIE APYTMMH, HE OTPa3HIINCh Ha PeNyTallii NepPBOHAYAIBHBIX aBTOPOB.
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W HakoHell, KaX 10/ CBOOOIHOI MPOrpaMMe MOCTOSHHO YrpoKaloT maTeHThl Ha IT0. Mbl XOTHM M30eKaTh TOH OMACHOCTH, YTO MOBTOPHBIE PACIIPOCTPa-
HUTENH CBOOOIHOM MPOrpaMMBbl CAMOCTOSATENBHO MOJTy4aT NaTeHTH, JieJiast IIPorpaMMy TaKMM 00Pa3OM YaCTHO# COOCTBEHHOCTBIO. UTOGH peIoTBpa-
THTb 3TO, MBI CO BCEHi ONPEIeNIeHHOCTBIO 3asBJIAEM, UYTO JI000I MATEHT J0JKeH ObITh MO0 TIPEIOCTAB/IEH BCeM JUTA CBOOOIHOIO MCTOJIb30BAHUS, INO0
He MPeJI0CTaBJIeH HUKOMY.

Huke cietylor ToUHbIE ONpe/ie/ieHus M YCTIOBUS JUTsl KOMMUPOBAHUS, PACIPOCTPAHEHUs U MOIMpUKaLMU.

OIIPEJEJIEHUA N YCJIOBUA 1J1d1 KOIITMPOBAHNSA, PACITPOCTPAHEHNA U MOIUPUKALININ

0. Dra Jlnuensus npuMeHNMa K oG0i MporpavMMe WiH JPYroMy MPOM3BEICHHIO, COZIEPKAIEMy YBETOMIEHHE, MOMEIIIEHHOE JIepKaTeleM aBTOPCKHX
TIPaB U COOOIIAIOIIEE O TOM, YTO OHO MOKET PACTIPOCTPAHSTHCS MPH YCIOBHSIX, OTOBOPEHHBIX B IaHHOH YHuBepcabHOi O0mecTBeHHO# Jlnnensnn. B
JasbHeliem TepMuH «IIporpaMma» OTHOCHTCSA K JI000# TaKO#i IporpaMMe MM TIPOM3BE/ICHUIO, 2 TEPMUH «IPOM3BE/ICHHE, OCHOBaHHOE Ha ITporpam-
Me» o3HavaeT [TporpamMmy i o060e pou3Besienne, cofiepikaiee [IporpaMmy uiim ee 4acTh, JOCTOBHYIO, HJIH MOJMGHITMPOBAHHYIO, H/WJTH TIepeBe-
JICHHYIO Ha JIpyroi si3bIK. (371ech ¥ 1aee NepeBo/] BKINoYaeTcs 6e3 OrpaHHueHUi B MOHATHE «MOUpHUKanms».) Kax bl 061amaTesh TMIEH3MM ajipe-
CYeTcs KaK «BbI».

Bujp! 1eTeIbHOCTH, He ABJISIOIIMECH KOIUPC pacrpoctp i Mozud: i1, He oxBaThIBalOTCA NaHHOI JIMlens3ueii; onu exar 3a
npefieniaMu ee BausAHMs. Vicrionp3osanue TTIporpamMmel 1o ee (hyHKIMOHAILHOMY Ha3HAYEHHIO HE OTPaHMYEHO, a BHIXO/IHbIE JaHHble ITporpamMmel oxBa-
THIBAIOTCA 3T0i JINIIEH3Kei, TObKO eClIi UX COJlep:KaHue SABIISETCS NPOM3BEIEHUEM, OCHOBAHHBIM Ha [TporpaMme (BHe 3aBUCHMOCTH OT TOTO, ObLTH JIH
OHMU TI0JIy4eHbl B POLIECCE UCNOIb30BaHUs TTporpamMmel). SBJIAIOTCSA JIM OHM TAKOBBIMH, 3aBHCUT OT TOTO, YTO UMEHHO jiesaeT TTporpamma.

1. Bbl MOKeTe KOMMPOBATh U PACIPOCTPAHATH JIOCTOBHBIE KOTIMU HCXOHOTO Koja [TporpamMmel 1o ero mojtydeHuy Ha ToOOM HOCHTEJIe, PH yCIIOBUN
YTO BBl COOTBETCTBYIONIMM 0OPa30M NOMEIIAeTe Ha BHIHOM MECTE B KaX/I0i KOIMH COOTBETCTBYIOMIEE yBEIOMIIEHHE 00 aBTOPCKMX TpaBax M OTKa3 OT
TIPE/IOCTABIICHH s TAPAHTHIA; OCTABJISIETE HETPOHYTHIMH BCE YBEIOMIICHUS, OTHOCSIIMECS K JaHHOH JINIIEH31M M K OTCYTCTBUIO KaKMX-TMO0 TapaHTHil; 1
TiepesiaeTe BCeM IPYTUM mostydatesisam IporpaMmer Kommio aanHoi JInnensun Bmecte ¢ IIporpaMmoii.

Bbl MOskeTe Ha3HAYUTD IUIATY 32 (DUBUYECKUN aKT Hepefayd KOIUU U MOKETe [0 CBOEMY YCMOTPEHHUIO IPEJOCTABIIATh FAPAHTHY 32 BOHATPaXKICHHUE.

2. Bbl MOKeTe M3MEHSITh CBOIO KOIMHMIO MM Konuu TTporpammel 1M JTio00ii ee 4acTu, co3/iaBast TAKHM 00pa3oM MPOM3BeieHHe, OcHoBaHHOe Ha [Tpo-
rpamMe, U KOMMPOBATH M PACTIPOCTPAHSATH TH MOANMHKAIINN UM IPOM3BE/ICHNE B COOTBETCTBUM C PaszienioM 1, MpUBEAEHHBIM BhILIE, IPH YCIOBUH,
YTO Bbl BBINOJIHUTE BCE HUAKECIICIYIOIIHE YCIOBHSL:

a) Bbl 00s13aHbl CHA0AMTH MOAU(ULIMPOBaHHbIE (hAILIbI 3AMETHBIMU YBEIOMICHHSMH, COAEPKAIMMU YKA3aHUs HA TO, YTO Bbl W3MEHIIN (ailiibl, 1
J1aTy Kax/J10ro U3BMEHEHHUS.

b) Bsl 00s13aHBI IPEIOCTABATH BCEM TPETHHUM JIMIIAM JIMIIEH3HIO HA OECTUIATHOE MCTIONb30BaHHUE Kak/I0r0 MPOM3BECHNUS, KOTOPOE Bl PACIPOCTpaHsie-
Te WK MyOINKyeTe, IEJTHKOM, H KOTOPOE MOTHOCTBIO MJTH YaCTHYHO COePKUT [TporpaMmy HiTH Kakyio-JIMOO0 ee 4acTh, Ha YCIOBHSX, OTOBOPEHHBIX B
JIaHHO# JIMIIEH31H.

¢) Eciu MoauguumrpoBaHHas porpaMma 0ObIYHO YMTaeT KOMAH/(bl B MHTEPAKTUBHOM pexuMe padoThl, Bbl 10JDKHbI Ce/IaTh TaK, YTOOBI IPH 3aIyCKe
piuiby paéo’m B TAKOM UHTEPAKTUBHOM pEKUME 06bl‘iHblM JUIsA Hee CllOCOéOM OHa IeyaTalla Wiv BbIBO/IWJIa HA KpaH Oé'bﬂBJleHMe, cojiepkKallee CoOoTBeT-
CTBYyIOLLEE yBeJOMJIEHHE 00 aBTOPCKUX MPABaX U YBEJAOMIEHHE O TOM, YTO FApaHTHil HeT (WK, HA00OPOT, COOOLIAIOLIEe O TOM, YTO Bl OOECIIerBaeTe
mpaHTmm), M 4TO M0JIb30BATEJIM MOI'YT [IOBTOPHO PACHIPOCTPAHATH IIPOrpaMMy [IPpU 3TUX YCJIOBUAX, U YKa3bIBaIOLIEE 110JIb30BATEIII0, KaK ITPOCMOTPETH
komo pauuoii Jlunensun. (Mckimouenue: eciu cama [IporpaMma paboTaeT B MHTEPAKTHBHOM PeKMMe, HO OOBIYHO He BBIBOJMUT ITOI00HBIX COOOLIEHHUI,
TO Ballle IPOU3Be/ieHNe, OCHOBaHHOe Ha [Iporpamme, He 0053aHO BBIBOANTH OObSBIIEHNE. )

ITH TpeOOBaHMs MPUMEHSIOTCS K MOAH(HIIMPOBAHHOMY MPOM3BEICHHIO B 11eIOM. ECITH M3BECTHBIE YACTH 3TOTO MPOU3BE/ICHNUS He ObLTH OCHOBAHbI Ha
TIporpamMme 1 MOTYT OOOCHOBAHHO CUHTATHCSI HE3ABHCHMBIMU M CAMOCTOSITETbHBIMU MPOM3BE/ICHUAMH, TO 9Ta JIMIEH3Us U ee YCIIOBUS He PacrpocTpa-
HSAIOTCS HA 9TH YaCTH, €CJIM Bbl PACTIPOCTPaHsAeTe UX KaK OT/esIbHbIe MTpor3BeieHnsa. Ho ecii BBl pacripocTpaHseTe 3TH YacTH KakK YacTh LIEJI0T0 MPOU3-
BeJIeHNsI, OCHOBAHHOTO Ha ITporpamme, T BbI 00SI3aHBI Ie/IaTh 3TO B COOTBETCTBHH C YCIOBUSAMMU JAaHHO# JIMIIEH3MHU, PAaCTIPOCTPaHsis paBa MoJyyate-
JIel JTMIIEH3MH Ha BCe TIpPOMU3BEACHNE U, TAKUM 06p'«130M, Ha KaK/1y10 4YaCTh, BHE 3aBUCHUMOCTH OT TOTO, KTO €€ Hamucasl.

Takum 06pa3oM, cojiepikaHue TOro pa3jielia He UMEET LIEJIM IIPETEeH/I0BaTh Ha BAK IIPaBa Ha IIPOU3BE/IEHNE, HATUCAHHOE MOJIHOCTBIO BAMM, HIIK
OCHapUBaTh UX; LEJIb CKOPEE B TOM, YTOOb! Peajin30BaTh PABO YNPAB/IATH PACIPOCTPAHEHUEM IIPOU3BOAHBIX MM KOJUIEKTUBHBIX IIPOU3BEIEHHI, OCHO-
BaHHbIX Ha [Tporpamme.

Kpome Toro, mpocToe HaxoskAeHHe APYToro MPON3BEICHHs, He OCHOBAHHOTO Ha 910t ITporpamme, coBmecTHO ¢ ITporpaMMoii (MU ¢ PoM3BeICHHEM,
OCHOBAHHEIM Ha 3T0i [Iporpamme) Ha OJHOM HOCHTEJIE JUTs TIOCTOSIHHOTO XPAHCHNSI M PACTIPOCTPAHSICMOM HOCHTEJIe He PACTIPOCTPAHSIET JeHCTBHE
3TOM JIMIEH31N Ha APYroe MPOU3Be/IeHNE.

3. Bsl MOXeTe KOIUPOBaTh U pacnpocTpansTs IIporpammy (MM mpousBeeHue, OCHOBAHHOE Ha Hell) coriacHo Pasjesty 2) B 0OObeKTHOM KOJIe WU B
BbIIIOJIHUMOM BUJ/IE B COOTBETCTBUHU C Pa’s,uenamu lu 2, TIPUBE/ICHHBIMH BBILLIE, [IPUA YCJIOBUH, YTO Bbl TAKKE BLIIIOJTHUTE O/IHO U3 CIEAYIOLINX Tpe(’)osa-
HUIA:

a) ConpoBoauTe ee NOTHBIM COOTBETCTBYIOIIMM MAIIMHOYMTACMBIM HCXOTHBIM KOJIOM, KOTOPHIIH I0JKEH paclipoCTPaHAThCSA B COOTBETCTBUM C Pasnie-
namu 1 ¥ 2, NpUBeICHHBIMHU BBIIIIE, HA HOCHTEJIE, KOTOPhIH 0OBIYHO HCHIONb3yeTcs At oomena ITO; nmm,

b) Comnpooayrte ee MUCbMEHHbIM IIPE/IIOK JefcTBY 0 KpaiiHell Mepe B TeUEHUE TPeX JIeT, IPEOCTABUTH JIIOOOMY TPEThEMY JIULLY
3a BO3HAIPAK/ICHUE, HE NIPEBBILIAIONIEE CTOUMOCTh (bMBM‘{CCKOl'O AKTa U3rOTOBJICHUSA KOIHUH, ITOJIHYI0 MAITMHOYUTAEMYIO KOIUIO COOTBETCTBYIOLLETO
HCXOJJHOTO KOJIa, HOIJICKALIYIO PACIIPOCTPAHEHHUIO B COOTBETCTBUHM ¢ Pa 1u2,mp BBILIE; WK

¢) Comnpopoaure ee MH(pOPMALMEH, NOMyYeHHOI BAMU B KayeCTBe TPe/IOKEHNs PaCHPOCTPAHUTh COOTBETCTBYIONIMIA HCXOIHBIN KOJI. (DTa BO3BMOX-
HOCTb IOMYCTHMa TOJIBKO JUIi HEKOMMEPYECKOTO PACHPOCTPAHEHH S, U TOJIBKO €CJTH BbI TIOJTYYHIIM TIPOrpaMMy B 0OBEKTHOM KOJIe MJTH B HCTIOTTHAEMOM
BHJIE C TIPE/UIOKEHUEM B COOTBETCTBUH ¢ ITyHKTOM b) BbIlIIE.)

PykoBoncTteo no 6e3onacHocTu



VcxoaHblii KO UTst TIPOU3BEACHUA O3HAYAET €ro BU/L, l'IpeHHO‘lTHTCJ'Il:HbIﬁ JUIA BBINOJITHEHUA B HEM MOJ]I/IQ)PIKZ\L[VH‘/JI. JIns uCNoNIHSAEMOro TIPOU3BEACHUSA
TIOJTHBIT MCXO/IHBII KO/l O3HAYAET BCE MCXOHbIE KOJbI JIS BCEX Monyneﬁ, KOTOPBIE OH COIEPKHUT, IUIIOC T0OBIE CBSI3aHHBIE C TIPOU3BEACHUEM Cl)aﬁﬂbl
onpeaesieHus MHTeprbeﬁca, TUTIOC CIIEHAPWUH, UCTIOJIb3YEMBIC IS YTIPABIICHUSA KOMMWIALHEN 1 yCTaHOBKOﬁ HUCTIOJIHAEMOr O TTPOU3BEACHUA. OpHako, B
BHJIE 0COOOTO UCKITIOYEHH S paCl’lpOCTpaHfleMHﬁ MCXO/IHBII KO He 00s13aH BKJIIOYATh TO, 4TO 0OBIYHO TIpeIoCTaBIACTCA (Kal( B 06L€KTHI>IX, TaK U B UC-
XOJHBIX KOHBX) C OCHOBHBIMH KOMITOHEHTAMM (KOMHPUIHTOP, AAPO U Tak J]anee) OHCPQUHOHHOﬁ CHUCTEMBI, ITOJ1 yIIPaBICHHEM KOTOPOﬁ pa60TaeT HUCTIoJ-
HAEMOE NPOU3BEACHHE, 3a UCKIIIOUYEHUEM ClTy4yas, KOrja caMm KOMIIOHEHT COMPOBOK/IAET UCIIOHAEMOE IMPOU3BEICHUE.

Ecimm pacnpocTpaHeHie HCTIOMHAEMOTO MPOM3BEACHHST HiTH OOBEKTHOTO KOJIA MPOMCXOAUT MyTeM MPEOCTABIICHNUS JOCTYTIA JIsl KOMMPOBAHMSI C 000-
3HAYCHHOTO MECTa, TO MPEAOCTABICHHAE JIOCTYIA JUIA KOMMPOBAHUA UCXOIHOTO KOJIa € TOTO K€ MECTa CYUTACTCA PaCrpoCTPAaHEHUEM UCXOHOr0 KoJa,
JIake eI TPEThH JIHIA He MPUHYKAAITCS K KOMMPOBAHMIO HCXOIHOTO KO/IA BMECTE C OOBEKTHBIM KOJIOM.

4. Bbl HE MOKETE KOMPOBATh, U3MEHATH, TIOBTOPHO JIMIIEH3UPOBATD, WJIM PACIPOCTPaHsATh [1porpaMmy HUKAaKMM HHBIM CIIOCOOOM, KPOME SBHO
TIpe/lyCMOTPEHHBIX laHHO# JIutiensueit. JTioGas noneITka KOMMPOBaTh, U3MEHATH WM PacpocTpaHsTh IporpaMmy Kakum-1u00 ApyruMm criocodbom
WM C M3MEHEHHOM JIMIIEH3Mell HePaBOMEpPHA ¥ aBTOMATHYECKHM TIPEKPAIlaeT Ballli NpaBa, IaHHbIe BaM 9Toi Jlnuensueid. OiHAKO JTULIEH3UH JIHLL, T10-
JIyYMBIIMX OT BaC KOMUU MIIM MPaBa COTJIACHO JIAHHO# Y HuBepcabHOii ObmmecTBeHHol JIneHsun, He MPeKpaaloT CBOETo ICHCTBUSA, ECIM 3TH JTULA
TOJIHOCTBIO COOMO/IAIOT YCTIOBUS.

5. Bol He 00s13aHbI coriamarhes ¢ 91oi JIniensueii, Tak Kak Bbl He HOANKMCHIBAIM ee. OHAKO, HUYTO, KpOMe 3TOi JIMLIEH3MH, He JaeT BaM IPaBo U3-
MEHSTh WM PAcIIpOCTPaHATh 3Ty IIporpammy 1M OCHOBaHHbIE HA Hel POU3BEJEHNs. DTH JEHCTBUS 3aMPeIleHbl 3aKOHOM, €CJIU Bbl He IPUHUMAETe K
cobumonieHuio 31y JIuuensuo. A 3HaUuT, U3MeHsist WK pacnpoctpaHsist IIporpammy (nim npoussejeHue, ocHoBaHHoe Ha [Iporpamme), Bbl U3bsiBIIsieTe
cBoe corsiacue ¢ 91oii JIuueHsueit 1 BceMu ee yCIOBUSMU O KOMMPOBAHHUY, PACIIPOCTPaHeHUH Wil MouduKaruy IIporpaMmMbl WM OCHOBAHHBIX Ha HEl
MIPOM3BEICHUI.

6. Kaskplit pa3, Kora Bbl IOBTOPHO pacripoctpansiere ITporpammy (i mo6oe npousBeieHne, OCHOBaHHOe Ha ITporpamme), oJrydareib 3TOro mpo-
U3BEJIEHNs] ABTOMATUYECKH T10JIyYaET OT [IEPBOHAYATILHOTO BBIIABLIETO JIMIIEH3MIO JIMIIA CBOIO JIMLIEH3HUIO HA KONMPOBAHUE, PACTIPOCTPAHEHUE HIIM MO-
Jmukarmio ITporpammel, oGcyk1aeMylo B 9STHX ONpPeJIeSIeHHsX U YCIOBHSAX. Bbl He MokeTe HajlaraTh KaKiX-IMO0 JOMONHUTE/IbHBIX OrPaHUYEeHHil Ha
OCYIIECTBJICHHE TI0JTydaTesieM IpaB, TIPeOCTAB/ICHHbIX JaHHBIM JIOKYMEHTOM. BbI He HeceTe OTBETCTBEHHOCTH 3a COOJIOZIEHHE TPETHHMH JIMLIAMHU YCII0-
Byt 3TOM JINneH3uu.

7. Ecnu B pe3ynbTaTe CyaeGHOrO pa3oMpaTeNbCTBa, MM OOBMHEHHA B HAPYIICHUHN TIATEHTA HIIM 110 JIIOO# APYroil NpuunHe (He 00A3aTeIbHO CBA3aH-
HOIi C TaTeHTaMH), BaM HaBsA3aHbl YCIIOBHA, IPOTHBOpPEYAIIHE JaHHOH JIMIeH31H (MO MOCTAHOB/IEHHIO CY/Ia, TO COMJIAICHHIO MM HHBIM CIIOCOO0M),
3TO He 0CBOOO:KIACT Bac OT codmoienns JIunensnn. Eciv Bbl He MOKeTe 3aHUMAThCs PacipoCTPaHEHUEM TakK, YTOOBI OTHOBPEMEHHO YI0BJIETBOPUTh
TpeGOBaHMAM M 3T0ii JINIIEH3MH, U BCeM APYrMM TpeOOBAHMAM, TO Bbl HE JI0JUKHBI 3aHUMAThCs pacrpocTpanenueM Iporpammel. Hanpumep, eciu na-
TEHT He MO3BOJIAET Ge3BO3ME3/IHOE TIOBTOPHOE pacrpocTpaHeHne ITporpamMmbl BceM, KTO TIOJTY4HII KOIHH OT Bac HENOCPEICTBEHHO HIIM Yepe3 Mocpe/l-
HUKOB, TO €IMHCTBEHHBIM CIIOCOOOM Y/IOB/IETBOPHUTH M TIATEHTY, ¥ 3T0ii JINIeH31K Gy/IeT Ball NOJHBIA OTKA3 OT pacnpocTpaHeHus IIporpaMmsl.

Ecimm kakas-mb0 4acTh 9TOrO pasjiesia He UMEET CUJIBI HIIM He MOKET OBITh MCTIOTHEHA MPH HEKOTOPBIX KOHKPETHBIX 00CTOSITEIBCTBAX, TO MOPa3yMe-
BACTCH, YTO UMECT CHITY OCTAJIbHASA YaCTh pa3jiena, a Mpu Apyrux 0OCTOSATEILCTBAX UMEET CUITy BECh Paznen.

Llenb 31010 pasjaena — He NOOYAUTH BAC JCNATh 3asIBICHHUs O HAPYIICHUSX MPAB HA MATCHT, /M 3asIBJIATH O JAPYrHX IPETEH3UsX Ha IPABO COOCTBEH-
HOCTH WJIM OCIIAPUBATH NPABUILHOCTD TOJOOHBIX MPETEH3MI; €IMHCTBEHHAS 11eJIb TOTO Pa3ie/ia — 3aIMTA LEJOCTHOCTU CUCTEMbl PACHIPOCTPAHEHNUS
cBoGoauoro IO, KOTOpast pean3yeTcs UCTIONb30BAHUEM OOLIECTBEHHBIX JIMLIEH3HiT. MHOIHe JIo/11 BHEC/IH LEPbIi BKJIA B IMPOKHii criektp 10,
PACIIPOCTPAHSIEMOTO 110 ITOI CUCTEME, I0JIArasiCh Ha €€ COrIACOBAHHOE MPUMEHEHHE; TOJIbKO aBTOPY IPUHAICKHT [IPABO PELLIATH, XOUET JIM OH WK
ona pacrpocrpansite I1O B 3T0ii cUCTEME Wil B KAKOH-TO APYTrOid, U MOJIy4aTe/ib IMLEH3UH He MOKET BJIUSTh Ha IIPUHSITHE STOTO PEILCHHUS.

DTOT pasjiel npeIHasHayeH Uil TOro, YTOObI TIATEIbHO IPOSICHUTD, YTO I0JIAraeTcsi CIECTBUEM U3 OCTAILHON YacTh JaHHO# JInneHsuu.

8. Ecim pacripocty w/vim Tp TIporpamMMmbl OrpaHHYEHO B psifie CTPAH JIMOO ATEeHTaMH, JTUOO aBTOPCKMMH TIPaBaMH Ha HHTePEHCH,
TlepBOHAYANIBHBIIT 00JIaJaTe b ABTOPCKUX MpaB, BITycKalommii ITporpammy ¢ s1oii JInneHsueii, MokeT J06aBUTh ABHOE OrpaHHYeHne Ha reorpadude-
CKOE PacrpocTpaHeH!e, NCKIIOUNB TAKHe CTPAHbI, TAK YTO PACPOCTPAHEHHE Pa3pelaeTcs TONBKO B TeX CTPaHaX, KOTOPbIe He ObLIM MCKIOYeHbI. B
9TOM cllyyae JaHHas JIuleH3ns BKIoyaeT B ceGsl 9TO OrpaHUYeHHe, Kak ecJii Obl OHO OBLIO HAIMCAHO B TeKCTe JaHHOM JINIeH31 .

9. ®onp Croboanoro ITO MOKeET BpeMs OT BPeMEHH MyOJIMKOBATh NEPECMOTPEHHbIE H/HIIM HOBBIE BepcHH Y HUBepcabHOi ObmecTBeHHO# JInneH-
3um. Takue HOBbIE BepCcHM OylyT CXOIHBI 110 JIyXy C HACTOSAIIEH BepCHeil, HO MOTYT OT/IMYAThCS B IETANIAX, HAMPABJICHHBIX HA HOBBIC NPOGIEMBI M
00CTOATENIBCTBA.

Kax10ii Bepcnn puaaeTcst OTIMInTebHbIA Homep. Ecm B [IporpamMme yKa3hiBaeTCst, 9TO K HEil OTHOCHTCSI HEKOTOPBIIT HOMEp BEPCHH JaHHO# JIu-
HEH3UH 1 «JTI00ast TTOCIeyIomast BEPCHs», Bbl MOKETE 10 BEIOOPY C/IEI0BATH OMPE/ICICHUSM H YCIOBUSM MO0 TAHHOM BepCHH, JMO0 mo6oii moceny-
1omeii Bepcuu, onyomkosanHoi ®ouom CrodoHoro I10. Ecim B [TporpaMme He ykaszaH HOMEp BEpPCHM JaHHOH JIMLICH3UH, BBl MOKETE BHIOPATH JTIO-
Oyi0 Bepcuio, Koraa-mioo onydnkoBannyio ®oriom Codoasoro I10.

10. Eciu Bl X0THTE BCTPOUTD YacT ITporpamMmel B ipyrue CBOOO/IHBIE ITPOIPAMMBI C MHBIMM YCJIOBUSIMHM PACIIPOCTPAHEHHSI, HAITUIIIUTE ABTOPY C
pock6oii o paspetenun. [is I10, kotopoe oxpansercs aBropckumu npasami Ponga Ceodoguoro I10, nammmre B Gory Ceodoauoro I10; Mt
HHOTI/A Je/IaéM TaKUe UCKJIIOUCHUS. Haure pelieHue 6yJ1€T PYKOBOACTBOBATbCA ABYMS LIEJIAMU: COXPAaHEHUS CBO60HHO|‘0 cTaryca BCeX IPOU3BOAHBIX
Harero cBoGoaHoro I1O 1 coaeiCTBUSI COBMECTHOMY M TIOBTOPHOMY KCIOJb30BaHmio [10 BooO1Le.

HHUKAKHUX FAPAHTHH

11. TIOCKOJIbKY TTPOTPAMMA TTPEJJOCTABJISIETCS BECIIATHO, HA ITIPOTPAMMY HET TAPAHTHUIA B TOM MEPE, KAKAS [10-
MYCTUMA [TPUMEHMMBIM 3AKOHOM. 3A UCKJTIOYEHMEM TEX CJIVYAEB, KOT'JA OBPATHOE 3ASBJIEHO B TMCbMEHHOM
POPME, IEPKATEJIN ABTOPCKUX TTPAB W/WJIA IPYTUE CTOPOHBI TIOCTABJIAIOT ITPOI'PAMMY “KAK OHA ECTb” BE3 KA-
KOI'O-JINBO BUIA TAPAHTHI, BBIPAKEHHBIX IBHO WJIM ITOAPA3YMEBAEMBIX, BKJTIOYAS, HO HE OTPAHUYMBAICh UMM,
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TMOJIPA3YMEBAEMBIE TAPAHTUY KOMMEPYECKO! LIEHHOCTH U IIPUTOTHOCTH JIJ11 KOHKPETHOM LIEJI. BECh PUICK B
OTHOIIEHWUM KAYECTBA U MPOU3BOJUTEJIBHOCTU ITPOI'PAMMbBI OCTAETCH ITPY BAC. ECJIM TTIPOTPAMMA OKAJKETCA IE-
®EKTHOW, Bbl TPUHUMAETE HA CEBS1 CTOMMOCTb BCEI'O HEOBXO/IMMOT'O OBCJTY KUBAHHM S, BOCCTAHOBJIEHU S UJTN UC-
TPABJIEHMA.

12. HU B KOEM CJIVYAE, ECJIZ HE TPEBYETCS COOTBETCTBYIOIIMM 3AKOHOM, WJIM HE YCJIOBJIEHO B TMCbMEHHO ®OP-
ME, H1 OJIVH JEPXATEJIb ABTOPCKHMX ITPAB 1 H OJTHO APYTOE JIMIO, KOTOPOE MOXXET UBMEHATD W/WJIM TIOBTOPHO
PACTIPOCTPAHATD ITPOI'PAMMY, KAK BblJIO PASPEIIEHO BBIIIE, HE OTBETCTBEHHGLI IIEPEJ] BAMU 3A YBbITKU, BKIIIOYAS
JTIOBBIE OBIIVE, CITELMAJIbHBIE, CJIYYAVHBIE WA MIOCIEIOBABIINE VBBITKY, TPOMCTEKAIOIIME U3 UCITOJIb30BAHUA
I HEBO3MOKHOCTH UCTIOJIb30BAHMSA [IPOI'PAMMBI (BKJTIOYAS, HO HE OTPAHUYMBASICH ITOTEPEN TAHHBIX, UJIA TAH-
HbIMU, CTABIIMMU HEITPABUJIbHBIMMU, I TIOTEPAMU, TIOHECEHHBIMM 1N3-3A BAC WJIM TPETbUX JINII, NI OTKA3OM
[TIPOTPAMMBI PABOTATb COBMECTHO C JIIOBBIMU JIPYTUMU [TPOTPAMMAMM), TAKE ECJIV TAKOH IEP)KATEJIb UJIH JIPY-
T'OE JIMIO BbIJIM U3BEHIEHBI O BO3BMOXHOCTU TAKMX YBbITKOB.

KOHEL] OITPEJEJIEHUH H Y CJIOBUH

Kak npumMeHsATh 3TH yCJI0BHs K BaIIMM HOBBIM ITPOrpaMMam

Ecm BB pa3pabaThiBaeTe HOBYIO IPOrpaMMy M XOTHTE, YTOOBI OHa MPHHECIA MAKCHMAJTBHO BO3MOJKHYIO MOJIB3Y OOIIECTBY, JIy4IlIMii CNIOCO0 T0CTHYD
3TOro — BKJIOYUTH ee B cBoOoiHOe TT0, KOTopoe KakIblit MOKET OBTOPHO PACTIPOCTPAHATh M M3MEHSATh COTJIACHO JAHHBIM YCIIOBHAM.

YroGhl cienath 910, 100aBbTe B POrpamMmy cliedylomue ypegomienns. HaexHee Bcero Oyner 106aBUTh MX B HAYAJIO0 KaKIOTO HCXOIHOTO (haiina,
4T0OBI HanGoIee PHEKTUBHO MepeaTh COOOIIEHNe 00 OTCYTCTBUM FapaHTHil; KakIblil (haill JOJKeH colepKaTh N0 MeHbIIeH Mepe CTPOKY, colepska-
IIyI0 «3HAK OXPaHbl aBTOPCKOTO MPaBa» M YKa3aHHe Ha TO, T/le HAXOJMTCS TOJHOE YBEIOMIICHHE.

omHa CTpoXa, Colepxallasd HasBaHHWe NPOrPaMMsl U XpaTkoe ONHCaHHe TOro, 4TOo
OHa nenaer.
(C) HauMeHOBaHHe (HMdE) aBTOpa YYVY

3To cBOBOIHaY NPOTpaMMa; Bbl MOXETE MOBTOPHO PACHPOCTPaHaTh ee u/uiu
MOOHMOHULHPOBATE €€ B COOTBETCTBHH C YHHMBEpCAalbHOH OOmWEecTBEHHOH
JNuyensued GNU, ony6nukoBaHHOHM PonmoMm CBoGomuoro I0; nubo Bepcuu 2,
nmu6o (o BameMmy BHOOPY) mOGOH Gonee MO3OHEH BEPCHH.

3Ta mporpavMMa pPacrnpoCTpaHgeTCs B Halexne, uTO OHa OyneT IOoNe3HOH,
HO BE3 KAKUX-JIMBO TAPAHTHH; maxe 6es rnonpasyMeBaeMbIX TIapaHTHH
KOMMEPYECKOW LEHHOCTH wmnm NPUCOOHOCTH I KOHKPETHOM LENH. Ong
MONyuYeHHd MONPOCHEIX CBENEeHHH CMOTPHTE YHHBepcalbHyl O6mecTBeHHY
JNugensuio GNU.

Bel [OJIXHBl OBUIM NONYYHTh KONHIO YHHBepCalbHOH OBmEeCTBEHHOH JIMLUEH3HH
GNU BMecTe C 3TOH mporpaMMod; ecCIM HeT, HaNMIKTe o agpecy: Free
Software Foundation, Inc., 59 Temple Place, Suite 330, Boston, MA
02111-1307 USA

JloGaBbTe TakXke CBEeHMUsI O TOM, KaK CBSI3aThCsl C BAMH T10 3JIEKTPOHHON ¥ OOBIMHOI [OYTE.

Eciu niporpaMma MHTEPAKTHBHAs1, CAE/IAMTE TaK, YTOOBI IIPU 3ayCKE B UHTEPAKTHMBHOM PEKMME OHA BbIIABAIA KPATKOE YBEIOMICHHE BPOJE CIICAI0-
IIEro:

'HOMOBH30pP, Bepcud 69, (C) uMg aBTOpa rof

I'uomMoBu30Op mocTaBideTcd ABCOJIOTHO BE3 KAKHX-JIMBO FAPAHTHE;

o monydeHus nompobHocTed BBemuTe ~show w’’. DTo cBoBomHas
nmporpavMMa, ¥ BB I[PHIIalla€TeCh MNOBTOPHO PACIPOCTPAaHSThL €€ IPH
ONpeleNeHHBX YyCIOBHSX; [Is IONydYEeHHS MONPOCHOCTEH BBemure show c’.

TunoTeTHyeckne KomaH el ‘show w’ i “show ¢’ IOIKHBI IOKa3biBaTh COOTBETCTBYIONINE YacTH YHUBepcaibHoil O6uiecTBenHoi JInnensun. Koneuwo,
MCIIONb3yeMbIe BAMU KOMAH/Ibl MOTYT Ha3bIBaThCSA KAK-HUOY/Ib MHAUE, HeXen 'show W’ 1 “show ¢’; OHH J1ake MOTYT BHIOMPAThCs C OMOIIIBIO MBIIITH
WM ObITh TYHKTaMH MEHIO — Kak GOJIbIlle MOIXOMUT ISl Balllei MPOrpaMmbl.

BBl TakKe JOKHBI JOOUTHCS TOro, YTOOBI Balll paﬁOTOHﬂTeﬂb (eC}TI/I BbI paﬁo‘raeTe HpOl‘paMMMCTOM) WA Bale y‘(eﬁHOe 3aBE/ICHUE, €CITH TAKOBOE UME-
€TCs, NMOANKUCATIN B CTy4ae «0TKa3 OT UMYIIIECTBEHHBIX ITpaB» HEOOXOMMOCTH Ha 3Ty TIporpamMmmy. Bor 06[)3.331_[; 3aMEHUTE qJ'élMP[J'lI/H/II
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Komnauns Bparbs EENMHB HAaCTOSmMM OTXa3bHBAETCH OT BCEX HMYMECTBEHHHIX NPaB
Ha nporpamMy [HOMOBHM30Op' (xOTOpas [HenaeT MacChH B CTOPOHY KOMIHISTOPOB)
HanucaHHylo ABcTpakTHeM K.H.

nonnuck Mara Harta, 1 ampens 1989 r
Mar Hart, IlpesuneHT &uUpME BHIe.

ta yHUBepca/lbHasA OOIIECTBEHHAS JIMIIEH31A He pa3peliaeT BKI0YaTh Ballly IPOrpaMMy B IPOrpaMMBI 3alllMIeHHble TaTeHTamMu. Ecom Bama npo-
rpaMma — OMO/IMOTEKA NOANPOrPaMM, Bbl MOKETe OCUNTATh GoJiee NOJIE3HbIM Pa3pelnTh KOMIIOHOBATh COOCTBEHHBIE MPHIIOKEHNSA C OMOIMOTEKON.
Ecim 10 Bam noaxoaut — ucnonb3yiire GNU Lesser General Public License [http://www.fsf.org/licenses/lgpl.html] BMecTo Toi
JIMLIEH3UH.

GNU Free Documentation License

Version 1.2, November 2002
Copyright (C) 2000,2001,2002 Free Software Foundation, Inc. 59 Temple Place, Suite 330, Boston, MA 02111-1307 USA

Everyone is permitted to copy and distribute verbatim copies of this license document, but changing it is not allowed.

PREAMBLE

The purpose of this License is to make a manual, textbook, or other functional and useful document “free” in the sense of freedom: to assure everyone
the effective freedom to copy and redistribute it, with or without modifying it, either commercially or noncommercially. Secondarily, this License
preserves for the author and publisher a way to get credit for their work, while not being considered responsible for modifications made by others.

This License is a kind of «copyleft», which means that derivative works of the document must themselves be free in the same sense. It complements
the GNU General Public License, which is a copyleft license designed for free software.

‘We have designed this License in order to use it for manuals for free software, because free software needs free documentation: a free program should
come with manuals providing the same freedoms that the software does. But this License is not limited to software manuals; it can be used for any
textual work, regardless of subject matter or whether it is published as a printed book. We recommend this License principally for works whose
purpose is instruction or reference.

APPLICABILITY AND DEFINITIONS

This License applies to any manual or other work, in any medium, that contains a notice placed by the copyright holder saying it can be distributed
under the terms of this License. Such a notice grants a world-wide, royalty-free license, unlimited in duration, to use that work under the conditions
stated herein. The «Document», below, refers to any such manual or work. Any member of the public is a licensee, and is addressed as «you». You
accept the license if you copy, modify or distribute the work in a way requiring permission under copyright law.

A «Modified Version» of the Document means any work containing the Document or a portion of it, either copied verbatim, or with modifications
and/or translated into another language.

A «Secondary Section» is a named appendix or a front-matter section of the Document that deals exclusively with the relationship of the publishers
or authors of the Document to the Document’s overall subject (or to related matters) and contains nothing that could fall directly within that overall
subject. (Thus, if the Document is in part a textbook of mathematics, a Secondary Section may not explain any mathematics.) The relationship could
be a matter of historical connection with the subject or with related matters, or of legal, commercial, philosophical, ethical or political position
regarding them.

The «Invariant Sections» are certain Secondary Sections whose titles are designated, as being those of Invariant Sections, in the notice that says that the
Document is released under this License. If a section does not fit the above definition of Secondary then it is not allowed to be designated as Invariant.
The Document may contain zero Invariant Sections. If the Document does not identify any Invariant Sections then there are none.

The «Cover Texts» are certain short passages of text that are listed, as Front-Cover Texts or Back-Cover Texts, in the notice that says that the
Document is released under this License. A Front-Cover Text may be at most 5 words, and a Back-Cover Text may be at most 25 words.

A «Transparent» copy of the Document means a machine-readable copy, represented in a format whose specification is available to the general public,
that is suitable for revising the document straightforwardly with generic text editors or (for images composed of pixels) generic paint programs or (for
drawings) some widely available drawing editor, and that is suitable for input to text formatters or for automatic translation to a variety of formats
suitable for input to text formatters. A copy made in an otherwise Transparent file format whose markup, or absence of markup, has been arranged to
thwart or discourage subsequent modification by readers is not Transparent. An image format is not Transparent if used for any substantial amount of
text. A copy that is not «Transparent» is called «Opaque».

Examples of suitable formats for Transparent copies include plain ASCII without markup, Texinfo input format, LaTeX input format, SGML or

XML using a publicly available DTD, and standard-conforming simple HTML, PostScript or PDF designed for human modification. Examples of
transparent image formats include PNG, XCF and JPG. Opaque formats include proprietary formats that can be read and edited only by proprietary
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word processors, SGML or XML for which the DTD and/or processing tools are not generally available, and the machine-generated HTML, PostScript
or PDF produced by some word processors for output purposes only.

The «Title Page» means, for a printed book, the title page itself, plus such following pages as are needed to hold, legibly, the material this License
requires to appear in the title page. For works in formats which do not have any title page as such, «Title Page» means the text near the most
prominent appearance of the work’s title, preceding the beginning of the body of the text.

A section «Entitled XYZ» means a named subunit of the Document whose title either is precisely XYZ or contains XYZ in parentheses following
text that translates XYZ in another language. (Here XYZ stands for a specific section name mentioned below, such as «Acknowledgements»,
«Dedications», «Endorsements», or «History».) To «Preserve the Title» of such a section when you modify the Document means that it remains a
section «Entitled XYZ» according to this definition.

The Document may include Warranty Disclaimers next to the notice which states that this License applies to the Document. These Warranty
Disclaimers are considered to be included by reference in this License, but only as regards disclaiming warranties: any other implication that these
Warranty Disclaimers may have is void and has no effect on the meaning of this License.

VERBATIM COPYING

You may copy and distribute the Document in any medium, either commercially or noncommercially, provided that this License, the copyright
notices, and the license notice saying this License applies to the Document are reproduced in all copies, and that you add no other conditions
whatsoever to those of this License. You may not use technical measures to obstruct or control the reading or further copying of the copies you make
or distribute. However, you may accept compensation in exchange for copies. If you distribute a large enough number of copies you must also follow
the conditions in section 3.

You may also lend copies, under the same conditions stated above, and you may publicly display copies.

COPYING IN QUANTITY

If you publish printed copies (or copies in media that commonly have printed covers) of the Document, numbering more than 100, and the Document’s
license notice requires Cover Texts, you must enclose the copies in covers that carry, clearly and legibly, all these Cover Texts: Front-Cover Texts on
the front cover, and Back-Cover Texts on the back cover. Both covers must also clearly and legibly identify you as the publisher of these copies. The
front cover must present the full title with all words of the title equally prominent and visible. You may add other material on the covers in addition.
Copying with changes limited to the covers, as long as they preserve the title of the Document and satisfy these conditions, can be treated as verbatim
copying in other respects.

If the required texts for either cover are too voluminous to fit legibly, you should put the first ones listed (as many as fit reasonably) on the actual
cover, and continue the rest onto adjacent pages.

If you publish or distribute Opaque copies of the Document numbering more than 100, you must either include a machine-readable Transparent copy
along with each Opaque copy, or state in or with each Opaque copy a computer-network location from which the general network-using public has
access to download using public-standard network protocols a complete Transparent copy of the Document, free of added material. If you use the
latter option, you must take reasonably prudent steps, when you begin distribution of Opaque copies in quantity, to ensure that this Transparent copy
will remain thus accessible at the stated location until at least one year after the last time you distribute an Opaque copy (directly or through your
agents or retailers) of that edition to the public.

It is requested, but not required, that you contact the authors of the Document well before redistributing any large number of copies, to give them a
chance to provide you with an updated version of the Document.

MODIFICATIONS

You may copy and distribute a Modified Version of the Document under the conditions of sections 2 and 3 above, provided that you release

the Modified Version under precisely this License, with the Modified Version filling the role of the Document, thus licensing distribution and
modification of the Modified Version to whoever possesses a copy of it. In addition, you must do these things in the Modified Version:

A. Use in the Title Page (and on the covers, if any) a title distinct from that of the Document, and from those of previous versions (which should,
if there were any, be listed in the History section of the Document). You may use the same title as a previous version if the original publisher of that
version gives permission.

B. List on the Title Page, as authors, one or more persons or entities responsible for authorship of the modifications in the Modified Version, together
with at least five of the principal authors of the Document (all of its principal authors, if it has fewer than five), unless they release you from this
requirement.

C. State on the Title page the name of the publisher of the Modified Version, as the publisher.

D. Preserve all the copyright notices of the Document.

E. Add an appropriate copyright notice for your modifications adjacent to the other copyright notices.

F. Include, immediately after the copyright notices, a license notice giving the public permission to use the Modified Version under the terms of this
License, in the form shown in the Addendum below.

G. Preserve in that license notice the full lists of Invariant Sections and required Cover Texts given in the Document’s license notice.
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H. Include an unaltered copy of this License.

1. Preserve the section Entitled «History», Preserve its Title, and add to it an item stating at least the title, year, new authors, and publisher of the
Modified Version as given on the Title Page. If there is no section Entitled «History» in the Document, create one stating the title, year, authors, and
publisher of the Document as given on its Title Page, then add an item describing the Modified Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Document for public access to a Transparent copy of the Document, and likewise the network
locations given in the Document for previous versions it was based on. These may be placed in the «History» section. You may omit a network
location for a work that was published at least four years before the Document itself, or if the original publisher of the version it refers to gives
permission.

K. For any section Entitled «Acknowledgements» or «Dedications», Preserve the Title of the section, and preserve in the section all the substance
and tone of each of the contributor acknowledgements and/or dedications given therein.

L. Preserve all the Invariant Sections of the Document, unaltered in their text and in their titles. Section numbers or the equivalent are not considered
part of the section titles.

M. Delete any section Entitled «Endorsements». Such a section may not be included in the Modified Version.
N. Do not retitle any existing section to be Entitled «Endorsements» or to conflict in title with any Invariant Section.
O. Preserve any Warranty Disclaimers.

If the Modified Version includes new front-matter sections or appendices that qualify as Secondary Sections and contain no material copied from the
Document, you may at your option designate some or all of these sections as invariant. To do this, add their titles to the list of Invariant Sections in the
Modified Version’s license notice. These titles must be distinct from any other section titles.

You may add a section Entitled «Endorsements», provided it contains nothing but endorsements of your Modified Version by various parties--for
example, statements of peer review or that the text has been approved by an organization as the authoritative definition of a standard.

You may add a passage of up to five words as a Front-Cover Text, and a passage of up to 25 words as a Back-Cover Text, to the end of the list of
Cover Texts in the Modified Version. Only one passage of Front-Cover Text and one of Back-Cover Text may be added by (or through arrangements
made by) any one entity. If the Document already includes a cover text for the same cover, previously added by you or by arrangement made by the
same entity you are acting on behalf of, you may not add another; but you may replace the old one, on explicit permission from the previous publisher
that added the old one.

The author(s) and publisher(s) of the Document do not by this License give permission to use their names for publicity for or to assert or imply
endorsement of any Modified Version.

COMBINING DOCUMENTS

You may combine the Document with other documents released under this License, under the terms defined in section 4 above for modified versions,
provided that you include in the combination all of the Invariant Sections of all of the original documents, unmodified, and list them all as Invariant
Sections of your combined work in its license notice, and that you preserve all their Warranty Disclaimers.

The combined work need only contain one copy of this License, and multiple identical Invariant Sections may be replaced with a single copy. If there
are multiple Invariant Sections with the same name but different contents, make the title of each such section unique by adding at the end of it, in
parentheses, the name of the original author or publisher of that section if known, or else a unique number. Make the same adjustment to the section
titles in the list of Invariant Sections in the license notice of the combined work.

In the combination, you must combine any sections Entitled «History» in the various original documents, forming one section Entitled «History»;
likewise combine any sections Entitled «Acknowledgements», and any sections Entitled «Dedications». You must delete all sections Entitled
«Endorsements».

COLLECTIONS OF DOCUMENTS

You may make a collection consisting of the Document and other documents released under this License, and replace the individual copies of this
License in the various documents with a single copy that is included in the collection, provided that you follow the rules of this License for verbatim
copying of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute it individually under this License, provided you insert a copy of this License
into the extracted document, and follow this License in all other respects regarding verbatim copying of that document.

AGGREGATION WITH INDEPENDENT WORKS

A compilation of the Document or its derivatives with other separate and independent documents or works, in or on a volume of a storage or
distribution medium, is called an “aggregate” if the copyright resulting from the compilation is not used to limit the legal rights of the compilation’s
users beyond what the individual works permit. When the Document is included in an aggregate, this License does not apply to the other works in the
aggregate which are not themselves derivative works of the Document.

If the Cover Text requirement of section 3 is applicable to these copies of the Document, then if the Document is less than one half of the entire

aggregate, the Document’s Cover Texts may be placed on covers that bracket the Document within the aggregate, or the electronic equivalent of covers
if the Document is in electronic form. Otherwise they must appear on printed covers that bracket the whole aggregate.
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TRANSLATION

Translation is considered a kind of modification, so you may distribute translations of the Document under the terms of section 4. Replacing Invariant
Sections with translations requires special permission from their copyright holders, but you may include translations of some or all Invariant Sections
in addition to the original versions of these Invariant Sections. You may include a translation of this License, and all the license notices in the
Document, and any Warranty Disclaimers, provided that you also include the original English version of this License and the original versions of those
notices and disclaimers. In case of a disagreement between the translation and the original version of this License or a notice or disclaimer, the original
version will prevail.

If a section in the Document is Entitled «Acknowledgements», «Dedications», or «History», the requirement (section 4) to Preserve its Title (section
1) will typically require changing the actual title.

TERMINATION

You may not copy, modify, sublicense, or distribute the Document except as expressly provided for under this License. Any other attempt to copy,
modify, sublicense or distribute the Document is void, and will automatically terminate your rights under this License. However, parties who have
received copies, or rights, from you under this License will not have their licenses terminated so long as such parties remain in full compliance.

FUTURE REVISIONS OF THIS LICENSE

The Free Software Foundation may publish new, revised versions of the GNU Free Documentation License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to address new problems or concerns. See http://www.gnu.org/copyleft/.

Each version of the License is given a distinguishing version number. If the Document specifies that a particular numbered version of this License
«or any later version» applies to it, you have the option of following the terms and conditions either of that specified version or of any later version
that has been published (not as a draft) by the Free Software Foundation. If the Document does not specify a version number of this License, you may
choose any version ever published (not as a draft) by the Free Software Foundation.

ADDENDUM: How to use this License for your documents

To use this License in a document you have written, include a copy of the License in the document and put the following copyright and license notices
just after the title page:

Copyright (c) YEAR YOUR NAME.

Permission is granted to copy, distribute and/or modify this document
under the terms of the GNU Free Documentation License, Version 1.2

or any later version published by the Free Software Foundation;

with no Invariant Sections, no Front-Cover Texts, and no Back-Cover Texts.
A copy of the license is included in the section entitled “GNU

Free Documentation License”.

If you have Invariant Sections, Front-Cover Texts and Back-Cover Texts, replace the “with...Texts.” line with this:

with the Invariant Sections being LIST THEIR TITLES, with the
Front-Cover Texts being LIST, and with the Back-Cover Texts being LIST.
If you have Invariant Sections without Cover Texts, or some other combination of the three, merge those two alternatives to suit the situation.

If your document contains nontrivial examples of program code, we recommend releasing these examples in parallel under your choice of free
software license, such as the GNU General Public License, to permit their use in free software.
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